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Social Engineering
Social Engineering uses influence and persuasion to deceive people
by convincing them that the social engineer is someone he is not,
or by manipulation. As a result, the social engineer is able to take
advantage of people to obtain information with or without the use of
technology.
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Foreword
We humans are born with an inner drive to explore the nature
of our surroundings. As young men, both Kevin Mitnick and
I were intensely curious about the world and eager to prove
ourselves. We were rewarded often in our attempts to learn new things,
solve puzzles, and win at games. But at the same time, the world around
us taught us rules of behavior that constrained our inner urge toward free
exploration. For our boldest scientists and technological entrepreneurs, as
well as for people like Kevin Mitnick, following this inner urge offers the
greatest thrills, letting us accomplish things that others believe cannot be
done.

Kevin Mitnick is one of the finest people I know. Ask him, and he will
say forthrightly that what he used to do - social engineering - involes
conning people. But Kevin is no longer a social engineer. And even when
he was, his motive never was to enrich himself or damage others. That's
not to say that there aren't dangerous and destructive criminals out there
who use social engineering to cause real harm. In fact, that's exactly why
Kevin wrote this book - to warn you about them.

The Art of Deception shows how vulnerable we all are - government,
business, and each of us personally - to the intrusions of the social
engineer. In this security-conscious era, we spend huge sums on
technology
to protect our computer networks and data. This book points out how easy
it is to trick insiders and circumvent all this technological protection.
Whether you work in business or government, this book provides a
powerful road map to help you understand how social engineers work and
what you can do to foil them. Using fictionalized stories that are both



entertaining and eye-opening, Kevin and co-author Bill Simon bring to
life
the techniques of the social engineering underworld. After each story,
they offer practical guidelines to help you guard against the breaches and
threats they're described.

Technological security leaves major gaps that people like Kevin can help
us close. Read this book and you may finally realize that we all need to
turn to the Mitnick's among us for guidance.
-Steve Wozniak



PREFACE
Somehackersdestroypeople'sfiles or entire hard drives; they'recalled
crackersor vandals. Some novice hackers don't bother learning the
technology,but simply download hacker tools to break into computer
systems;they're called script kiddies. More experiencedhackerswith
programmingskills develophackerprogramsand post themto the Web
andto bulletin boardsystems.And thenthereareindividualswho haveno
interestin the technology,but usethe computermerelyas a tool to aid
them in stealing money, goods, or services. 

Despitethe media-createdmyth of Kevin Mitnick, I am not a malicious
hacker. 

But I'm getting ahead of myself. 

STARTING OUT 
My pathwas probablysetearly in life. I wasa happy-go-luckykid, but
bored.After my father split when I was three,my motherworked as a
waitressto supportus. To seeme then- an only child beingraisedby a
motherwho put in long, harrieddayson a sometimes-erraticschedule-
would have beento seea youngsteron his own almost all his waking
hours. I was my own babysitter. 

Growing up in a SanFernandoValley communitygaveme the whole of
Los Angelesto explore,andby theageof twelve I haddiscovereda way
to travel free throughoutthe whole greaterL.A. area.I realizedoneday
while riding the busthat the securityof the bustransferI hadpurchased
relied on the unusualpatternof the paper-punch,that the driversusedto
mark day; time, and route on the transfer slips. A friendly driver,
answeringmy carefully planted question,told me where to buy that
special type of punch. 

Thetransfersaremeantto let you changebusesandcontinuea journeyto
your destination,but I workedout how to usethemto travel anywhereI
wanted to go for free. Obtaining blank transfers was a walk in the park. 
 



The trashbins at the bus terminalswere always filled with only-partly
usedbooks of transfersthat the drivers tossedaway at the end of the
shifts.With a padof blanksandthepunch,I couldmarkmy own transfers
and travel anywherethat L.A. buseswent. Before long, I had all but
memorizedthe bus schedulesof the entire system.(This was an early
exampleof my surprisingmemoryfor certaintypesof information; I can
still, today, rememberphonenumbers,passwords,and other seemingly
trivial details as far back as my childhood.) 

Another personal interest that surfaced at an early age was my fascination
with performing magic. Once I learned how a new trick worked, would
practice, practice, and practice some more until I mastered it. To an
extent, it was through magic that I discovered the enjoyment in gaining
secret knowledge. 

From Phone Phreak to Hacker 
My first encounterwith what I would eventually learn to call social
engineeringcameaboutduringmy high schoolyearswhenI met another
studentwho was caughtup in a hobby called phonephreakin.Phone
phreakingis a type of hackingthat allows you to explorethe telephone
networkby exploitingthephonesystemsandphonecompanyemployees.
He showed me neat tricks he could do with a telephone, like obtaining any
informationthe phonecompanyhadon any customer,andusinga secret
testnumberto makelong-distancecallsfor free.(Actually it wasfreeonly
to us. I foundout muchlater that it wasn'ta secrettestnumberat all. The
calls were, in fact, being billed to some poor company's MCI account.) 

That was my introduction to social engineering-mykindergarten,so to
speak.My friend andanotherphonephreakerI met shortly thereafterlet
melistenin astheyeachmadepretextcallsto thephonecompany.I heard
the things they said that madethem soundbelievable;I learnedabout
different phone company offices, lingo, and procedures.But that
"training" didn't last long; it didn't haveto. SoonI wasdoing it all on my
own, learning as I went, doing it even better than my first teachers. 
Thecoursemy life would follow for thenextfifteenyearshadbeenset.In
high school,oneof my all-time favoriteprankswasgainingunauthorized
accessto the telephoneswitch and changingthe classof serviceof a
fellow phonephreak.Whenhe'dattemptto makea call from home,he'd
get a messagetelling him to deposit a dime becausethe telephone



companyswitch hadreceivedinput that indicatedhe wascalling from a
pay phone. 



I became absorbed in everything about telephones,not only the
electronics,switches,andcomputers,but alsothe corporateorganization,
theprocedures,andtheterminology.After a while, I probablyknewmore
aboutthe phonesystemthan any singleemployee.And I haddeveloped
my socialengineeringskills to thepoint that,at seventeenyearsold, I was
able to talk most telco employeesinto almost anything,whetherI was
speaking with them in person or by telephone. 

My much-publicizedhackingcareeractuallystartedwhen I was in high
school.While I cannotdescribethedetailhere,suffice it to saythatoneof
thedriving forcesin my earlyhackswasto beacceptedby theguysin the
hacker group. 

Back then we usedthe term hackerto meana personwho spenta great
dealof time tinkeringwith hardwareandsoftware,eitherto developmore
efficient programsor to bypassunnecessarystepsand get the job done
more quickly. The term has now becomea pejorative, carrying the
meaningof "maliciouscriminal." In thesepagesI usethe term the way I
have always used it - in its earlier, more benign sense. 

After high schoolI studiedcomputersat theComputerLearningCenterin
Los Angeles. Within a few months, the school's computer manager
realizedI hadfoundvulnerability in theoperatingsystemandgainedfull
administrativeprivilegeson their IBM minicomputer.The bestcomputer
expertson their teachingstaff couldn'tfigure out how I haddonethis. In
what may havebeenoneof the earliestexamplesof "hire the hacker,"I
wasgiven anoffer I couldn'trefuse:Do an honorsproject to enhancethe
school'scomputersecurity,or facesuspensionfor hackingthesystem.Of
course,I choseto do the honorsproject, and endedup graduatingcum
laude with honors. 

Becoming a Social Engineer 
Some people get out of bed each morning dreadingtheir daily work
routine at the proverbialsalt mines.I've beenlucky enoughto enjoy my
work. n particular,you can'timaginethechallenge,reward,andpleasureI
had the time I spentasa privateinvestigator.I washoningmy talentsin
theperformanceart calledsocialengineering(gettingpeopleto do things
they wouldn't ordinarily do for a stranger) and being paid for it. 



For me it wasn'tdifficult becomingproficient in socialengineering.My
father'ssideof the family had beenin the salesfield for generations,so
the art of influence and persuasionmight have beenan inherited trait.
Whenyou combinethat trait with aninclinationfor deceivingpeople,you
have the profile of a typical social engineer. 



You might say thereare two specialtieswithin the job classificationof
conartist.Somebodywho swindlesandcheatspeopleout of their money
belongsto onesub-specialty,the grifter. Somebodywho usesdeception,
influence, and persuasionagainst businesses,usually targeting their
information,belongsto the othersub-specialty,thesocialengineer.From
the time of my bus-transfertrick, when I was too young to know there
wasanythingwrong with what I was doing, I had begunto recognizea
talentfor finding out thesecretsI wasn'tsupposedto have.I built on that
talent by using deception,knowing the lingo, and developinga well-
honed skill of manipulation. 

Oneway I workedon developingthe skills of my craft, if I maycall it a
craft, wasto pick out somepieceof informationI didn't really careabout
and seeif I could talk somebodyon the other end of the phone into
providing it, just to improvemy skills. In the sameway I usedto practice
my magictricks, I practicedpretexting.Throughtheserehearsals,I soon
found that I could acquire virtually any information I targeted.   

As I describedin CongressionaltestimonybeforeSenatorsLiebermanand
Thompson years later: 

I havegainedunauthorizedaccessto computersystemsat someof the
largestcorporationson theplanet,andhavesuccessfullypenetratedsome
of the most resilientcomputersystemseverdeveloped.I haveusedboth
technicaland non-technicalmeansto obtain the sourcecode to various
operating systems and telecommunicationsdevices to study their
vulnerabilities  and their inner workings. 

All of this activity wasreally to satisfymy own curiosity; to seewhat I
could do; and find out secretinformation aboutoperatingsystems,cell
phones, and anything else that stirred my curiosity. 

FINAL THOUGHTS 
I've acknowledgedsincemy arrestthattheactionsI took wereillegal, and
that I committed invasions of privacy. 

My misdeedsweremotivatedby curiosity.I wantedto know asmuchasI
could about how phone networks worked and the ins-and-outsof
computersecurity.I went from beinga kid who loved to performmagic
tricks to becoming the world's most notorious hacker, feared by



corporationsandthegovernment.As I reflect backon my life for the last
30 years,I admit I madesomeextremelypoor decisions,driven by my
curiosity, the desireto learn abouttechnology,and the needfor a good
intellectual challenge. 
 



I'm a changedpersonnow. I'm turning my talents and the extensive
knowledge I've gathered about information security and social
engineeringtactics to helping government,businesses,and individuals
prevent, detect, and respond to information-security threats.

This book is one moreway that I can usemy experienceto help others
avoidtheeffortsof themaliciousinformationthievesof theworld. I think
you will find the stories enjoyable, eye-opening, and educational.
 



Introduction    
This book contains a wealth of information about information security and
socialengineering.To helpyou find your way,here'sa quick look at how
this book is organized: 

In Part 1 I'll revealsecurity'sweakestlink and show you why you and
your company are at risk from social engineering attacks. 

In Part2 you'll seehowsocialengineerstoy with your trust,yourdesireto
be helpful, your sympathy,and your humangullibility to get what they
want. Fictional stories of typical attacks will demonstratethat social
engineerscanwearmanyhatsandmanyfaces.If you think you'venever
encounteredone, you're probablywrong. Will you recognizea scenario
you'veexperiencedin thesestoriesand wonderif you had a brushwith
socialengineering?You verywell might.But onceyou'vereadChapters2
through9, you'll know how to get the upperhandwhen the next social
engineer comes calling.   

Part3 is the part of the book whereyou seehow the socialengineerups
the ante, in made-up stories that show how he can step onto your
corporatepremises,stealthe kind of secretthat canmakeor breakyour
company,andthwartyour hi-techsecuritymeasures.Thescenariosin this
sectionwill makeyou awareof threatsthat rangefrom simpleemployee
revengeto cyber terrorism.If you value the information that keepsyour
businessrunning and the privacy of your data, you'll want to read
Chapters 10 through 14 from beginning to end. 

It's important to note that unlessotherwisestated,the anecdotesin this
book are purely fictional. 

In Part4 I talk the corporatetalk abouthow to preventsuccessfulsocial
engineeringattackson your organization.Chapter15 providesa blueprint
for a successfulsecurity-trainingprogram.And Chapter16 might just
saveyour neck - it's a completesecurity policy you can customizefor
your organizationand implementright away to keepyour companyand
information safe. 



Finally, I've provided a Security at a Glance section, which includes
checklists,tables,andchartsthatsummarizekey informationyou canuse
to help your employeesfoil a socialengineeringattackon the job. These
toolsalsoprovidevaluableinformationyou canusein devisingyour own
security-training program. 

Throughoutthebookyou'll alsofind severalusefulelements:Lingo boxes
provide definitions of social engineering and computer hacker
terminology; Mitnick Messagesoffer brief words of wisdom to help
strengthenyour securitystrategy;andnotesandsidebarsgive interesting
background or additional information. 



Part 1
Behind The Scenes 



Chapter 1
Security's Weakest Link 
A company may have purchased the best security technologies that money
can buy, trained their peopleso well that they lock up all their secrets
before going home at night, and hired building guardsfrom the best
security firm in the business. 

That company is still totally Vulnerable. 

Individualsmay follow everybest-securitypracticerecommendedby the
experts,slavishly install every recommendedsecurity product, and be
thoroughly vigilant about proper system configuration and applying
security patches. 

Those individuals are still completely vulnerable. 

THE HUMAN FACTOR 
TestifyingbeforeCongressnot long ago,I explainedthat I couldoftenget
passwordsand other piecesof sensitiveinformation from companiesby
pretending to be someone else and just asking for it. 

It's naturalto yearnfor a feeling of absolutesafety,leadingmanypeople
to settlefor a falsesenseof security.Considerthe responsibleandloving
homeownerwho hasa Medico,a tumblerlock knownasbeingpickproof,
installedin his front door to protecthis wife, his children,andhis home.
He's now comfortablethat he has madehis family much safer against
intruders.But whatabouttheintruder-whobreaksawindow,or cracksthe
codeto the garagedoor opener?How about installing a robustsecurity
system? Better, but still no guarantee.Expensive locks or no, the
homeowner remains vulnerable. 

Why? Because the human factor is truly security's weakest link. 



Security is too often merely an illusion, an illusion sometimes made even
worse when gullibility, naivete, or ignorance come into play. The world's
most respected scientist of the twentieth century, Albert Einstein, is
quoted as saying, "Only two things are infinite, the universe and human
stupidity, and I'm not sure about the former." In the end, social
engineering attacks can succeed when people are stupid or, more
commonly, simply ignorant about good security practices. With the same
attitude as our security-conscious homeowner, many information
technology (IT) professionals hold to the misconception that they've made
their companies largely immune to attack because they've deployed
standard security products - firewalls, intrusion detection systems, or
stronger authentication devices such as time-based tokens or biometric
smart cards. Anyone who thinks that security products alone offer true
security is settling for. the illusion of security. It's a case of living in a
world of fantasy: They will inevitably, later if not sooner, suffer a security
incident.

As noted security consultant Bruce Schneier puts it, "Security is not a
product, it's a process." Moreover, security is not a technology problem -
it's a people and management problem. 

As developersinvent continually bettersecuritytechnologies,making it
increasinglydifficult to exploit technical vulnerabilities,attackerswill
turn moreandmoreto exploitingthehumanelement.Crackingthehuman
firewall is often easy,requiresno investmentbeyondthe costof a phone
call, and involves minimal risk. 

A CLASSIC CASE OF DECEPTION 
What'sthe greatestthreatto the securityof your businessassets?That's
easy: the social engineer--anunscrupulousmagician who has you
watchinghis left handwhile with his right he stealsyour secrets.This
characteris often so friendly, glib, and obliging that you're grateful for
having encountered him. 

Takea look at an exampleof socialengineering.Not manypeopletoday
still rememberthe young mannamedStanleyMark Rifkin and his little
adventurewith the now defunct SecurityPacific National Bank in Los
Angeles.Accountsof his escapadevary, and Rifkin (like me) hasnever
told his own story, so the following is based on published reports. 



Code Breaking 
One day in 1978,Rifkin moseyedover to SecurityPacific'sauthorized-
personnel-onlywire-transfer room, where the staff sent and received
transfers totaling several billion dollars every day. 



He was working for a companyunder contract to develop a backup
systemfor the wire room'sdata in casetheir main computerever went
down.Thatrole gavehim accessto thetransferprocedures,includinghow
bankofficials arrangedfor a transferto be sent.He hadlearnedthatbank
officers who were authorizedto order wire transferswould be given a
closely guardeddaily code eachmorning to usewhen calling the wire
room.

In the wire room the clerks savedthemselvesthe trouble of trying to
memorizeeachday'scode:They wrote down the codeon a slip of paper
andpostedit wheretheycouldseeit easily.This particularNovemberday
Rifkin hada specificreasonfor his visit. He wantedto geta glanceat that
paper.

Arriving in the wire room, he took somenoteson operatingprocedures,
supposedlyto makesurethebackupsystemwouldmeshproperlywith the
regular systems.Meanwhile, he surreptitiously read the security code
from the postedslip of paper,andmemorizedit. A few minuteslater he
walked out. As he said afterward, he felt as if he had just won the lottery.

There's This Swiss Bank Account...
Leavingthe room at about3 o'clock in the afternoon,he headedstraight
for the pay phonein the building'smarble lobby, wherehe depositeda
coin and dialed into the wire-transfer room. He then changedhats,
transforminghimself from Stanley Rifkin, bank consultant,into Mike
Hansen, a member of the bank's International Department.

According to one source, the conversation went something like this:

"Hi, this is Mike Hansenin International,"he said to the youngwoman
who answered the phone.
Sheaskedfor theoffice number.Thatwasstandardprocedure,andhewas
prepared: “286” he said.
The girl then asked, "Okay, what's the code?"

Rifkin hassaidthathis adrenaline-poweredheartbeat"pickedup its pace"
at this point. He respondedsmoothly,"4789." Then he went on to give
instructions for wiring "Ten million, two-hundred thousand dollars
exactly" to the Irving Trust Companyin New York, for credit of the



WozchodHandelsBank of Zurich, Switzerland,where he had already
established an account.

The girl then said, "Okay, I got that. And now I needthe interoffice
settlement number."

Rifkin broke out in a sweat;this was a questionhe hadn't anticipated,
something that had slipped through the cracks in his research. But he
 



managedto stay in character,actedas if everythingwasfine, andon the
spot answeredwithout missinga beat,"Let me check;I'll call you right
back."He changedhatsonceagainto call anotherdepartmentat thebank,
this time claiming to be an employeein the wire-transfer room. He
obtained the settlement number and called the girl back. 

Shetook the numberand said, "Thanks." (Under the circumstances,her
thanking him has to be considered highly ironic.) 

Achieving Closure 
A few days later Rifkin flew to Switzerland,picked up his cash,and
handedover $8 million to a Russianagencyfor a pile of diamonds.He
flew back, passingthrough U.S. Customswith the stoneshidden in a
moneybelt. He hadpulledoff thebiggestbankheistin history--anddone
it without using a gun, even without a computer. Oddly, his caper
eventuallymadeit into thepagesof theGuinnessBook of World Records
in the category of "biggest computer fraud." 

StanleyRifkin hadusedtheart of deception--theskills andtechniquesthat
aretodaycalledsocialengineering.Thoroughplanninganda goodgift of
gab is all it really took. 

And that'swhat this book is about--thetechniquesof social engineering
(at which yourstruly is proficient) andhow to defendagainsttheir being
used at your company. 

THE NATURE OF THE THREAT 
The Rifkin story makesperfectly clear how misleadingour senseof
securitycanbe. Incidentslike this - okay, maybenot $10 million heists,
but harmful incidentsnonetheless- arehappeningeveryday.You maybe
losingmoneyright now,or somebodymaybestealingnewproductplans,
and you don't even know it. If it hasn't already happenedto your
company, it's not a question of if it will happen, but when. 

A Growing Concern 
The ComputerSecurity Institute, in its 2001 surveyof computercrime,
reported that 85 percent of responding organizations had detected
computersecurity breachesin the precedingtwelve months.That's an
astoundingnumber: Only fifteen out of every hundred organizations
respondingwereableto saythattheyhadnot hada securitybreachduring



the year. Equally astoundingwas the number of organizationsthat
reported that they had experienced financial losses due to computer 
  



breaches:64 percent. Well over half the organizationshad suffered
financially. In a single year.

My own experiencesleadme to believethat the numbersin reportslike
this are somewhatinflated. I'm suspiciousof the agendaof the people
conducting the survey. But that's not to say that the damageisn't
extensive;it is. Thosewho fail to planfor a securityincidentareplanning
for failure.

Commercialsecurity productsdeployedin most companiesare mainly
aimedat providingprotectionagainsttheamateurcomputerintruder,like
the youngstersknown as script kiddies. In fact, thesewannabehackers
with downloadedsoftwarearemostly just a nuisance.The greaterlosses,
the real threats, come from sophisticatedattackerswith well-defined
targetswho are motivatedby financial gain. Thesepeoplefocus on one
targetat a time ratherthan,like the amateurs,trying to infiltrate asmany
systemsas possible.While amateurcomputer intruders simply go for
quantity, the professionals target information of quality and value.

Technologieslike authenticationdevices(for proving identity), access
control (for managingaccessto files andsystemresources),andintrusion
detection systems (the electronic equivalent of burglar alarms) are
necessaryto a corporatesecurity program.Yet it's typical today for a
company to spend more money on coffee than on deploying
countermeasures to protect the organization against security attacks.

Just as the criminal mind cannot resist temptation,the hackermind is
drivento find waysaroundpowerfulsecuritytechnologysafeguards.And
in many cases,they do that by targeting the people who use the
technology.

Deceptive Practices
There'sa popularsayingthat a securecomputeris one that'sturnedoff.
Clever,but false:The pretextersimply talks someoneinto going into the
office and turning that computer on. An adversarywho wants your
informationcanobtainit, usuallyin anyoneof severaldifferentways.It's
just a matterof time, patience,personality,andpersistence.That'swhere
the art of deception comes in.



To defeatsecuritymeasures,anattacker,intruder,or socialengineermust
find a way to deceivea trusteduserinto revealinginformation,or trick an
unsuspectingmark into providing him with access. When trusted
employees are deceived, influenced, or manipulated into revealing
sensitiveinformation,or performingactionsthatcreatea securityholefor
the attackerto slip through,no technologyin the world can protect a
business.Justascryptanalystsaresometimesableto revealtheplain text
of a coded messageby finding a weaknessthat lets them bypassthe
encryption
 



technology, social engineers use deception practiced on your employees
to bypass security technology. 

ABUSE OF TRUST 
In most cases,successfulsocial engineershave strong people skills.
They're charming, polite, and easy to like--social traits needed for
establishingrapid rapport and trust. An experiencedsocial engineeris
able to gain accessto virtually any targetedinformation by using the
strategies and tactics of his craft. 

Savvy technologistshave painstakinglydevelopedinformation-security
solutionsto minimize the risks connectedwith the useof computers,yet
left unaddressedthe most significant vulnerability, the human factor.
Despiteour intellect, we humans- you, me, andeveryoneelse- remain
the most severe threat to each other's security. 

 
Our National Character 
We'renot mindful of the threat,especiallyin the Westernworld. In the
UnitedStatesmostof all, we'renot trainedto besuspiciousof eachother.
We are taught to "love thy neighbor"and have trust and faith in each
other.Considerhow difficult it is for neighborhoodwatchorganizations
to get peopleto lock their homesand cars.This sort of vulnerability is
obvious,andyet it seemsto be ignoredby manywho prefer to live in a
dream world - until they get burned. 

We know thatall peoplearenot kind andhonest,but too oftenwe live as
if they were. This lovely innocencehasbeenthe fabric of the lives of
Americansandit's painful to give it up.As a nationwe havebuilt into our
conceptof freedomthat the bestplacesto live arethosewherelocks and
keys are the least necessary. 

Most people go on the assumptionthat they will not be deceivedby
others,basedupona belief that the probability of beingdeceivedis very
low; the attacker,understandingthis commonbelief, makeshis request
soundsoreasonablethat it raisesno suspicion,all thewhile exploitingthe
victim's trust. 

Organizational Innocence 



That innocencethat is part of our national characterwas evident back
when computerswere first being connectedremotely. Recall that the
ARPANet (the Defense Department's Advanced Research Projects
Agency 
 



Network), the predecessorof the Internet, was designedas a way of
sharing research information between government, research, and
educationalinstitutions.The goal was information freedom,as well as
technologicaladvancement.Many educationalinstitutionsthereforesetup
early computersystemswith little or no security. One noted software
libertarian,RichardStallman,evenrefusedto protecthis accountwith a
password.

But with the Internetbeingusedfor electroniccommerce,the dangersof
weaksecurityin our wired world havechangeddramatically.Deploying
more technology is not going to solve the human security problem.

Justlook at our airportstoday.Securityhasbecomeparamount,yet we're
alarmedby mediareportsof travelerswho havebeenableto circumvent
security and carry potential weaponspast checkpoints.How is this
possibleduringa time whenour airportsareon sucha stateof alert?Are
the metal detectorsfailing? No. The problem isn't the machines.The
problemis the humanfactor: The peoplemanningthe machines.Airport
officials canmarshalthe NationalGuardand install metal detectorsand
facial recognitionsystems,but educatingthe frontline security staff on
how to properly screen passengers is much more likely to help.

The sameproblemexistswithin government,business,and educational
institutions throughout the world. Despite the efforts of security
professionals, information everywhere remains vulnerable and will
continueto be seenasa ripe targetby attackerswith social engineering
skills, until the weakestlink in the security chain, the humanlink, has
been strengthened.

Now morethaneverwe must learnto stopwishful thinking andbecome
moreawareof thetechniquesthatarebeingusedby thosewho attemptto
attack the confidentiality, integrity, and availability of our computer
systemsand networks. We've come to accept the need for defensive
driving; it's time to accept and learn the practice of defensive computing.

The threatof a break-in that violatesyour privacy, your mind, or your
company'sinformation systemsmay not seemreal until it happens.To
avoid such a costly dose of reality, we all need to becomeaware,
educated,vigilant, andaggressivelyprotectiveof our informationassets,



our own personalinformation, and our nation'scritical infrastructures.
And we must implement those precautions today.

TERRORISTS AND DECEPTION
Of course, deception isn't an exclusive tool of the social engineer.
Physicalterrorismmakesthe biggestnews,andwe havecometo realize
as never
 



beforethat the world is a dangerousplace.Civilization is, afterall, just a
thin veneer. 

The attackson New York and Washington,D.C., in September2001
infused sadnessand fear into the heartsof every one of us - not just
Americans,but well-meaningpeopleof all nations.We'renow alertedto
the fact that thereareobsessiveterroristslocatedaroundtheglobe,well -
trained and waiting to launch further attacks against us. 

Therecentlyintensifiedeffort by our governmenthasincreasedthe levels
of our securityconsciousness.We needto stayalert, on guardagainstall
forms of terrorism.We needto understandhow terroriststreacherously
createfalse identities,assumeroles asstudentsand neighbors,and melt
into the crowd. They masktheir true beliefswhile they plot againstus -
practicingtricks of deceptionsimilar to thoseyou will readaboutin these
pages. 

And while, to the best of my knowledge, terrorists have not yet used
social engineering ruses to infiltrate corporations, water-treatment plants,
electrical generation facilities, or other vital components of our national
infrastructure, the potential is there. It's just too easy. The security
awareness and security policies that I hope will be put into place and
enforced by corporate senior management because of this book will come
none too  soon. 

ABOUT THIS BOOK   
Corporatesecurityis a questionof balance.Too little securityleavesyour
companyvulnerable,but an overemphasison securitygetsin the way of
attendingto business,inhibiting the company'sgrowth and prosperity.
The challenge is to achieve a balance between security and productivity. 

Other books on corporate security focus on hardware and software
technology,and do not adequatelycover the most seriousthreatof all:
humandeception.The purposeof this book, in contrast,is to help you
understandhow you, your co-workers,and othersin your companyare
being manipulated,and the barriersyou can erectto stop being victims.
The book focusesmainly on the non-technicalmethodsthat hostile
intruders use to steal information, compromise the integrity of information
that is believed to be safe but isn't., or destroy company work product. 



My taskis mademoredifficult by a simpletruth: Every readerwill have
beenmanipulatedby the grandexpertsof all time in socialengineering-
their parents. They found ways to get you - "for your own good" - to do 
 



what theythoughtbest.Parentsbecomegreatstorytellersin thesameway
thatsocialengineersskillfully developvery plausiblestories,reasons,and
justificationsfor achievingtheir goals.Yes, we were all moldedby our
parents: benevolent (and sometimes not so benevolent) social engineers. 

Conditionedby thattraining,wehavebecomevulnerableto manipulation.
We would live a difficult life if we had to be always on our guard,
mistrustful of others, concernedthat we might becomethe dupe of
someonetrying to take advantageof us. In a perfect world we would
implicitly trustothers,confidentthatthepeoplewe encounteraregoingto
be honestandtrustworthy.But we do not live in a perfectworld, andso
we haveto exercisea standardof vigilanceto repel the deceptiveefforts
of our adversaries. 

Themainportionsof this book,Parts2 and3, aremadeup of storiesthat
show you social engineers in action. In these sections you'll read about: 

• What phonephreaksdiscoveredyearsago:A slick methodfor getting
an unlisted phone number from the telephone company. 

• Severaldifferent methodsusedby attackersto convinceeven alert,
suspicious employees to reveal their computer usernamesand
passwords.   

• How anOperationsCentermanagercooperatedin allowing anattacker
to steal his company's most secret product information. 

• The methodsof an attackerwho deceiveda lady into downloading
software that spies on every keystroke she makes and emails the
details to him. 

• How private investigators get information about your company, and
about you personally, that I can practically guarantee will send a chill
up your spine. 

You might think as you readsomeof the storiesin Parts2 and 3 that
they'renot possible,thatno onecouldreally succeedin gettingawaywith
thelies,dirty tricks,andschemesde,scribedin thesepages.Thereality is
that in every case,thesestoriesdepict eventsthat can and do happen;
manyof themarehappeningeveryday somewhereon the planet,maybe
even to your business as you read this book. 



The material in this book will be a real eye-openerwhen it comesto
protectingyour business,but alsopersonallydeflectingthe advancesof a
social engineer to protect the integrity of information in your private life.

In Part4 of this book I switch gears.My goal hereis to help you create
the necessarybusinesspolicies and awarenesstraining to minimize the
chancesof your employeesever being duped by a social engineer.
Understandingthe strategies,methods,and tacticsof the socialengineer
will help prepareyou to deploy reasonablecontrolsto safeguardyour IT
assets, without undermining your company's productivity.

In short,I've written this book to raiseyour awarenessaboutthe serious
threatposedby socialengineering,and to help you makesurethat your
company and its employees are less likely to be exploited in this way.

Or perhaps I should say, far less likely to be exploited ever again.
 



Part 2
The Art Of The Attacker



Chapter 2
When Innocuous Information Isn't 

What do most people think is the real threat from social engineers? What
should you do to be on your guard?

If the goal is to capture some highly valuable prize--say, a vital
component of the company's intellectual capital - then perhaps what's
needed is, figuratively,  just a stronger vault and more heavily armed
guards. Right? 

But in reality penetrating a company's security often starts with the bad
guy obtaining some piece of information or some document that seems so
innocent, so everyday and unimportant, that most people in the
organization wouldn't  see any reason why the item should be protected
and restricted

HIDDEN VALUE OF INFORMATION 
Much of the seemingly innocuous information in a company's possession
is prized
by a social engineering attacker because it can play a vital role in his
effort to dress himself in a cloak of believability. 

Throughout these pages, I'm going to show you how social engineers do
what they do by letting you "witness" the attacks for yourself--sometimes
presenting the action from the viewpoint of the people being victimized,
allowing you to put yourself in their shoes and gauge how you yourself
(or maybe one of your employees or co-workers) might have responded.
In many cases you'll also experience the same events from the perspective
of the social engineer. 

The first story looks at a vulnerability in the financial industry. 
 



CREDITCHEX 
For a long time, theBritish put up with a very stuffy bankingsystem.As
an ordinary, upstandingcitizen, you couldn't walk in off the streetand
opena bankaccount.No, the bankwouldn't consideracceptingyou asa
customerunlesssome person already well establishedas a customer
provided you with a letter of recommendation.

Quite a difference,of course,in the seeminglyegalitarianbanking
world of today.And our moderneaseof doing businessis nowheremore
in evidencethan in friendly, democraticAmerica,wherealmostanyone
canwalk into a bankandeasilyopena checkingaccount,right?Well, not
exactly.The truth is that banksunderstandablyhavea naturalreluctance
to open. an account for somebodywho just might have a history of
writing bad checks--thatwould be aboutas welcomeas a rap sheetof
bankrobberyor embezzlementcharges.So it's standardpracticeat many
banksto get a quick thumbs-upor thumbs-downon a prospectivenew
customer. 

Oneof the major companiesthat bankscontractwith for this information
is anoutfit we'll call CreditChex.Theyprovidea valuableserviceto their
clients,but like manycompanies,canalsounknowinglyprovidea handy
service to knowing social engineers. 

The First Call: Kim Andrews
"National Bank, this is Kim. Did you want to open an account today?" 
"Hi, Kim. I have a question for you. Do you guys use CreditChex?" 
"Yes." 
"When you phone in to CreditChex, what do you call the number you give
them--is it a 'Merchant ID'?" 

A pause; she was weighing the question, wondering what this was about
and whether she should answer. 

The caller quickly continued without missing a beat:

"Because, Kim, I'm working on a book. It deals with private
investigations." 
"Yes," she said, answering the question with new confidence, pleased to

be helping a writer. 



"So it's called a Merchant ID, right?" 
"Uh huh." 
 



"Okay, great. Because I wanted to male sure I had the lingo right. For the
book. Thanks for your help. Good-bye, Kim." 

The Second Call: Chris Talbert
"National Bank, New Accounts, this is Chris." 
"Hi, Chris. This is Alex," the caller said. "I'm a customerservicerep
with CreditChex.We'redoing a surveyto improveour services.Canyou
spare me a couple of minutes?" 

She was glad to, and the caller went on: 

"Okay - what are the hours your branch is open for business?" She
answered, and continued answering his string of questions. 
"How many employees at your branch use our service?" 
"How often do you call us with an inquiry?" 
"Which of our 800-numbers have we assigned you for calling us?" 
"Have our representatives always been courteous?" 
"How's our response time?" 
"How long have you been with the bank?" 
"What Merchant ID are you currently using?" 
"Have you ever found any inaccuracies with the information we've

provided you?" 
"If you had any suggestions for improving our service, what would they

be?" 

And: 

"Would you be willing to fill out periodic questionnaires if we send them
to your branch?" 

She agreed, they chatted a bit, the caller rang off, and Chris went back to
work. 

The Third Call: Henry McKinsey
"CreditChex, this is Henry McKinsey, how can I help you?" 

Thecaller saidhewasfrom NationalBank.He gavetheproperMerchant
ID and then gavethe nameand socialsecuritynumberof the personhe



was looking for information on. Henry askedfor the birth date,and the
caller gave that, too. 
 



After a few moments, Henry read the listing from his computer screen. 

"Wells Fargo reported NSF in 1998, one time, amount of $2,066." NSF –
non sufficient funds - is the familiar banking lingo for checks that have
been written when there isn't enough money in the account to cover them. 
"Any activities since then?" 
"No activities." 
"Have there been any other inquiries?" 
"Let's see. Okay, two of them, both last month. Third United Credit Union
of Chicago." He stumbled over the next name, Schenectady Mutual
Investments, and had to spell it. "That's in New York State," he added. 

Private Investigator at Work 
All three of those calls were made by the same person: a private
investigatorwe'll call OscarGrace.Gracehad a new client, one of his
first. A cop until a few monthsbefore,he found that someof this new
work camenaturally,but someoffered a challengeto his resourcesand
inventiveness. This one came down firmly in the challenge category. 

The hardboiledprivate eyesof fiction - the SamSpadesand the Philip
Marlowes- spendlong night time hourssitting in carswaiting to catcha
cheatingspouse.Real-life PIs do the same.They also do a lesswritten
about, but no less important kind of snoopingfor warring spouses,a
method that leans more heavily on social engineeringskills than on
fighting off the boredom of night time vigils. 

Grace'snew client was a lady who looked as if she had a pretty
comfortablebudgetfor clothesand jewelry. Shewalked into his office
oneday andtook a seatin the leatherchair, the only onethat didn't have
paperspiled on it. Shesettledher largeGucci handbagon his deskwith
the logo turnedto facehim and announcedshewas planningto tell her
husbandthat she wanteda divorce, but admitted to "just a very little
problem." 

It seemedher hubbywasonestepahead.He hadalreadypulled the cash
out of their savingsaccountandan evenlargersumfrom their brokerage
account.Shewantedto knowwheretheir assetshadbeensquirreledaway,
andher divorcelawyer wasn'tany help at all. Gracesurmisedthe lawyer
wasoneof thoseuptown,high-risecounselorswho wouldn'tgethis hands
dirty on something messy like where did the money go. 



Could Grace help? 



He assuredher it would bea breeze,quoteda fee,expensesbilled at cost,
and collected a check for the first payment. 

Then he faced his problem.What do you do if you've neverhandleda
piece of work like this before and don't quite know how to go about
tracking down a money trail? You move forward by baby steps.Here,
accord- mg to our source, is Grace's story. 

I knew about CreditChex and how banks used the outfit - my ex-wife used
to work at a bank.But I didn't know the lingo andprocedures,andtrying
to ask my ex- would be a waste of time. 

Stepone: Get the terminologystraightand figure out how to makethe
requestso it soundslike I know what I'm talking about.At the bank I
called,thefirst younglady, Kim, wassuspiciouswhenI askedabouthow
they identify themselveswhenthey phoneCreditChex.Shehesitated;she
didn't know whetherto tell me. WasI put off by that?Not a bit. In fact,
the hesitationgaveme an importantclue, a sign that I had to supply a
reasonshe'dfind believable.WhenI workedthe con on her aboutdoing
researchfor a book,it relievedhersuspicions.You sayyou'reanauthoror
a movie writer, and everybody opens up. 

She had other knowledge that would have helped - things like what
reformation CreditChex requires to identify the person you're calling
about,what informationyou canaskfor, andthebig one,whatwasKim's
bank MerchantID number.I was ready to ask thosequestions,but her
hesitationsentup theredflag. Sheboughtthebookresearchstory,but she
alreadyhad a few niggling suspicions.If she'dbeenmore willing right
way, I would have asked her to reveal more details about their procedures.

LINGO  
MARK: The victim of a con. 
BURN THE SOURCE: An attacker is said to have burned the source
when he allows a victim to recognize that an attack has taken place. Once
the victim becomes aware and notifies other employees or management of
the attempt, it becomes extremely difficult to exploit the same source in
future attacks.



You haveto go on gut instinct, listen closely to what the mark is saying
andhow she'ssayingit. This lady soundedsmartenoughfor alarmbells
to startgoingoff if I askedtoo manyunusualquestions.And eventhough
she didn't know who I was or what number I was calling from, still in this 

 



business you never want anybody putting out the word to be on the look
out for someone calling to get information about the business. That’s
because you don't want to burn the source - you may want to call same
office back another time. 

I'm always on the watch for little signs that give me a read on how
cooperative a person is, on a scale that runs from "You sound like a nice
person and I believe everything you're saying" to "Call the cops, alert the
National Guard, this guy's up to no good." 

I read Kim as a little bit on edge, so I just called somebody at a different
branch. On my second call with Chris, the survey trick played like a
charm. The tactic here is to slip the important questions in among
inconsequential ones that are used to create a sense of believability.
Before I dropped the question about the Merchant ID number with
CreditChex, I ran a little last-minute test by asking her a personal question
about how long she'd been with the bank. 

A personal question is like a land mine - some people step right over it
and never notice; for other people, it blows up and sends them scurrying
for safety. So if I ask a personal question and she answers the question
and the tone of her voice doesn't change, that means she probably isn't
skeptical about the nature of the request. I can safely ask the sought after
question without arousing her suspicions, and she'll probably give me the
answer I'm looking for. 

One more thing a good PI knows: Never end the conversation after getting
the key information. Another two or three questions, a little chat, and then
it's okay to say good-bye. Later, if the victim remembers anything about
what you asked, it will probably be the last couple of questions. The rest
will usually be forgotten. 

So Chris gave me their Merchant ID number, and the phone number they
call to make requests. I would have been happier if I had gotten to ask
some questions about how much information you can get from
CreditChex. But it was better not to push my luck. 

It was like having a blank check on CreditChex. I could now call and get
information whenever I wanted. I didn't even have to pay for the service.
As it turned out, the CreditChex rep was happy to share exactly the



information I wanted: two places my client's husband had recently applied
to open an account. So where were the assets his soon-to-be ex-wife was
looking for? Where else but at the banking institutions the guy at
CreditChex listed? 
 



Analyzing the Con 
This entire ruse was basedon one of the fundamentaltactics of social
engineering:gaining accessto information that a companyemployee
treats as innocuous, when it isn't. 

Thefirst bankclerk confirmedtheterminologyto describetheidentifying
number used when calling CreditChex:the Merchant ID. The second
provided the phonenumberfor calling CreditChex,and the most vital
pieceof information,thebank'sMerchantID number.All this information
appearedto the clerk to be innocuous.After all, the bank clerk thought
shewastalking to someonefrom CreditChex-so whatcouldbe the harm
in disclosing the number? 

All of this laid thegroundworkfor thethird call. Gracehadeverythinghe
neededto phoneCreditChex,passhimself off asa rep from oneof their
customerbanks,National, and simply ask for the information he was
after. 

With as much skill at stealing information as a good swindler has at
stealingyour money,Gracehadwell-honedtalentsfor readingpeople.He
knew the commontactic of burying the key questionsamonginnocent
ones. He knew a personal question would test the second clerk's
willingnessto cooperate,before innocentlyasking for the MerchantID
number. 

The first clerk's error in confirming the terminology for the CreditChex ID
numberwould bealmostimpossibleto protectagainst.Theinformationis
so widely known within the banking industry that it appearsto be
unimportant- the very model of the innocuous.But the secondclerk,
Chris, should not have been so willing to answer questionswithout
positively verifying that the caller was really who he claimedto be. She
should,at the very least,have taken his nameand numberand called
back;thatway, if anyquestionsaroselater,shemayhavekepta recordof
what phonenumberthe personhadused.In this case,makinga call like
that would have made it much more difficult for the attacker to
masquerade as a representative from CreditChex. 

MITNICK MESSAGE
A Merchant ID in this situation is analogousto a password.If bank
personneltreatedit like anATM PIN, theymight appreciatethesensitive



natureof the information. Is there an internal code or numberin your
organization that people aren't treating with enough care? 



Better still would have been a call to CreditChex using a nun bank already
had on record - not a number provided by the caller – to verify that the
person really worked there, and that the company was really doing a
customer survey. Given the practicalities of the real world and the time
pressures that most people work under today, though, this kind of
verification phone call is a lot to expect, except when an employee is
suspicious that some kind of attack is being made. 

THE ENGINEER TRAP 
It is widely known that head-hunter firms use social engineering to recruit
corporate talent. Here's an example of how it can happen. 

In the late 1990s,a not very ethical employmentagencysigneda new
client, a companylooking for electricalengineerswith experiencein the
telephoneindustry.Thehonchoon theprojectwasa lady endowedwith a
throaty voice and sexy mannerthat she had learnedto use to develop
initial trust and rapport over the phone. 

The lady decidedto stagea raid on a cellular phoneserviceprovider to
seeif she could locate someengineerswho might be temptedto walk
across the street to a competitor. She couldn't exactly call the switch board
and say, "Let me talk to anybody with five years of engineering
experience."Instead,for reasonsthat will becomeclearin a moment,she
beganthetalentassaultby seekinga pieceof informationthatappearedto
haveno sensitivity at all, information that companypeoplegive out to
almost anybody who asks. 

The First Call: The receptionist
The attacker,using the nameDidi Sands,placeda call to the corporate
offices of the cellular phoneservice.In part, the conversationwent like
this: 

Receptionist: Good afternoon. This is Marie, how may I help you? 
Didi: Can you connect me to the Transportation Department? 

R: I'm not sure if we have one, I'll look in my directory. Who's calling? 
D:  It's Didi. 
R:  Are you in the building, or... ? 
D:  No, I'm outside the building. 
 



R:   Didi who? 
D: Didi Sands.I hadthe extensionfor Transportation,but I forgot what

it was. 
R:   One moment. 

To allay suspicions,at this point Didi asked a casual, just making
conversationquestiondesignedto establishthat shewason the "inside,"
familiar with company locations. 

D:  What building are you in - Lakeview or Main Place? 
R:   Main Place. (pause) It's 805 555 6469. 

To provideherselfwith a backupin casethe call to Transportationdidn't
provide what shewas looking for, Didi said shealso wantedto talk to
RealEstate.The receptionistgaveher that number,as well. When Didi
askedto beconnectedto theTransportationnumber,thereceptionisttried,
but the line was busy. 

At that point Didi asked for a third phone number, for Accounts
Receivable, located at a corporate facility in Austin, Texas. The
receptionistaskedher to wait a moment,andwent off the line. Reporting
to Security that she had a suspiciousphonecall and thought therewas
somethingfishy going on?Not at all, andDidi didn't havethe leastbit of
concern.Shewasbeinga bit of a nuisance,but to the receptionistit was
all part of a typical workday.After abouta minute,the receptionistcame
backon theline, lookedup theAccountsReceivablenumber,tried it, and
put Didi through. 

The Second Call: Peggy
The next conversation went like this: 

Peggy: Accounts Receivable, Peggy. 
Didi:    Hi, Peggy. This is Didi, in Thousand Oaks. 
P:   Hi, Didi. 
D:  How ya doing? 
P:   Fine. 

Didi then useda familiar term in the corporateworld that describesthe
charge code for assigningexpensesagainst the budget of a specific
organization or workgroup: 



D: Excellent.I haveaquestionfor you.How do I find out thecostcenter
for a particular department? 

P:   You'd have to get a hold of the budget analyst for the department. 



D:     Do you know who'd be the budget analyst
for Thousand Oaks - headquarters? I'm trying to
fill out a form and I don't know the proper cost
center. 
P: I just know when y'all needa cost centernumber,you call your
budget analyst. 
D:     Do you have a cost center for your department there in   Texas? 
P: We haveour own costcenterbut theydon'tgiveusacompletelist of
them. 
D: How manydigits is thecostcenter?FOr example,what's your cost
center? 
P:     Well, like, are you with 9WC or with SAT? 

Didi had no idea what departments or groups these referred to, but it
didn't matter. She answered: 

D:     9WC. 
P:     Then it's usually four digits. Who did you say you were with? 
D:     Headquarters--Thousand Oaks. 
P: Well, here'sone for ThousandOaks. It's 1A5N, that'sN like in
Nancy. 

By just hanging out long enough with somebody willing to be helpful,
Didi had the cost center number she needed - one of those pieces of
information that no one thinks to protect because it seems like something
that couldn't be of any value to an outsider. 

The Third Call: A Helpful Wrong Number  
Didi's next step would be to parlay the cost center number into something
of real value by using it as a poker chip. 

She beganby calling the Real Estatedepartment,pretendingshe had
reacheda wrong number.Startingwith a "Sorry to botheryou, but .... "
sheclaimedshewas an employeewho had lost her companydirectory,
andaskedwho youweresupposedto call to getanewcopy.Themansaid
the print copy wasout of datebecauseit wasavailableon the company
intranet site. 



Didi said shepreferredusing a hard copy, and the man told her to call
Publications,andthen,without beingasked- maybejust to keepthesexy-
sounding lady on the phone a little longer - helpfully looked up the
number and gave it to her. 
 



The Fourth Call: Bart in Publications

In Publications,shespokewith a mannamedBart.Didi saidshewasfrom
ThousandOaks,andtheyhada newconsultantwho neededa copyof the
companydirectory.Shetold him a print copy would work betterfor the
consultant,evenif it wassomewhatout of date.Bart told hershe'dhaveto
fill out a requisition form and send the form over to him.

Didi said shewas out of forms and it was a rush, and could Bart be a
sweetheartandfill out the form for her?He agreedwith a little too much
enthusiasm,andDidi gavehim thedetails.For theaddressof thefictional
contractor,shedrawledthe numberof what social engineerscall a mail
drop, in this casea Mail BoxesEtc.-typeof commercialbusinesswhere
her company rented boxes for situations just like this.

The earlierspadeworknow camein handy:Therewould be a chargefor
thecostandshippingof thedirectory.Fine- Didi gavethecostcenterfor
Thousand Oaks:

"IA5N, that's N like in Nancy."

A few dayslater,whenthe corporatedirectoryarrived,Didi found it was
anevenbiggerpayoff thanshehadexpected:It not only listed thenames
and phone numbers,but also showed who worked for whom - the
corporate structure of the whole organization.

The lady of the husky voice was ready to start making her head-hunter,
people-raiding phone calls. She had conned the information she needed to
launch her raid using the gift of gab honed to a high polish by every
skilled social engineer. Now she was ready for the payoff.

LINGO
MAIL DROP: The social engineer’s term for a rental mailbox, typically
rented under an assumed name, which is used to deliver documents or
packages the victim has been duped into sending

MITNICK MESSAGE
Just like pieces of a jigsaw puzzle, each piece of information may be
irrelevant by itself. However, when the pieces are put together, a clear
picture emerges. In this I case, the picture the social engineer saw was the
entire internal structure of the company .



Analyzing the Con
In this socialengineeringattack,Didi startedby getting phonenumbers
for threedepartmentsin the targetcompany.This waseasy,becausethe
numbersshewas askingfor were no secret,especiallyto employees.A
social engineer learns to sound like an insider, and Didi was skilled at this



game.Oneof the phonenumbersled her to a costcenternumber,which
she then used to obtain a copy of the firm's employee directory. 
The main tools she needed: sounding friendly, using some corporate
lingo, and, with the last victim, throwing in a little verbal eyelash-batting. 

And one more tool, an essential element not easily acquired - the
manipulative skills of the social engineer, refined through extensive
practice and the unwritten lessons of bygone generations of confidence
men.

MORE "WORTHLESS" INFO 
Besidesa cost centernumberand internalphoneextensions,what other
seemingly useless information can be extremely valuable to your enemy?.

Peter Abel’s Phone Call
"Hi," the voice at the other end of the line says. "This is Tom at Parkhurst
Travel. Your tickets to San Francisco are ready. Do you want us to deliver
them, or do you want to pick them up?" 
"San Francisco?" Peter says. "I'm not going to San Francisco." "Is this
Peter Abels?" 
"Yes, but I don't have any trips coming up." 
"Well," the caller says with a friendly laugh, "you sure you don't want to

go to San Francisco?" 
"If you think you can talk my boss into it..." Peter says, playing along

with the friendly conversation. 
"Soundslike a mix-up," the caller says."On our system,we book travel
arrangementsunder the employeenumber. Maybe somebodyused the
wrong number. What's your employee number?" 

Peterobligingly reciteshis number.And why not? It goeson just about
every personnelform he fills out, lots of peoplein the companyhave
accessto it - humanresources,payroll, and,obviously,the outsidetravel
agency.No onetreatsanemployeenumberlike somesortof secret.What
difference could it make? 
 



The answerisn't hard to figure out. Two or threepiecesof information
might be all it takes to mount an effective impersonation- the social
engineercloaking himself in someoneelse's identity. Get hold of an
employee'sname,his phonenumber,his employeenumber--andmaybe,
for goodmeasure,his manager'snameandphonenumber--anda halfway-
competentsocial engineeris equippedwith most of what he's likely to
need to sound authentic to the next target he calls. 

If someonewho said he was from anotherdepartmentin your company
had called yesterday,given a plausible reason,and asked for your
employee number, would you have had any reluctance in giving it to him?

And by the way, what is your social security number? 

MITNICK MESSAGE
Themoralof thestory is, don'tgive out anypersonalor internalcompany
information or identifiers to anyone, unless his or her voice is
recognizable and the requestor has a need to know. 

PREVENTING THE CON 
Your companyhasa responsibilityto makeemployeesawareof how a
seriousmistakecan occur from mishandlingnon public information. A
well thought-out information security policy, combined with proper
educationand training, will dramatically increaseemployeeawareness
about the proper handling of corporatebusinessinformation. A data
classificationpolicy will help you to implement proper controls with
respectto disclosinginformation.Without a dataclassificationpolicy, all
internal information must be consideredconfidential, unlessotherwise
specified. 

Take thesestepsto protectyour companyfrom the releaseof seemingly
innocuous information: 

The Information Security Department needs to conduct awareness training
detailingthemethodsusedby socialengineers.Onemethod,asdescribed
above,is to obtain seeminglynon sensitiveinformation and use it as a
pokerchip to gainshort-termtrust.Eachandeveryemployeeneedsto be
awarethatwhena callerhasknowledgeaboutcompanyprocedures,lingo,
andinternalidentifiersit doesnot in anyway, shape,or form authenticate
the requestoror authorizehim or her ashavinga needto know. A caller
could be a former employee or 



 



contractor with the requisite insider information. Accordingly, each
corporation has a responsibility to determine the appropriate
authenticationmethodto be usedwhen employeesinteractwith people
they don't recognize in person or over the telephone.

The person or persons with the role and responsibility of drafting a data
classification policy should examine the types of details that may be used
to gain access for legitimate employees that seem innocuous, but could
lead to information that is, sensitive. Though you'd never give out the
access codes for your ATM card, would you tell somebody what server
you use to develop company software products? Could that information
be used by a person pretending to be somebody who has legitimate access
to the corporate network?

Sometimesjust knowing insideterminologycanmakethesocialengineer
appearauthoritativeandknowledgeable.The attackeroften relieson this
commonmisconceptionto dupehis or her victims into compliance.For
example,a MerchantID is an identifier that peoplein the New Accounts
departmentof a bank casually use every day. But such an identifier
exactlythe sameasa password.If eachandeveryemployeeunderstands
the natureof this identifier - that it is usedto positively authenticatea
requestor--they might treat it with more respect.

MITNICK MESSAGE
As the old adagegoes- evenreal paranoidsprobablyhaveenemies.We
mustassumethateverybusinesshasits enemies,too - attackersthattarget
the network infrastructureto compromisebusinesssecrets.Don't endup
being a statistic on computer crime - it's high time to shore up the
necessarydefensesby implementing proper controls through well-
thought-out security policies and procedures.

No companies- well, very few, at least- give out the direct dial phone
numbersof their CEO or boardchairman.Most companies,though,have
no concernabout giving out phonenumbersto most departmentsand
workgroups in the, organization- especially to someonewho is, or
appearsto be, an employee.A possiblecountermeasure:Implement a
policy

 



that prohibits giving internal phonenumbersof employees,contractors,
consultants,andtempsto outsiders.More importantly,developa step-by-
step procedureto positively identify whethera caller asking for phone
numbers is really an employee.

Accountingcodesfor workgroupsanddepartments,aswell ascopiesof
the corporatedirectory(whetherhardcopy,datafile, or electronicphone
book on the intranet) are frequent targets of social engineers.Every
companyneedsawritten, well-publicizedpolicy ondisclosureof this type
of information.The safeguardsshould include maintainingan audit log
that recordsinstanceswhen sensitiveinformation is disclosedto people
outside of the company.

Informationsuchasanemployeenumber,by itself, shouldnot beusedas
any sort of authentication.Every employeemustbe trainedto verify not
just the identity of a requestor, but also the requestor's need to know.

In your security training, consider teachingemployeesthis approach:
Wheneveraskeda questionor askedfor a favor by a stranger,learnfirst
to politely declineuntil the requestcanbe verified. Then- beforegiving
in to thenaturaldesireto beMr. or Ms. Helpful - follow companypolicies
and procedureswith respectto verification and disclosureof non public
information. This style may go against our natural tendencyto help
others,but a little healthyparanoiamay be necessaryto avoid being the
social engineer's next dupe.

As the stories in this chapter have shown, seemingly innocuous
information can be the key to your company's most prized secrets.



Chapter 3

The Direct Attack: Just Asking for It
Many socialengineeringattacksareintricate,involving a numberof steps
and elaborate planning, combining a mix of manipulation and
technological know-how.

But I always find it striking that a skillful social engineercan often
achievehis goal with a simple,straightforward,direct attack.Justasking
outright for the information may be all that's needed - as you'll see.

AN MLAC QUICKIE
Want to know someone'sunlistedphonenumber?A socialengineercan
tell you half a dozenways (and you'll find someof them describedin
otherstoriesin thesepages),but probablythesimplestscenariois onethat
uses a single phone call, like this one.

Number, Please
The attacker dialed the private phone company number for the MLAC, the
MechanizedLine AssignmentCenter.To the womanwho answered,he
said:

"Hey, this is PaulAnthony. I'm a cablesplicer.Listen,a terminalbox out
heregot fried in a fire. Copsthink somecreeptried to burnhis own house
down for the insurance.They got me out herealonetrying to rewire this
entiretwo hundred-pairterminal.I could really usesomehelp right now.
What facilities should be working at 6723 South Main?"



In other parts of the phone company, the person called would know that
reverse lookup information on non pub (non published) numbers is
supposed to be given out only to authorized phone company MLAC is
supposed to be known only to company employees. And while they'd
never give out information to the public, who would want to refuse a little
help to a company man coping with that heavy-duty assignment?.  She
feels sorry for him, she's had bad days on the job herself, and she’ll
bend the rules a little to help out a fellow employee with a problem. She
gives him the cable and pairs and each working number assigned to the
address. 

MITNICK MESSAGE
It's human nature to trust our fellow man, especially when the request
meets the test of being reasonable. Social engineers use this knowledge to
exploit their victims and to achieve their goals.

Analyzing the Con 
As you'll notice repeatedly in these stories, knowledge of a company’s
lingo, and of its corporate structure - its various offices and departments
what each does and what information each has - is part of the essential
bag of tricks of the successful social engineer. 
 

YOUNG MAN ON THE RUN 
A man we'll call Frank Parsons had been on the run for years, still wanted
by the federal government for being part of an underground antiwar group
in the 1960s. In restaurants he sat facing the door and he had a way of
glancing over his shoulder every once in a while that other people found
disconcerting. He moved every few years. 

At one point Frank landed in a city he didn't know, and set about job
hunting. For someone like Frank, with his well-developed computer skills
(and social engineering skills as well, even ,though he never listed those
on a job application), finding a good job usually wasn't a problem. Except
in times when the economy is very tight, people with good technical
computer knowledge usually find their talents in high demand and they
have little problem landing on their feet. Frank quickly located a well –



paying job opportunity at a large, upscale, long-term care facility near
where he was living.
 



 
Justthe ticket, he thought.But whenhe startedploddinghis way through
theapplicationforms,hecameuponanuh-oh:Theemployerrequiredthe
applicantto providea copy of his statecriminal history record,which he
had to obtain himself from the statepolice. The stack of employment
papersincludeda form to requestthis document,andtheform hada little
box for providinga fingerprint.Eventhoughthey wereaskingfor a print
of just the right index finger, if they matchedhis print with one in the
FBI's database,he'd probably soon be working in food service at a
federally funded resort. 

On theotherhand,it occurredto Frankthat maybe,just maybe,he might
still be able to get away with this. Perhapsthe statedidn't sendthose
fingerprint samples to the FBI at all. How could he find out? 

How? He was a social engineer--howdo you think he found out? He
placeda phonecall to the statepatrol: "Hi. We'redoing a study for the
State Departmentof Justice. We're researchingthe requirementsto
implement a new fingerprint identification system. Can I talk to
somebodytherethat'sreally familiar with what you'redoing who could
maybe help us out?" 

And when the local expertcameon the phone,Frank askeda seriesof
questionsabout what systemsthey were using, and the capabilitiesto
searchandstorefingerprint data.Had theyhadanyequipmentproblems?
Were they tied into the National Crime Information Center's(NCIC)
FingerprintSearchor just within thestate?Wastheequipmentprettyeasy
for everybody to learn to use? 

Slyly, he sneaked the key question in among the rest. 

The answerwas music to his ears:No they weren'ttied into the NCIC,
they only checked against the state's Criminal Information Index (CII). 

MITNICK MESSGAE
Savvy information swindlershave no qualmsabout ringing up federal,
state,or local governmentofficials to learn aboutthe proceduresof law
enforcement.With suchinformationin hand,the socialengineermay be
able to circumvent your company's standard security checks. 
 



That was all Frank neededto know. He didn't have any record in that
state,so he submittedhis application,washired for the job, andnobody
evershowedup at his deskoneday with thegreeting,"Thesegentlemen,
are from the FBI and they'd like to have a little talk with you." 

And, according to him, he proved to be a model employee. 

ON THE DOORSTEP 
In spiteof the myth of the paperlessoffice, companiescontinueto print
out reamsof papereveryday. Informationin print at your companymay
be vulnerable, even if you use security precautions and stamp it
confidential. 

Here'sonestory that showsyou how socialengineersmight obtainyour
most secret documents. 

Loop-Around Deception 
Every year the phone company publishesa volume called the Test
Number Directory (or at least they usedto, and becauseI am still on
supervisedrelease,I'm not going to ask if they still do). This document
washighly prizedby phonephreaksbecauseit waspackedwith a list of
all the closely guardedphone numbersused by company craftsmen,
technicians,a othersfor thingslike trunk testingor checkingnumbersthat
always ring busy. 

One of these test numbers, known in the lingo as a loop-around, was
particularly useful. Phone phreaks used it as a way to find other phone
phreaks to chat with, at no cost to them. Phone phreaks also used it a way
to create a call back number to give to, say, a bank. A social engineer
would tell somebody at the bank the phone number to call to reach at his
office. When the bank called back to the test number (loop-around) the
phone phreak would be able to receive the call, yet he had the protection
of having used a phone number that could not be traced back to him. 

A Test Number Directory provided a lot of neat information that could be
used by any information-hungry, testosteroned, phone phreak. So when
the new directories were published each year, they were coveted by a lot
of youngsters whose hobby was exploring the telephone network. 
 



MITNICK MESSAGE
Security training with respectto companypolicy designedto protect
informationassetsneedsto be for everyonein the company,not just any
employeewho has electronic or physical accessto the company'sIT
assets. 

Stevie’s Scam 
Naturally phone companies don't make these books easy to get hold of, so
phone phreaks have to be creative to get one. How can they do this? An
eager youngster with a mind bent on acquiring the directory might enact a
scenario like this. 

Lateoneday,a mild eveningin thesouthernCaliforniaautumn,a guy I'll
call him Steviephonesa small telephonecompanycentraloffice, which is
the building from which phonelines run to all the homesandbusinesses
in the established service area. 

Whentheswitchmanon duty answersthe call, Stevieannouncesthathe's
from the division of the phonecompanythat publishesand distributes
printedmaterials."We haveyour new TestNumberDirectory," he says.
"But for securityreasons,we cantdeliver your copy until we pick up the
old one. And the delivery guy is running late. If you wannaleaveyour
copyjust outsideyour door,hecanswingby, pick upyours,dropthenew
one and be on his way." 

The unsuspectingswitchmanseemsto think that soundsreasonable.He
doesexactlyasasked,puttingout on thedoorstepof thebuilding his copy
of the directory, its cover clearly marked in big red letters with the
"COMPANY CONFIDENTIAL - WHEN NO LONGER NEEDED
THIS DOCUMENT MUST BE SHREDDED." 

Steviedrives by and looks aroundcarefully to spot any copsor phone
companysecuritypeoplewho might be lurking behindtreesor watching
for him from parkedcars. Nobody in sight. He casually picks up the
coveted directory and drives away.

Here'sjust onemoreexampleof how easyit canbe for a socialengineer
to get what he wants by following the simple principle of "just ask for it." 
 



GAS ATTACK
Not only company assets are at risk in a social engineering scenario.
Sometimes it's a company's customers who are the victims.

Working as a customer-serviceclerk brings its shareof frustrations,its
shareof laughs,and its shareof innocentmistakes- someof which can
have unhappy consequences for a company's customers.

Janie Acton's Story
JanieActon had beenmanning a cubicle as a customerservice rep f
HometownElectricPower,in Washington,D.C., for just overthreeyears.
She was considered to be one of the better clerks, smart and conscientious

It was Thanksgivingweek when this one particular call camein. The
caller,said,"This is Eduardoin theBilling Department.I've got a lady on
hold, she'sa secretaryin the executiveoffices that works for one of the
vice presidents,andshe'saskingfor someinformationandI can'tusemy
computerI got an email from this girl in Human Resourcesthat said
'ILOVEYOU.’ and when I openedthe attachment,I couldn't use my
machineany more. A virus. I got caughtby a stupid virus. Anyways,
could you look up some customer information for me?"
"Sure," Janie answered. "It crashed your computer? That's terrible."
"Yeah."
"How can I help?" Janie asked.

Here the attackercalled on information from his advanceresearchto
make himself soundauthentic.He had learnedthat the information he,
wantedwasstoredin somethingcalledthe CustomerBilling Information
System,andhe hadfound out how employeesreferredto thesystem.He
asked, "Can you bring up an account on CBIS?"

"Yes, what's the account number.? "
"I don't have the number; I need you to bring it up by name."
"Okay, what's the name?"
"It's Heather Marning." He spelled the name, and Janie typed it in.
"Okay, I have it up."
"Great. Is the account current?"
"Uh huh, it's current."
"What's the account number?" he asked.
"Do you have a pencil?"



 



 
"Ready to write." 
"Account number BAZ6573NR27Q." 
He read the number back and then said, "And what's the service

address?" 
She gave him the address. 
"And what's the phone?" 
Janie obligingly read off that information, too. 

The caller thankedher,saidgood-bye,andhungup. Janiewent on to the
next call, never thinking further about it. 

Art Sealy's Research Project 
Art Sealyhadgivenup working asa freelanceeditor for smallpublishing
houseswhen he found he could make more money doing researchfor
writers andbusinesses.He soonfigured out that the fee he could charge
went up in proportion to how close the assignmenttook him to the
sometimeshazy line betweenthe legal and the illegal. Without ever
realizing it, certainlywithout evergiving it a name,Art becamea social
engineer,using techniquesfamiliar to every information broker. He
turnedout to havea nativetalentfor thebusiness,figuring out for himself
techniquesthat most social engineershad to learn from others.After a
while, he crossed the line without the least twinge of guilt. 

A man contactedme who was writing a book about the Cabinetin the
Nixon years,and was looking for a researcherwho could get the inside
scoopon William E. Simon, who had beenNixon's Treasurysecretary.
Mr. Simon had died, but the authorhad the nameof a womanwho had
beenon his staff. He was pretty sureshestill lived in D.C., but hadn't
beenableto getanaddress.Shedidn't havea telephonein hername,or at
leastnonethatwaslisted.Sothat'swhenhecalledme.I told him, sure,no
problem. 

This is thekind of job you canusuallybring off in a phonecall or two, if
you know what you'redoing. Every local utility companycan generally
becountedon to give the informationaway.Of course,you haveto BS a
little. But what's a little white lie now and then - right? 

I like to usea differentapproacheachtime, just to keepthingsinteresting.
"This is so-and-soin the executiveoffices" hasalwaysworked well for



me. So has "I've got somebody on the line from Vice President
Somebody's office," which worked this time, too. 



MITNICK MESSAGE
Never think all social engineering attacks need to be
elaborate ruses so complex that they're likely to be
recognizedbeforethey canbe completed.Somearein- and-
out, strike-and-disappear,very simple attacks that are no
more than.., well, just asking for it. 

You haveto sort of developthe socialengineer'sinstinct, get a senseof
how cooperativethepersonon theotherendis going to bewith you.This
time I lucked out with a friendly, helpful lady. In a single phone call, I had
the address and phone number. Mission accomplished. 

Analyzing the Con 
Certainly Janie knew that customer information is sensitive. She would 
never discuss one customer's account with another customer, or give out 
private information to the public. 

But naturally, for a caller from within the company, different rules apply. 
For a fellow employee it's all about being a team player and helping each 
other get the job done. The man from Billing could have looked up the 
details himself if his computer hadn't been down with a virus, and she was

glad to be able to help a co-worker. 

Art built up gradually to the key information he was really after, asking 
questions  along the way about things he didn't really need, such as the 
account number. Yet at the same time, the account number information 
provided a fallback: If the clerk had become suspicious, he'd call a
second 
time and stand a better chance of success, because knowing the account 
number would make him sound all the more authentic to the next clerk 
he reached. 

It never occurred to Janie that somebody might actually lie about some
thing  like this, that the caller might not really be from the billing
department 
at all. Of course, the blame doesn't lie at Janie's feet. She wasn't well 
versed in the rule about making sure you know who you're talking to 
before discussing information in a customer's file. Nobody had ever told 
her about the danger of a phone call like the one from Art. It wasn't in the



company policy, it wasn't part of her training, and her supervisor had 
never mentioned it. 
 



PREVENTING THE CON
A point to includein your securitytraining:Justbecausea calleror visitor
knowsthe namesof somepeoplein the company,or knowssomeof the
corporatelingo or procedures,doesn'tmeanhe is who he claims to be.
And it definitely doesn'testablishhim asanybodyauthorizedto begiven
internal information, or access to your computer system or network.

Security training needs to emphasize: When in doubt, verify, verify,
verify.

In earlier times, access to information within a company was a mark of
rank andprivilege.Workersstokedthe furnaces,ran the machines,typed
the letters,and filed the reports.The foremanor bosstold themwhat to
do, when, and how. It was the foremanor bosswho knew how many
widgetseachworker shouldbe producingon a shift, how many and in
whatcolorsandsizesthefactoryneededto turn out this week,nextweek,
and by the end of the month.

Workershandledmachinesand tools and materials,and bosseshandled
information. Workers neededonly the information specific to their
specific jobs.

The picture is a little different today, isn't it? Many factory workers use
someform of computeror computer-drivenmachine.For a largepart of
the workforce,critical informationis pusheddown to the users'desktops
so that they can fulfill their responsibility to get their work done. In
today's environment, almost everything employeesdo involves the
handling of information.

That's why a company's security policy needs to be distributed enterprise-
wide, regardlessof position.Everybodymustunderstandthat it's not just
thebossesandexecutiveswho havetheinformationthatanattackermight
be after. Today, workers at every level, even those who don't use a
computer,are liable to be targeted.The newly hired rep in the customer
servicegroupmay be just the weak link that a socialengineerbreaksto
achieve his objective.
Security training and corporate security policies need to strengthen that
link.



Chapter 4
Building Trust 
Someof thesestoriesmight lead you to think that I believeeveryonein
businessis a completeidiot, ready,eveneager,to give awayeverysecret
in his or her possession.The social engineerknows isn't true. Why are
socialengineeringattackssosuccessful?It isn't becausepeoplearestupid
or lack commonsense.But we, as humanbeingsare all vulnerableto
beingdeceivedbecausepeoplecanmisplacetheir trust if manipulatedin
certain ways. 

The socialengineeranticipatessuspicionandresistance,and he'salways
preparedto turn distrustinto trust.A goodsocialengineerplanshis attack
like a chess game, anticipating the questions his target might ask so he can
be ready with the proper answers. 

Oneof his commontechniquesinvolvesbuilding a senseof trust on the
part of his victims. How doesa con manmakeyou trust him? Trust me,
he can.

TRUST: THE KEY TO DECEPTION 
The more a social engineer can make his contact seem like business as
usual, the more he allays suspicion. When people don't have a reason to
be suspicious, it's easy for a social engineer to gain their trust. 

Once he's got your trust, the drawbridge is lowered and the castle door
thrown open so he can enter and take whatever information he wants. 



NOTE
You maynoticeI referto socialengineers,phonephreaks,andcon-
gameoperatorsas 'he" throughmost of thesestories.This is not
chauvinism;it simply reflects the truth that most practitionersin
thesefields aremale.But thoughtherearen’t manywomensocial
engineers,the numberis growing.Thereareenoughfemalesocial
engineersout there that you shouldn’t let your guard down just
becauseyou heara women’svoice.In fact, femalesocialengineers
havea distinct advantagebecausethey can use their sexuality to
obtain cooperation.You’ll find a small number of the so-called
gentler sex represented in these pages

The First Call: Andrea Lopez
Andrea Lopez answeredthe phoneat the video rental store where she
worked, and in a momentwas smiling: It's always a pleasurewhen a
customertakesthe troubleto sayhe'shappyabouttheservice.This caller
said he had had a very good experiencedealingwith the store,and he
wanted to send the manager a letter about it. 

He askedfor the manager'snameand the mailing address,and shetold
him it wasTommyAllison, andgavehim theaddress.As hewasaboutto
hangup, he had anotheridea and said, "I might want to write to your
companyheadquarters,too. What'syour store number?"She gave him
that information,aswell. He saidthanks,addedsomethingpleasantabout
how helpful she had been, and said goodbye. 

"A call like that," she thought, "always seems to make the shift go by
faster. How nice it would be if people did that more often." 

The Second Call: Ginny
"Thanks for calling Studio Video. This is Ginny, how can I help you?" 
"Hi, Ginny," the caller said enthusiastically, sounding as if he talked to
Ginny every week or so. "It's Tommy Allison, manager at Forest Park,
Store 863. We have a customer in here who wants to rent Rocky 5 and
we're all out of copies. Can you check on what you've got?" 
She camebackon the line aftera few momentsandsaid,"Yeah,we've
got three copies." 
"Okay, I'll see if he wants to drive over there. Listen, thanks. If you ever
need any help from our store, just call and ask for Tommy. I'll be glad to
do whatever I can for you." 
 



Threeor four timesover the next coupleof weeks,Ginny got calls from
Tommy for help with one thing or another. They were seemingly
legitimate requests,and he was always very friendly without sounding
like hewastrying to comeon to her.He wasa little chattyalongtheway,
aswell - "Did you hearaboutthe big fire in Oak Park?Bunchof streets
closedover there," and the like. The calls were a little break from the
routine of the day, and Ginny was always glad to hear from him. 

One day Tommy called sounding stressed. He asked, "Have 
you guys been having trouble with your computers?" 

"No," Ginny answered. "Why?" 
"Some guy crashed his car into a telephone pole, and the phone company
repairman says a whole part of the city will lose their phones and Internet
connection till they get this fixed." 
"Oh, no. Was the man hurt?" 
"They took him away in an ambulance. Anyway, I could use a little help.
I've got a customer of yours here who wants to rent Godfather II and
doesn't have his card with him. Could you verify his information for me?"
"Yeah, sure." 

Tommy gave the customer's name and address, and Ginny 
found him in the computer. She gave Tommy the 
account number. 
"Any late returns or balance owed?" Tommy asked.
"Nothing showing." 
"Okay, great. I'll sign him up by hand for an account here and put it in our
database later on when the computers come back up again. And he wants
to put this charge on the Visa card he uses at your store, and he doesn't
have it with him. What's the card number and expiration date?" 

Shegaveit to him, along with the expirationdate.Tommy said, "Hey,
thanks for the help. Talk to you soon," and hung up. 

Doyle Lonnegan's Story 
Lonneganis not a youngmanyou would want to find waiting whenyou
openyour front door.A one-timecollectionmanfor badgamblingdebts,
he still doesan occasionalfavor, if it doesn'tput him out very much. In
this case,he was offered a sizablebundle of cashfor little more than
making 
 



somephonecalls to a video store.Soundseasyenough.It's just thatnone
of his "customers"knewhow to run this con; theyneededsomebodywith
Lonnegan's talent and know-how. 

People don't write checks to cover their bets when they're unlucky or
stupid 
at the poker table. Everybody knows that. Why did these friends of 
mine keep on playing with a cheat that didn't have green out on the table?

Don't ask. Maybe they're a little light in the IQ department. But they're 
friends of mine--what can you do? 
This guy didn't have the money, so they took a check. I ask you! Should 
of drove him to an ATM machine, is what they should of done. But no, 
a check. For $3,230. 
Naturally, it bounced. What would you expect? So then they call me; 
can I help? I don't close doors on people's knuckles any more. Besides, 
there are better ways nowadays. I told them, 30 percent commission, I'd 
see what I could do. So they give me his name and address, and I go up 
on the computer to see what's the closest video store to him. 
 I wasn't in a big hurry. Four phone calls to cozy up to the store manager, 
and then, bingo, I've got the cheat's Visa card number. 
 Another friend of mine owns a topless bar. For fifty bucks, he put the 
guy's poker money through as a Visa charge from the bar. Let the cheat 
 explain that to his wife. You think he might try to tell Visa it's not his 
charge? Think again. He knows we know who he is. And if we could get 
his Visa number, he'll figure we could get a lot more besides. No worries 
on that score. 

Analyzing the Con 
Tommy'sinitial calls to Ginny weresimply to build up trust.Whentime
camefor the actualattack,shelet her guarddown andacceptedTommy
for who he claimed to be, the manager at another store in the chain. 

And why wouldn't sheaccepthim--shealreadyknew him. She'donly
methim overthetelephone,of course,but theyhadestablisheda business
friendship that is the basisfor trust. Onceshe had acceptedhim as an
authority figure, a managerin the samecompany,the trust had been
established and the rest was a walk in the park. 
 



MITNICK MESSAGE
The sting techniqueof building trust is one of the most effectivesocial
engineering tactics. You have to think whether you really know the person
you'retalking to. In somerareinstances,the personmight not be who he
claims to be. Accordingly, we all have to learn to observe,think, and
question authority. 

VARIATION ON A THEME: CARD CAPTURE  
Building a sense of trust doesn't necessarily demand a series of phone
calls with the victim, as suggested by the previous story. I recall one
incident I witnessed where five minutes was all it took. 

Surprise, Dad 
I oncesatat a tablein a restaurantwith Henryandhis father.In thecourse
of conversation,Henry scoldedhis father for giving out his credit card
numberasif it werehis phonenumber."Sure,you haveto give your card
numberwhenyou buy something,"he said."But giving it to a storethat
files your number in their records - that's real dumb." 

The only place I do that is at Studio Video," Mr. Conklin said, naming
 the same chain of video stores. "But I go over my Visa bill every month.
If they started running up charges, I'd know it. 
Sure," said Henry, "but once they have your number, it's so easy for 
somebody to steal it " 

You mean a crooked employee." 
No, anybody - not just an employee." 
You're talking through your hat," Mr. Conklin said. 
I can call up right now and get them to tell me your Visa number," Henry
shot back. 
No, you can't, "his father said. 
"I can do it in five minutes, right here in front of you without ever leaving
 the table." 
Mr. Conklin looked tight around the eyes, the look of somebody feeling
sure of himself, but not wanting to show it. "I say you don't know  that
you're talking about," he barked, taking out his wallet and slapping  fifty
dollar bill down on the table. "If you can do what you say, that's 
yours. 

 



"I don't want your money, Dad," Henry said. 
He pulled out his cell phone, asked his father which branch he used, and
called Directory Assistance for the phone number, as well as the number
of the store in nearby Sherman Oaks. 

He then called the Sherman Oaks store. Using pretty much the same
approach described in the previous story, he quickly got the manager's
name and the store number. 

Then he called the store where his father had an account. He pulled the 
old impersonate-the-manager trick, using the manager's name as his own 
and giving the store number he had just obtained. Then he used the same 
ruse: "Are your computers working okay? Ours have been up and down."

He listened to her reply and then said, "Well, look, I've got one of your 
customers here who wants to rent a video, but our computers are down 
right now. I need you to look up the customer account and make sure he's

a customer at your branch." 
Henry gave him his father's name. Then, using only a slight variation in 
technique, he made the request to read off the account information: 
address, phone number, and date the account was opened. And then he 
said, "Hey, listen, I'm holding up a long line of customers here. What's
the 
 credit card number and expiration date?" 
Henry  held the cell phone to his ear with one hand while he wrote on a 
paper napkin with the other. As he finished the call, he slid the napkin in 
front of his father, who stared at it with his mouth hanging open. The 
to poor guy looked totally shocked, as if his whole system of trust had
just 
gone down the drain. 

Analyzing the Con 
Think of your own attitudewhensomebodyyou don'tknow asksyou for
something.If a shabbystrangercomesto your door, you'renot likely to
let him in; if a strangercomesto your door nicely dressed,shoesshined,
hair perfect,with polite manneranda smile,you'relikely to bemuchless
suspicious.Maybehe'sreally Jasonfrom the Friday the13th movies,but
you'rewilling to startout trustingthat personaslong ashe looks normal
and doesn't have a carving knife in his hand. 



What's lessobvious is that we judge peopleon the telephonethe same
way. Doesthis personsoundlike he'strying to sell me something?Is he
friendly and outgoingor do I sensesomekind of hostility or pressure?
Doeshe or shehavethe speechof an educatedperson?We judge these
thingsandperhapsa dozenothersunconsciously,in a flash, often in the
first few moments of the conversation. 
 



MITNICK MESSAGE
It's humannatureto think that it's unlikely you'rebeingdeceivedin any
particular transaction,at least until you have some reasonto believe
otherwise.We weightherisksandthen,mostof thetime, give peoplethe
benefit of the doubt.That'sthe naturalbehaviorof civilized people..,at
least civilized peoplewho have never beenconnedor manipulatedor
cheated out of a large amount of money.
As childrenour parentstaughtusnot to truststrangers.Maybewe should
all heed this age-old principle in today's workplace.

At work, peoplemakerequestsof us all the time. Do you havean email
addressfor this guy? Where'sthe latest version of the customerlist?
Who's the subcontractoron this part of the project?Pleasesendme the
latest project update. I need the new version of the source code.

And guesswhat: Sometimespeoplewho makethoserequestsarepeople
your don't personallyknow, folks who work for someother part of the
company,or claim they do. But if the information they give checksout,
andtheyappearto bein theknow ("Mariannesaid. . ."; "It's on theK-16
server...";"... revision26 of thenewproductplans"),we extendour circle
of trust to include them, and blithely give them what they're asking for.

Sure,we may stumblea little, askingourselves"Why doessomebodyin
the Dallas plant needto seethe new productplans?"or "Could it hurt
anythingto give out the nameof the serverit's on?" So we askanother
questionor two. If theanswersappearreasonableandtheperson'smanner
is reassuring,we let down our guard,return to our naturalinclination to
trust our fellow man or woman,and do (within reason)whateverit is
we're being asked to do.

And don't think for a momentthat the attackerwill only targetpeople'ho
usecompanycomputersystems.What aboutthe guy in the mail room?
"Will you do me a quick favor? Drop this into the intra companymail
pouch?"Doesthe mail room clerk know it containsa floppy disk with a
speciallittle programfor the CEO'ssecretary?Now that attackergetshis
own personalcopyof theCEO'semail.Wow! Couldthat really happenat
your company? The answer is, absolutely.

THE ONE-CENT CELL PHONE



Many peoplelook arounduntil the); find a betterdeal; social engineers
don't look for a betterdeal, they find a way to makea deal better.For
example,sometimesa companylaunchesa marketingcampaignthat'sso
you can hardly bearto passit up, while the socialengineerlooks at the
offer and wonders how he can sweeten the deal.



Not long ago, a nationwidewirelesscompanyhad a major promotion
underwayoffering a brand-newphonefor onecent whenyou signedup
for one of their calling plans. 

As lots of people have discoveredtoo late, there are a good many
questionsa prudentshoppershouldaskbeforesigningup for a cell phone
calling plan whetherthe serviceis analog,digital, or a combination;the
numberof anytimeminutesyou can use in a month; whetherroaming
chargesareincluded..,andon,andon.Especiallyimportantto understand
up front is the contractterm of commitment--howmanymonthsor years
will you have to commit to? 

Picture a social engineerin Philadelphiawho is attractedby a cheap
phonemodel offered by a cellular phonecompanyon sign-up, but he
hatesthe calling planthat goeswith it. Not a problem.Here'soneway he
might handle the situation. 

The First Call: Ted
First, the social engineer dials an electronics chain store on West Girard. 

"Electron City. This is Ted." 
"Hi, Ted. This is Adam. Listen, I was in a few nights ago talking to a
sales guy about a cell phone. I said I'd call him back when I decided on
the plan I wanted, and I forgot his name. Who's the guy who works in that
department on the night shift? 
"There's more than one. Was it William?" 
"I'm not sure. Maybe it was William. What's he look like?" "Tall guy.
Kind of skinny." 
"I think that's him. What's his last name, again? 
"Hadley. H--A--D--L--E-- Y." 
"Yeah, that sounds right. When's he going to be on?" 
"Don't know his schedule this week, but the evening people come in about

five." 
"Good. I'll try him this evening, then. Thanks, Ted." 

The Second Call: Katie
The next call is to a store of the same chain on North Broad Street. 

"Hi, Electron City. Katie speaking, how can I help you?" 
 



"Katie, hi. This is William Hadley, over at the West Girard store. How're
you today?" 
"Little slow, what's up?" 
"I've got a customer who came in for that one-cent cell phone program.

You know the one I mean?" 
"Right. I sold a couple of those last week." 
"You still have some of the phones that go with that plan?" 
"Got a stack of them." 
"Great. 'CauseI just sold one to a customer.The guy passedcredit; we
signedhim up on the contract.I checkedthe damnedinventory and we
don't haveany phonesleft. I'm so embarrassed.Canyou do me a favor?
I'll sendhim over to your storeto pick up a phone.Canyou sell him the
phonefor onecentandwrite him up a receipt?And he'ssupposedto call
me back once he's got the phone so I can talk him through how to
program it." 
"Yeah, sure. Send him over." 
"Okay. His name is Ted. Ted Yancy." 

When the guy who calls himself Ted Yancy shows up at the 
North Broad St. store, Katie writes up an invoice and sells him 
the cell phone for one cent, just as she had been asked to do 
by her "co worker." She fell for the con hook, line, and sinker. 

When it's time to pay, the customerdoesn'thave any penniesin his
pocket,sohereachesinto thelittle dishof penniesat thecashier'scounter,
takesone out, and gives it to the girl at the register.He getsthe phone
without paying even the one cent for it. 

He'sthenfreeto go to anotherwirelesscompanythatusesthesamemodel
of phone,and chooseany service plan he likes. Preferablyone on a
month-to-month basis, with no commitment required. 

Analyzing the Con 
Its natural for peopleto havea higher degreeof acceptancefor anyone
whoclaimsto bea fellow employee,andwho knowscompanyprocedures
,d lingo. The social engineerin this story took advantageof that by
finding out the details of a promotion, identifying himself as a company 
employee, and asking for a favor from another branch. This happens 
between branches of retail stores and between departments in a company,
people are physically separated and deal with fellow employees they have
never actually met day in and day out. 



 



HACKING INTO THE FEDS
Peopleoftendon'tstopto think aboutwhatmaterialstheir organizationis
makingavailableon theWeb.For my weeklyshowon KFI Talk Radioin
Los Angeles,the producerdid a searchon line and found a copy of an
instruction manual for accessing-thedatabaseof the National Crime
InformationCenter.LaterhefoundtheactualNCIC manualitself on line,
a sensitive document that gives all the instructions for retrieving
information from the FBI's national crime database.

The manualis a handbookfor law enforcementagenciesthat gives the
formatting andcodesfor retrieving information on criminalsand crimes
from the nationaldatabase.Agenciesall over the countrycansearchthe
same databasefor information to help solve crimes in their own
jurisdiction. The manual contains the codesused in the databasefor
designatingeverythingfrom different kinds of tattoos,to different boat
hulls, to denominations of stolen money and bonds.

Anybody with accessto the manual can look up the syntax and the
commandsto extract information from the national database.Then,
following instructions from the proceduresguide, with a little nerve,
anyonecanextractinformationfrom the database.Themanualalsogives
phonenumbersto call for support in using the system.You may have
similar manualsin your companyoffering product codesor codesfor
retrieving sensitive information.

TheFBI almostcertainlyhasneverdiscoveredthat their sensitivemanual
and proceduralinstructionsare availableto anyoneon line, and I don't
think they'dbevery happyaboutit if theyknew.Onecopywaspostedby
a governmentdepartmentin Oregon, the other by a law enforcement
agencyin Texas.Why? In eachcase,somebodyprobably thought the
informationwasof no valueandpostingit couldn'tdo any harm.Maybe
somebodypostedit on their intranet just as a convenienceto their own
employees,never realizing that it made the information available to
everyoneon the Internetwho hasaccessto a goodsearchenginesuchas
Google- including the just-plain-curious,the wannabecop, the hacker,
and the organized crime boss.

Tapping into the System
The principle of using such information to dupe someone in the
governmentor a businesssettingis the same:Becausea socialengineer
knows how to accessspecific databasesor applications,or knows the



namesof a company'scomputerservers,or the like, he gainscredibility.
Credibility leads to trust.
 



Once a social engineer has such codes, getting the information he needs 
is aneasyprocess.In this example,hemight beginby calling a clerk in a
local statepolice Teletypeoffice, andaskinga questionaboutoneof the
codes in the manual - for example, the offense code. He might say
somethinglike, "When I do an OFF inquiry in the NCIC, I'm getting a
"Systemis down' error. Are you getting the samething whenyou do an
OFF?Would you try it for me?"Or maybehe'dsayhewastrying to look
up a wpf - police talk for a wanted person's file. 
The Teletype clerk on the other end of the phone would pick up the cue 
that the caller was familiar with the operating proceduresand the
commandsto query the NCIC database.Who else other than someone
trained in using NCIC would know these procedures? 

After the clerk has confirmed that her system is working okay, the
conversation

 might go something like this:
"I could use a little help." "What're you looking for?" 
"I need you to do an OFF command on Reardon, Martin. DOB
10118/66." 
"What's the sosh?" (Law enforcement people sometimes refer to the 
social security number as the sosh.) 
"700-14-7435." 
After looking for the listing, she might come back with something like, 
"He's got a 2602." 
The attacker would only have to look at the NCIC on line to find the
meaning of the number: The man has a case of swindling on his record. 

Analyzing the Con 
An accomplishedsocial engineerwouldn't stop for a minute to ponder
waysof breakinginto theNCIC database.Why shouldhe,whena simple
call to his local policedepartment,andsomesmoothtalking sohesounds
convincingly like an insider, is all it takes to get the information he wants?
And the next time, he just calls a different police agencyand usesthe
same pretext. 
  
 LINGO 
 SOSH: Law enforcement slang for a social security number 
 



You might wonder, isn't it risky to call a police department,a sheriff's
station, or a highway patrol office? Doesn't the attacker run a huge risk? 

Theansweris no . . . andfor aspecificreason.Peoplein law enforcement,
like peoplein themilitary, haveingrainedin themfrom thefirst dayin the
academya respectfor rank.As long asthe socialengineeris posingasa
sergeantor lieutenant--ahigherrank thanthe personhe'stalking to - the
victim will be governedby that well-learnedlessonthat saysyou don't
questionpeoplewho are in a position of authority over you. Rank, in
other words, has its privileges, in particular the privilege of not being
challenged by people of lower rank. 

But don't think law enforcementand the military are the only places
wherethis respectfor rankcanbeexploitedby thesocialengineer.Social
engineersoften use authority or rank in the corporatehierarchy as a
weaponin their attackson businesses- asa numberof thestoriesin these
pages demonstrate. 

PREVENTING THE CON 
What aresomestepsyour organizationcantake to reducethe likelihood
that social engineerswill take advantageof your employees'natural
instinct to trust people? Here are some suggestions. 

Protect Your Customers 
In this electronicage many companiesthat sell to the consumerkeep
credit cardson file. Thereare reasonsfor this: It savesthe customerthe
nuisanceof having to provide the credit card information eachtime he
visits thestoreor theWebsite to makea purchase.However,thepractice
should be discouraged. 

If you must keepcredit card numberson file, that processneedsto be
accompaniedby securityprovisionsthat go beyondencryptionor using
access control. Employees need to be trained to recognize social
engineeringscamslike the onesin this chapter.That fellow employee
you'venevermet in personbut who hasbecomea telephonefriend may
not bewho heor sheclaimsto be.Hemaynot havethe"needto know" to
accesssensitivecustomerinformation,becausehemay not actuallywork
for the company at all.

MITNICK MESSAGE



Everyone should be aware of the social engineer'smodus operandi:
Gatheras much information about the target as possible,and use that
information to gain trust as an insider. Then go for the jugular! 
 



 

Trust Wisely 
It's not just the peoplewho haveaccessto clearly sensitiveinformation-
the softwareengineers,the folks in R&D, andso on - who needto beon
the defensiveagainstintrusions.Almost everyonein your organization
needs training to protect the enterprise from industrial spies and
information thieves. 

Laying the groundworkfor this shouldbeginwith a surveyof enterprise-
wide information assets,looking separatelyat eachsensitive,critical, or
valuable asset, and asking what methods an attacker might use to
compromisethoseassetsthrough the use of social engineeringtactics.
Appropriate training for people who have trusted access to such
information should be designed around the answers to these questions. 

When anyoneyou don't know personallyrequestssomeinformation or
material,or asksyou to perform any task on your computer,haveyour
employeesask themselvessome.questions.If I gavethis information to
my worst enemy,could it be usedto injure me or my company?Do I
completelyunderstandthe potentialeffect of the commandsI am being
asked to enter into my computer? 

We don'twantto go throughlife beingsuspiciousof everynewpersonwe
encounter.Yet the more trusting we are, the more likely that the next
socialengineerto arrive in town will beableto deceiveus into giving up
our company's proprietary information. 

What Belongs on Your Intranet? 
Parts of your intranet may be open to the outside world, other parts
restrictedto employees.How careful is your companyin making sure
sensitiveinformation isn't postedwhere it's accessibleto audiencesyou
meant to protect it from? When is the last time anyone in your
organization checked to see if any sensitive information on your
company'sintranet had inadvertentlybeenmadeavailable through the
public-access areas of your Web site? 

If your company has implementedproxy serversas intermediariesto
protectthe enterprisefrom electronicsecuritythreats,havethoseservers
been checked recently to be sure they're configured properly? 



In fact, has anyone ever checked the security of your intranet? 

 



 Chapter 5  

"Let Me Help You" 
We'reall gratefulwhenwe'replaguedby a problemandsomebodywith
the knowledge,skill, and willingnesscomesalong offering to lend us a
hand. The social engineerunderstandsthat, and knows how to take
advantage of it. 

He alsoknowshow to causea problemfor you.., thenmakeyou grateful
when he resolvesthe problem..,and finally play on your gratitude to
extractsomeinformation or a small favor from you that will leaveyour
company (or maybe you, individually) very much worse off for the
encounter.And you mayneverevenknowyou'velost somethingof value.
Here are some typical ways that social engineers step forward to "help." 

THE NETWORK OUTAGE 
Day/Time: Monday, February 12, 3:25 p.m.  
Place: Offices of Starboard Shipbuilding 

The First Call: Tom Delay
"Tom DeLay, Bookkeeping." 
"Hey, Tom, this is Eddie Martin from the Help Desk. We're trying to
troubleshoot a computer networking problem. Do you know if anyone in
your group has been having trouble staying on line?" 
"Uh, not that I know of." 
"And you're not having any problems yourself." 
"No, seems fine." 

 



"Okay, that'sgood. Listen, we're calling peoplewho might be affected
'causeitLs importantyou let usknow right awayif you loseyour network
connection."
"That doesn't sound good. You think it might happen?"
"We hope not, but you'll call if it does, right?"
"You better believe it."
"Listen, sounds like having your network connection go down would be a
problem for you..."
"You bet it would."
"... so while we're working on this, let me give you my cell phone
number. Then you can reach me directly if you need to."
"That'd be great. Go ahead."
"It's 555 867 5309."
"555 867 5309. Got it. Hey, thanks. What was your name again?"
"It's Eddie. Listen, one other thing--I need to check which port your
computer is connected to. Take a look on your computer and see if there's
a sticker somewhere that says something like 'Port Number'."
"Hang on No, don't see anything like that."
"Okay, then in the back of the computer, can you recognize the network
cable."
"Yeah."
"Trace it back to where it's plugged in. See if there's a label on the jack it's
plugged into."
"Hold on a second. Yeah, wait a minute - I have to squat down here so I
can get close enough to read it. Okay - it says Port 6 dash 47."
"Good - that's what we had you down as, just making sure."

The Second Call: The IT Guy
Two days later, a call came through to the samecompany'sNetwork
Operations Center.

"Hi, this is Bob; I'm in Tom DeLay'soffice in Bookkeeping.We'retrying
to troubleshoot a cabling problem. I need you to disable Port 6-47."

The IT guy said it would be done in just a few minutes, and to let them
know when he was ready to have it enabled.
 



The Third Call: Getting Help from the Enemy 
 About an hour later, the guy who called himself Eddie Martin was
shopping at Circuit City when his cell phone rang. He checked the caller
ID, saw the call was from the shipbuilding company, and hurried to a
quiet spot before answering. 

"Help Desk, Eddie." 
"Oh, hey, Eddie. You've got an echo, where are you?" 
"I'm, uh, in a cabling closet. Who's this? 
"It's Tom DeLay. Boy, am I glad I got ahold of you. Maybe you
remember you called me the other day? My network connection just went
down like you said it might, and I'm a little panicky here." 
"Yeah, we've got a bunch of people down right now. We should have it
taken care of by the end of the day. That okay?" 
"NO! Damn, I'll get way behind if I'm down that long. What's the best you
can do for me?" 
"How pressed are you?" 
"I could do some other things for right now. Any chance you could take
care of it in half an hour?" 
"HALF AN HOUR! You don't want much. Well, look, I'll drop what I'm
doing and see if I can tackle it for you." 
"Hey, I really appreciate that, Eddie." 

The Fourth Call: Gotcha! 
Forty-five minutes later...

"Tom? It's Eddie. Go ahead and try your network connection." 

After a couple of moments: 

"Oh, good, it's working. That's just great." 
"Good, glad I could take care of it for you." 
"Yeah, thanks a lot." 
"Listen, if you want to makesureyour connectiondoesn'tgo downagain,
there'ssome software you oughta be running. Just take a couple of
minutes." 
"Now's not the best time." 
"I understand...It could saveus both big headachesthe next time this

network problem happens." 
 



"Well . . . if it's only a few minutes." 
"Here's what you do..." 

Eddie then took Tom through the steps of downloading a small
applicationfrom a Web site. After the programhad downloaded,Eddie
told Tom to double-click on it. He tried, but reported: 

"It's not working. It's not doing anything." 
"Oh, what a pain.Somethingmustbe wrong with the program.Let's just
get rid of it, we cantry againanothertime." And he talkedTom through
the steps of deleting the program so it couldn't be recovered. 

Total elapsed time, twelve minutes. 

The Attacker's Story 
Bobby Wallace always thought it was laughablewhen he picked up a
good assignmentlike this one and his client pussyfootedaround the
unaskedbut obviousquestionof why theywantedtheinformation.In this
casehe could only think of two reasons.Maybe they representedsome
outfit that was interested in buying the target company, Starboard
Shipbuilding,andwantedto know whatkind of financialshapetheywere
really in - especiallyall the stuff the targetmight want to keephidden
from a potentialbuyer.Or maybethey representedinvestorswho thought
therewas somethingfishy aboutthe way the moneywas being handled
and wanted to find out whethersomeof the executiveshad a caseof
hands-in-the cookie-jar.    

And maybehis client alsodidn't want to tell him thereal reasonbecause,
if Bobby knew how valuablethe information was, he'd probably want
more money for doing the job. 

Therearea lot of waysto crackinto a company'smostsecretfiles. Bobby
spenta few days mulling over the choicesand doing a little checking
aroundbeforehe decidedon a plan.He settledon one that called for an
approachheespeciallyliked, wherethe targetis setup sothatheasksthe
attacker for help. 

For starters,Bobbypickedup a $39.95cell phoneat a conveniencestore.
He placeda call to themanhehadchosenashis target,passedhimselfoff
asbeingfrom thecompanyhelpdesk,andsetthingsup sothemanwould



call Bobby'scell phoneany time he found a problemwith his network
connection. 



He left a pauseof two daysso asnot to be too obvious,andthenmadea
call to the networkoperationscenter(NOC) at the company.He claimed
hewastrouble-shootinga problemfor Tom, the target,andaskedto have
Tom's network connectiondisabled.Bobby knew this was the trickiest
part of the whole escapade- in many companies,the help deskpeople
work closelywith theNOC; in fact,heknewthehelpdeskis oftenpartof
the IT organization.But the indifferent NOC guy he spokewith treated
the call as routine,didn't ask for the nameof the help deskpersonwho
was supposedlyworking on the networking problem, and agreed to
disable the target'snetwork port. When done, Tom would be totally
isolatedfrom the company'sintranet, unable to retrieve files from the
server,exchangefiles with his co-workers,downloadhis email, or even
senda pageof datato the printer. In today'sworld, that'slike living in a
cave. 

As Bobby expected,it wasn'tlong beforehis cell phonerang.Of course
he madehimself sound eager to help this poor "fellow employee"in
distress.Thenhe called the NOC andhadthe man'snetworkconnection
turned back on. Finally, he called the man and manipulatedhim once
again, this time making him feel guilty for saying no after Bobby had
donehim a favor. Tom agreedto the requestthat he downloada pieceof
software to his computer. 

Of course,whatheagreedto wasn'texactlywhat it seemed.Thesoftware
that Tom wastold would keephis networkconnectionfrom going down,
was really a Trojan Horse, a software application that did for Tom's
computerwhat the original deceptiondid for the Trojans:It broughtthe
enemyinside the camp. Tom reportedthat nothing happenedwhen he
double-clickedon the software icon; the fact was that, by design,he
couldn'tseeanythinghappening,eventhoughthe small applicationwas
installinga secretprogramthatwould allow theinfiltrator covertaccessto
Tom's computer. 

With the softwarerunning, Bobby was provided with completecontrol
overTom'scomputer,anarrangementknownasa remotecommandshell.
WhenBobby accessedTom'scomputer,hecould look for theaccounting
files that might be of interestand copy them. Then,at his leisure,he'd
examinethem for the information that would give his clients what they
were looking for.



LINGO
TROJAN HORSE: A program containing malicious or harmful code,
designedto damagethe victim's computeror files, or obtain information
from thevictim'scomputeror network.SomeTrojansaredesignedto hide
within the computer'soperatingsystemand spy on every keystrokeor
action,or acceptinstructionover a networkconnectionto performsome
function, all without the victim being aware of its presence.
 



 
And that wasn'tall. He could go backat any time to searchthroughthe
email messagesandprivatememosof the company'sexecutives,running
a text search for words that might reveal any interesting tidbits of
information. 

Lateon thenight thatheconnedhis targetinto installingtheTrojanHorse
software,Bobby threw thecell phoneinto a Dumpster.Of coursehe was
carefulto clearthememoryfirst andpull thebatteryout beforehe tossed
it - the last thing he wantedwas for somebodyto call the cell phone's
number by mistake and have the phone start ringing! 

Analyzing the Con 
The attacker spins a web to convince the target he has a problem that, in
fact, doesn't really exist - or, as in this case, a problem that hasn't
happened yet, but that the attacker knows will happen because he's going
to cause it. He then presents himself as the person who can provide the
solution. 

The setup in this kind of attack is particularly juicy for the attacker: 
Because of the seed planted in advance, when the target discovers he has 
a problem, he himself makes the phone call to plead for help. The attacker

just sits and waits for the phone to ring, a tactic fondly known in the trade 
as reverse social engineering. An attacker who can make the target call
him 
gains instant credibility: If I place a call to someone I think is on the help
desk,
I'm not going to start asking him to prove his identity. That's when the
attacker has it made.

LINGO
REMOTE COMMAND SHELL: A non graphical interface that accepts
text based commands to perform certain functions or run programs. An
attacker who exploits technical vulnerabilities or is able to install a Trojan
Horse program on the victims computer may be able to obtain remote
access to a command shell
REVERSE SOCIAL ENGINEERING: A social
engineering attack in which the attacker sets up a
situation where the victim encounters a problem and



contacts the attacker for help. Another form of reverse
social engineering turns the tables on the attacker. The
target recognizes the attack, and uses psychological
principles of influence to draw out as much information
as possible from the attacker so that the business can
safeguard targeted assets.
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If a stranger does you a favor, then asks you for a favor,
don't reciprocate without thinking carefully about what
he's asking for. 

In a con like this one, the social engineertries to pick a targetwho is
likely to havelimited knowledgeof computers.The morehe knows,the
morelikely thathe'll getsuspicious,or just plain figure out thathe'sbeing
manipulated.What I sometimescall the computer-challengedworker,
who is less knowledgeableabout technologyand procedures,is more
likely to comply. He's all the more likely to fall for a ruse like "Just
downloadthis little program,"becausehe has no idea of the potential
damagea software program can inflict. What's more, there'sa much
smaller chancehe'll understandthe value of the information on the
computer network that he's placing at risk. 

A LITTLE HELP FOR THE NEW GAL 
New employeesare a ripe target for attackers.They don't know many
peopleyet, they don't know the proceduresor the dos and don'tsof the
company.And, in the nameof making a good first impression,they're
eager show how cooperative and quick to respond they can be. 

Helpful Andrea  
"Human Resources, Andrea Calhoun." 
"Andrea, hi, this is Alex, with Corporate Security." 
"Yes?" 
"How're you doing today?" 
"Okay. What can I help you with?" 
"Listen, we're developing a security seminar for new employees and we
need to round up some people to try it out on. I want to get the name and
phone number of all the new hires in the past month. Can you help me
with that?" 
"I won't be able to get to it 'til this afternoon. Is that okay? 
"What's your extension?" 
 



"Sure, okay, it's 52 . . . oh, uh, but I'll be in meetings most of today. I'll
call you when I'm back in my office, probably after four." 

When Alex called about 4:30, Andrea had the list ready, and read him the
names and extensions. 

A Message for Rosemary
RosemaryMorganwasdelightedwith hernewjob. Shehadneverworked
for a magazinebeforeandwasfinding thepeoplemuchfriendlier thanshe
expected,asurprisebecauseof thenever-endingpressuremostof thestaff
was always under to get yet another issue finished by the monthly
deadline.The call shereceivedone Thursdaymorning reconfirmedthat
impression of friendliness. 
"Is that Rosemary Morgan?" 
"Yes." 
"Hi, Rosemary.This is Bill Jorday, with the Information Security
group." 
"Yes?" 
"Has anyone from our department discussed best security practices with
you?"   
"I don't think so." 
"Well, let's see. For starters, we don't allow anybody to install software
brought in from outside the company. That's because we don't want any
liability for unlicensed use of software. And to avoid any problems with
software that might have a worm or a virus." 
"Okay." 
"Are you aware of our email policies?"   
"No." 
"What's your current email address?" "Rosemary@ttrzine.net." 
"Do you sign in under the username Rosemary?" 
"No, it's R underscore Morgan."   
"Right. We like to make all our new employees aware that it can be
dangerous to open any email attachment you aren't expecting. Lots of
viruses and worms get sent around and they come in emails that seem to
be from people you know. So if you get an email with an attachment you
weren't expecting you should always check to be sure the person listed as
sender really did send you the message. You understand?" 
"Yes, I've heard about that." 
 



"Good. And our policy is that you change your password every ninety
days. When did you last change your password?" 
"I've only been here three weeks; I'm still using the one I first set." 
"Okay, that's fine. You can wait the rest of the ninety days. But we need
to be sure people are using passwords that aren't too easy to guess. Are
you using a password that consists of both letters and numbers?" 
"No." 
We need to fix that. What password are you using now?" 
"It's my daughter's name - Annette." 
"That's really not a secure password. You should never choose a password
that's based on family information. Well, let's see.., you could do the same
thing I do. It's okay to use what you're using now as the first part of the
password, but then each time you change it, add a number for the current
month." 

"So if I did that now, for March, would I use three, or oh-three." 
"That's up to you. Which would you be more comfortable with?" 
"I guess Annette-three." 
"Fine. Do you want me to walk you through how to make the change?" 
"No, I know how." 
"Good. And one more thing we need to talk about. You have anti-virus
software on your computer and it's important to keep it up to date. You
should never disable the automatic update even if your computer slows
down every once in a while. Okay?" 
"Sure." 
"Very good. And do you have our phone number over here, 
so you can call us if you have any computer problems?" 

Shedidn't.He gaveherthenumber,shewroteit downcarefully,andwent
back to work, once again, pleased at how well taken care of she felt. 

Analyzing the Con 
This story reinforcesan underlying theme you'll find throughout this
book:Themostcommoninformationthatasocialengineerwantsfrom an
employee,regardlessof his ultimate goal, is the target'sauthentication
credentials.With an accountnameand passwordin handfrom a single
employeein the right areaof thecompany,theattackerhaswhatheneeds
to get inside and locate whatever information he's after. Having this
informationis like finding thekeysto thekingdom;with themin hand,he
canmovefreely aroundthe corporatelandscapeand find the treasurehe
seeks.
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Before new employeesare allowed accessto any company
computersystems,they mustbe trainedto follow goodsecurity
practices, especially policies about never disclosing their
passwords. 

NOT AS SAFE AS YOU THINK 
"The company that doesn't make an effort to protect its sensitive
information is just plain negligent." A lot of people would agree with that
statement. And the world would be a better place if life were so obvious
and so simple. The truth is that even those companies that do make an
effort to protect confidential information may be at serious risk. 

Here's a story that illustrates once again how companies fool themselves
every day into thinking their security practices, designed by experienced,
competent, professionals, cannot be circumvented. 

Steve Cramer's Story 
It wasn't a big lawn, not one of those expensivelyseededspreads.It
garneredno envy. And it certainly wasn't big enoughto give him an
excusefor buyinga sit-downmower,which wasfine becausehewouldn't
have usedone anyway. Steve enjoyedcutting the grasswith a hand-
mower because it took longer, and the chore provided a convenient excuse
to focus on his own thoughtsinsteadof listening to Anna telling him
stories about the people at the bank where she worked or explaining
errandsfor him to do. He hatedthosehoney-dolists that hadbecomean
integralpart of his weekends.It flashedthoughhis mind that 12-year-old
Petewasdamnsmartto join theswimmingteam.Now he'dhaveto beat
practiceor a meeteverySaturdayso hewouldn't get stuckwith Saturday
chores. 

Some people might think Steve's job designing new devices for
GeminiMed Medical Productswas boring; Steve knew he was saving
lives. Stevethoughtof himself asbeingin a creativeline of work. Artist,
musiccomposer,engineer- in Steve'sview they all facedthe samekind
of challengehe did: They createdsomethingthat no one had ever done
before. And his latest, an intriguingly clever new type of heart stent,
would be his proudest achievement yet. 



It wasalmost11:30 on this particularSaturday,and Stevewasannoyed
becausehehadalmostfinishedcuttingthegrassandhadn'tmadeanyreal
progressin figuring out how to reducethepowerrequirementon theheart
stent, the last remaininghurdle. A perfectproblem to mull over while
mowing, but no solution had come. 

Anna appearedat the door, her hair coveredin the red paisleycowboy
scarf shealwayswore when dusting."Phonecall," sheshoutedto him.
"Somebody from work." 
"Who?" Steve shouted back. 
"Ralph something. I think." 
Ralph? Steve couldn't remember anybody at GeminiMed named Ralph 
who might be calling on a weekend. But Anna probably had the name
wrong. 

"Steve, this is Ramon Perez in Tech Support." Ramon - how in the world
did Anna get from a Hispanic name to Ralph, Steve wondered. 
"This is just a courtesy call,, Ramon was saying. "Three of the servers 
aredown, we think maybea worm, and we haveto wipe the drivesand
restorefrom backup.We shouldbeableto haveyour files up andrunning
by  Wednesday or Thursday. If we're lucky." 

"Absolutely unacceptable,"Steve said firmly, trying not to let his
frustration take over. How could thesepeoplebe so stupid?Did they
really think he could managewithout accessto his files all weekendand
mostof nextweek?"No way. I'm going to sit down at my hometerminal
in just abouttwo hoursandI will needaccessto my files. Am I making
this clear?" 

"Yeah, well, everybody I've called so far wants to be at the top of the list. 
I gave up my weekend to come in and work on this and it's no fun having
 everybody I talk to get pissed at me." 

"I'm on a tight deadline, the company is counting on this; I've got to get
work done this afternoon. What part of this do you not understand?" 
"I've still got a lot of people to call before I can even get started," Ramon 
laid. "How about we say you'll have your files by Tuesday?" 
"Not Tuesday, not Monday, today. NOW!" Steve said, wondering who he 
was going to call if he couldn't get his point through this guy's thick skull. 



"Okay, okay," Ramonsaid, and Stevecould hearhim breathea sigh of
annoyance."Let me seewhat I can do to get you going. You use the
RM22  server, right?" 
 



"RM22 and the GM16. Both." 
"Right. Okay, I can cut some corners, save some time--I'll need your 
username and password." 
Uh oh, Steve thought. What's going on here? Why would he need my pass
word? Why would IT, of all people, ask for it? 
"What did you say your last name was? And who's your supervisor?" 
"Ramon Perez. Look, I tell you what, when you were hired, there was a 
form you had to fill out to get your user account, and you had to put 
down a password. I could look that up and show you we've got it on file 
here. Okay?" 
Steve mulled that over for a few moments, then agreed. He hung on 
with growing impatience while Ramon went to retrieve documents from 
a file cabinet. Finally back on the phone, Steve could hear him shuffling 
through a stack of papers. 
"Ah, here it is," Ramon said at last. "You put down the password 
'Janice.'" 
Janice, Steve thought. It was his mother's name, and he had indeed 
sometimes used it as a password. He might very well have put that down 
for his password when filling out his new-hire papers. 
"Yes, that's right," he acknowledged. 
"Okay, we're wasting time here. You know I'm for real, you want me to 
use the shortcut and get your files back in a hurry, you re gonna have to 
help me out here." 
"My ID is s, d, underscore, cramer--c-r-a-m-e-r. The password is 'pelican
1 .'" 
"I'll get right on it," Ramon said, sounding helpful at last. "Give me a
couple of hours." 
Steve finished the lawn, had lunch, and by the time he got to his
computer found that his files had indeed been restored. He was pleased
with himself for handling that uncooperative IT guy so forcefully, and
hoped Anna had heard how assertive he was. Would be good to give the
guy or 
his boss an attaboy, but he knew it was one of those things he'd never get
around to doing. 

Craig Cogburne's Story 
Craig Cogburnehadbeena salesmanfor a high-techcompany,anddone
well at it. After a time he beganto realizehe had a skill for readinga
customer, understanding where the person was resistant and recognizing 
 



someweaknessor vulnerability that madeit easyto close the sale.He
beganto think aboutotherwaysto usethis talent,andthepatheventually
led him into a far more lucrative field: corporate espionage. 

This one was a hot assignment.Didn't look to take me very long and
worth enough to pay for a trip to Hawaii. Or maybe Tahiti. 

Theguy thathiredme,hedidn't tell metheclient,of course,but it figured
to besomecompanythat wantedto catchup with the competitionin one
quick, big, easyleap. All I'd have to do is get the designsand product
specsfor a new gadgetcalled a heart stent, whatever that was. The
companywascalledGeminiMed.Neverheardof it, but it wasa Fortune
500 outfit with offices in half a dozenlocations- which makesthe job
easierthana smallercompanywherethere'sa fair chancethe guy you're
talking to knowstheguy you'reclaimingto beandknowsyou'renot him.
This, like pilots say about a midair collision, can ruin your whole day. 

My client sent me a fax, a bit from somedoctor'smagazinethat said
GeminiMed was working on a stent with a radical new designand it
would be called the STH-IO0. For crying out loud, somereporterhas
alreadydonea big pieceof the legwork for me. I hadonething I needed
even before I got started, the new product name. 

First problem:Get namesof peoplein the companywho worked on the
STH-100or might needto seethe designs.So I called the switchboard
operatorand said, "I promisedone of the people in your engineering
groupI'd get in touchwith him and I don't rememberhis last name,but
his first namestartedwith an S." And shesaid,"We havea ScottArcher
and a Sam Davidson." I took a long shot. "Which one works in the
STH100 group?" She didn't know, so I just picked Scott Archer at
random, and she rang his phone. 

Whenheanswered,I said,"Hey, this is Mike, in themail room.We'vegot
a FedExherethat'sfor the HeartStentSTH-100project team.Any idea
who thatshouldgo to?" He gavemethenameof theprojectleader,Jerry
Mendel. I even got him to look up the phone number for me. 

I called.Mendelwasn'ttherebut his voice mail messagesaidhe'dbe on
vacation till the thirteenth,which meanthe had anotherweek left for
skiing or whatever,andanybodywho neededsomethingin themeantime
should call Michelle on 9137. Very helpful, these people. Very helpful. 



I hungup andcalledMichelle,got heron thephoneandsaid,"This is Bill
Thomas. Jerry told me I should call you when I had the spec ready 
 



that he wantedthe guys on his team to review. You're working on the
heart stent, right?" She said they were. 

Now we were getting to the sweaty part of the scam. If she started
soundingsuspicious,I was readyto play the card abouthow I was just
trying to 
do a favor Jerry had asked me for. I said, "Which system are you on?"
"System?" 
"Which computer servers does your group use?" 
"Oh," she said, "RM22. And some of the group also use GM16." Good. I
needed that, and it was a piece of information I could get from her without
making her suspicious. Which softened her up for the next bit, done as
casually as I could manage. "Jerry said you could give me a list of email
addresses for people on the development team," I said, and held my
breath. 
"Sure. The distribution list is too long to read off, can I email it to you?" 

Oops. Any email address that didn't end in GeminiMed.com would be 
a huge red flag. "How about you fax it to me?" I said. 
She had no problem with doing that. 

"Our fax machineis on the blink. I'll haveto get the numberof another
one. Call you back in a bit," I said, and hung up. 

Now, you might think I wassaddledwith a sticky problemhere,but it's
just anotherroutine trick of the trade. I waited a while so my voice
wouldn't soundfamiliar to the receptionist,thencalledher andsaid,"Hi,
it's Bill Thomas,our fax machineisn't working up here,canI havea fax
sent to your machine?" She said sure, and gave me the number. 

ThenI just walk in andpick up the fax, right? Of coursenot. First rule:
Nevervisit the premisesunlessyou absolutelyhaveto. They havea hard
time identifying you if you're just a voice on the telephone.And if they
can'tidentify you, theycan'tarrestyou. It's hardto put handcuffsarounda
voice.So I calledthe receptionistbackafter a little while andaskedher,
did my fax come? "Yes," she said. 

"Look," I told her, "I've got to get that to a consultantwe'reusing.Could
you send it out for me?" She agreed.And why not--how could any
receptionistbe expectedto recognizesensitivedata?While shesentthe
fax out to the "consultant,"I hadmy exercisefor thedaywalking over to



a stationery store near me, the one with the sign out front "Faxes
Sent/Rcvd."My fax wassupposedto arrivebeforeI did, andasexpected,
it was therewaiting for me when I walkedin. Six pagesat $1.75.For a
$10 bill and change,I had the group'sentire list of namesand email
addresses. 
 



Getting Inside 
Okay, so I hadby now talkedto threeor four different peoplein only a
few hours and was alreadyone giant step closer to getting inside the
company'scomputers.But I'd needa couple more piecesbefore I was
home. 

Numberonewasthephonenumberfor dialing into theEngineeringserver
from outside. I called GeminiMed again and asked the switchboard
operatorfor the IT Department,and askedthe guy who answeredfor
somebodywho could give me somecomputerhelp. He transferredme,
andI put on an act of beingconfusedandkind of stupidaboutanything
technical."I'm at home,just boughta newlaptop,andI needto setit up o
I can dial in from outside." 

Theprocedurewasobviousbut I patientlylet him talk methroughit until
he got to the dial-in phonenumber.He gaveme the numberlike it was
just anotherroutinepieceof information.ThenI madehim wait while I
tried it. Perfect.   

So now I hadpassedthe hurdleof connectingto the network.I dialedin
andfound they weresetup with a terminalserverthat would let a caller
connectto any computeron their internalnetwork.After a bunchof tries
I stumbledacrosssomebody'scomputerthathada guestaccountwith no
passwordrequired.Someoperatingsystems,when first installed,direct
the userto setup an ID andpassword,but alsoprovidea guestaccount.
Theuseris supposedto sethis or herown passwordfor theguestaccount
or disableit, but mostpeopledon't know aboutthis, or just don't bother.
This systemwas probably just set up and the owner hadn'tbotheredto
disable the guest account. 

LINGO
PASSWOPRDHASH: A string of gibberishthat resultsfrom processinga password
througha oneway encryptionprocess.Theprocessis supposedlyirreversible;that is,
its believed that it is not possible to reconstruct the password from the hash

Thanksto the guestaccount,I now had accessto one computer,which
turnedout to be runningan older versionof the UNIX operatingsystem.
UnderUNIX, the operatingsystemmaintainsa passwordfile which con-
rains the encryptedpasswordsof everybodyauthorizedto accessthat
computer.Thepasswordfile containstheone-wayhash(that is, a form of
encryptionthat is irreversible)of everyuser'spassword.With a one-way



hashanactualpasswordsuchas,say,"justdoit" would berepresentedby a
hash in encryptedform; in this casethe hash would be convertedby
UNIX to thirteen alphanumeric characters. 

WhenBilly Bob downthehall wantsto transfersomefiles to a computer,
he'srequiredto identify himself by providing a usernameandpassword.
Thesystemprogramthat" checkshis authorizationencryptsthepassword
he enters,and then comparesthe result to the encryptedpassword(the
hash) contained in the password file; if the two match, he's given access. 

Becausethepasswordsin the file wereencrypted,the file itself wasmade
availableto any useron the theorythat there'sno known way to decrypt
the passwords.That'sa laugh - I downloadedthe file, ran a dictionary
attackon it (seeChapter12 for moreaboutthis method)andfound that
one of the engineerson the developmentteam, a guy namedSteven
Cramer,currently had an accounton the computerwith the password
"Janice." Just on the chance, I tried entering his account with that
passwordon oneof the developmentservers;if it had worked, it would
have saved me some time and a little risk. It didn't. 

That meant I'd have to trick the guy into telling me his usernameand
password.For that, I'd wait until the weekend.70 You alreadyknow the
rest.On SaturdayI calledCramerandwalkedhim througha ruseabouta
worm andtheservershavingto berestoredfrom backupto overcomehis
suspicions. 

WhataboutthestoryI told him, theoneaboutlisting a passwordwhenhe
filled out his employeepapers?I wascountingon him not remembering
that hadneverhappened.A new employeefills out so many forms that,
yearslater, who would remember?And anyway,if I hadstruckout with
him, I still had that long list of other names. 

With his usernameandpassword,I got into theserver,fishedaroundfor a
little while, and then locatedthe designfiles for the STH-100.I wasn't
exactly surewhich oneswere key, so I just transferredall the files to a
deaddrop,a free FTP site in China,wherethey could be storedwithout
anybodygettingsuspicious.Let the client sort throughthe junk andfind
what he wants. 



LINGO
DEAD DROPA placefor leavinginformationwhereit is unlikely to be
found by others.In the world of traditionalspies,this might be behinda
loosestonein a wall; in the world of the computerhacker,it's commonly
an Internet site in a remote country. 
 



Analyzing the Con
For the man we're calling Craig Cogburne,or anyonelike him equally
skilled in the larcenous-but-not-always-illegalartsof social engineering,
the challengepresentedherewas almostroutine.His goal was to locate
anddownloadfiles storedon a securecorporatecomputer,protectedby a
firewall and all the usual security technologies.

Most of his work was as easy as catching rainwater in a barrel. He began
by posingassomebodyfrom the mail roomandfurnishedanaddedsense
of urgency by claiming there was a FedEx packagewaiting to be
delivered.This deceptionproducedthe nameof the teamleaderfor the
heart-stentengineeringgroup,who wason vacation,but - convenientfor
any socialengineertrying to stealinformation- he hadhelpfully left the
nameandphonenumberof his assistant.Calling her, Craig defusedany
suspicionsby claiming thathewasrespondingto a requestfrom theteam
leader.With the teamleaderout of town, Michelle hadno way to verify
his claim.Sheacceptedit asthetruth andhadno problemprovidinga list
of peoplein the group - for Craig, a necessaryand highly prized set of
information. 

She didn't even get suspiciouswhen Craig wantedthe list sent by fax
insteadof by email, ordinarily moreconvenienton both ends.Why was
sheso gullible? Like manyemployees,shedidn't want her bossto return
to town andfind shehadstonewalleda caller who was just trying to do
somethingthe bosshad askedhim for. Besides,the caller said that the
bosshadnot justauthorizedtherequest,but askedfor hisassistance.Once
again,here'san exampleof someonedisplayingthe strongdesireto be a
team player, which makes most people susceptible to deception.

Craig avoided the risk of physically entering the building simply by
having the fax sent to the receptionist,knowing she was likely to be
helpful. Receptionistsare, after all, usually chosenfor their charming
personalitiesand their ability to make a good impression.Doing small
favorslike receivinga fax andsendingit on comeswith the receptionist's
territory, a fact that Craig was able to take advantageof. What shewas
endingout happenedto be informationthatmight haveraisedalarmbells
with anyone knowing the value of the information - but how could
receptionistbe expectedto know which informationis benignandwhich
sensitive?

Using a different style of manipulation, Craig acted confused and naive



to convincethe guy in computeroperationsto providehim with the dial
up accessnumberto thecompany'sterminalserver,thehardwareusedas
a connection point to other computer systems within the internal network.
 



MITNICK MESSAGE
Everybody'sfirst priority at work is to get the job done. Under that
pressure,securitypracticesoftentakesecondplaceandareoverlookedor
ignored. Social engineers rely on this when practicing their craft. 

Craig was able to connect easily by trying a default password that had 
never been changed, one of the glaring, wide-open gaps that exist 
throughout many internal networks that rely on firewall security. In fact, 
the default passwords for many operating systems, routers, and other
types 
of products, including PBXs, are made available on line. Any social
engineer,  hacker, or industrial spy, as well as the just plain curious, can
find the list at http://www.phenoelit.de/dpl/dpl.html. (It's absolutely
incredible 
how easy the Internet makes life for those who know where to look. And
now you know, too.) 

Cogburne then actually managed to convince a cautious, suspicious 
man ("What did you say your last name was? Who's your supervisor?")
to 
divulge his username and password so that he could access servers used
by 
the heart-stent development team. This was like leaving Craig with an 
open door to browse the company's most closely guarded secrets and 
download the plans for the new product. 

What if Steve Cramer had continued to be suspicious about Craig's call? 
It was unlikely he would do anything about reporting his suspicions until 
he showed up at work on Monday morning, which would have been too 
late to prevent the attack. 

One key to the last part of the ruse: Craig at first made himself sound 
lackadaisical and uninterested in Steve's concerns, then changed his tune 
and sounded as if he was trying to help so Steve could get his work done. 
Most of the time, if the victim believes you're trying to help him or do
him 
some kind of favor, he will part with confidential information that he 
would have otherwise protected carefully. 

PREVENTING THE CON 



One of the most powerful tricks of the social engineer involves turning the
tables.That'swhatyou'veseenin this chapter.Thesocialengineercreates
theproblem,andthenmagicallysolvestheproblem,deceivingthevictim
into providingaccessto thecompany'smostguardedsecrets.Would your
employeesfall for this type of ruse?Have you botheredto draft and
distribute specific security rules that could help to prevent it? 
   



Educate, Educate, and Educate... 
There'san old story abouta visitor to New York who stopsa manon the
streetand asks, "How do I get to CarnegieHall?" The man answers,
"Practice, practice, practice." Everyone is so vulnerable to social
engineeringattacksthat a company'sonly effectivedefenseis to educate
andtrain your people,giving themthe practicethey needto spota social
engineer.And thenkeepremindingpeopleon a consistentbasisof what
they learned in the training, but are all too apt to forget. 

Everyonein the organizationmust be trainedto exercisean appropriate
degreeof suspicionand cautionwhen contactedby someonehe or she
doesn'tpersonallyknow, especiallywhenthat someoneis askingfor any
sortof accessto a computeror network.It's humannatureto want to trust
others,but as the Japanesesay, businessis war. Your businesscannot
afford to let downits guard.Corporatesecuritypolicy mustclearlydefine
appropriate and inappropriate behavior. 

Security is not one-size-fits-all. Business personnel usually have disparate
roles and responsibilities and each position has associated vulnerabilities.
There should be a base level of training that everyone in the company is
required to complete, and then people must also be trained according to
their job profile to adhere to certain procedures that will reduce the chance
that they will become part of the problem. People who work with
sensitive information or are placed in positions of trust should be given
additional specialized training. 

Keeping Sensitive Information Safe  
When people are approached by a stranger offering to help, as seen in the
stories in this chapter, they have to fall back on corporate security policy
that is tailored as appropriate to the business needs, size, and culture of
your company. 

NOTE
Personally, I don’t believe any business should allow any exchange of
passwords. Its much easier to establish a hard rule that forbids personnel
from ever sharing or exchanging confidential passwords. Its safer, too.
But each business has to assess its own culture and security concerns in
making this choice

Never cooperate with a stranger who asks you to look up information, 



enter unfamiliar commands into a computer, make changes to software
settings or - the most potentially disastrous of all - open an email
attachment 

 



or downloaduncheckedsoftware.Any softwareprogram- evenonethat
appears to do nothing at all - may not be as innocent as it appears to be.

Thereare certainproceduresthat, no matterhow good our training, we
tendto grow carelessaboutover time. Thenwe forgetaboutthat training
at crunchtime, just whenwe needit. You would think thatnot giving out
your accountnameandpasswordis somethingthat just abouteverybody
knows(or shouldknow) andhardlyneedsto be told: it's simplecommon
sense.But in fact, everyemployeeneedsto be remindedfrequentlythat
giving out theaccountnameandpasswordto their office computer,their
home computer, or even the postagemachine in the mail room is
equivalent to giving out the PIN number for their ATM card.

There is occasionally- very occasionally- a quite valid circumstance
when it's necessary,perhapseven important, to give someoneelse
confidentialinformation.For that reason,it's not appropriateto makean
absoluterule about"never."Still, your securitypoliciesandproceduresdo
needto be very specific aboutcircumstancesunderwhich an employee
may give out his or her passwordand - most importantly--who is
authorized to ask for the information.

Consider the Source
In most organizations, the rule should be that any information that can
possibly cause harm to the company or to a. fellow employee may be
given only to someone who is known on a face-to-face basis, or whose
voice is so familiar that you recognize it without question.

In high-securitysituations,the only requeststhat should be grantedare
ones delivered in personor with a strong form of authentication--for
example,two separateitems such as a sharedsecretand a time-based
token.

Data classification proceduresmust designatethat no information be
providedfrom a part of the organizationinvolved with sensitivework to
anyone not personally known or vouched for in some manner.

NOTE
Incredibly, evenlooking up the nameandphonenumberof the caller in
thecompany'semployeedatabaseandcalling him backis not an absolute
guaranteesocial engineersknow ways of planting namesin a corporate
database or redirecting telephone calls.



Sohow do you handlea legitimate-soundingrequestfor informationfrom
anothercompanyemployee,suchasthe list of namesandemailaddresses
of peoplein your group?In fact, how do you raiseawarenessso that an
item like this, which is clearly lessvaluablethan,say,a specsheetfor a
productunderdevelopment,is recognizedas somethingfor internal use
only? One major part of the solution: Designateemployeesin each
departmentwho will handleall requestsfor informationto besentoutside
the group. An advanced security-training program must then be
 



provided to make these designated employees aware of the special
verification procedures they should follow.

Forget Nobody
Anyone can quickly rattle off the identity of organizationswithin her
companythat needa high degreeof protectionagainstmaliciousattacks.
But we often overlook other placesthat are less obvious, yet highly
vulnerable.In one of thesestories,the requestfor a fax to be sentto a
phonenumberwithin the companyseemedinnocentand secureenough,
yet theattackertook advantageof this securityloophole.The lessonhere:
Everybody from secretariesand administrativeassistantsto company
executivesandhigh-levelmanagersneedsto havespecialsecuritytraining
sothat theycanbealert to thesetypesof tricks. And don't forget to guard
the front door: Receptionists,too, are often prime targets for social
engineersandmustalsobe madeawareof the deceptivetechniquesused
by some visitors and callers.

Corporatesecurityshouldestablisha singlepoint of contactasa kind of
centralclearinghousefor employeeswho think they may havebeenthe
targetof asocialengineeringruse.Havingasingleplaceto reportsecurity
incidentswill provideaneffectiveearly-warningsystemthatwill makeit
dearwhena coordinatedattackis underway, so that any damagecanbe
controlled immediately.
 



Chapter 6 

"Can You Help Me?" 

 
You’ve seen how social engineers trick people by offering to help.
Another favorite approach turns the tables: The social engineer 
manipulates by pretending he needs the other person to help 
him. We can all sympathize with people in a tight spot, and the approach 
proves effective over and over again in allowing a social engineer to
reach 
his goal. 

THE OUT-OF TOWNER 
A story in Chapter3 showedhow an attackercan talk a victim into
revealinghis employeenumber.This one usesa different approachfor
achievingthesameresult,andthenshowshow theattackercanmakeuse
of that 

Keeping Up with the Joneses 
In Silicon Valley there is a certain global company that shall be nameless. 
The scattered sales offices and other field installations around the world
are all connected to that company's headquarters over a WAN, a wide area
network. The intruder, a smart, feisty guy named Brian Atterby, knew 
it was almost always easier to break into a network at one of the remote 
sites where security is practically guaranteedto be more lax than at
headquarters. 

The intruder phoned the Chicago office and asked to speak with Mr Jones.
The receptionist asked if he knew Mr. Jones's first name; he 
 



answered, "I had it here, I'm looking for it. How many Joneses do you
have?" She said, "Three. Which department would he be in?"
He said, "If you read me the names, maybe I'll recognize it." So she did:
"Barry, Joseph, and Gordon."
"Joe. I'm pretty sure that was it," he said. "And he was in . . . which
department?"
"Business Development."
"Fine. Can you connect me, please?"
She put the call through. When Jones answered, the attacker said, "Mr.
Jones? Hi, this is Tony in Payroll. We just put through your request to
have your paycheck deposited directly to your credit union account."
"WHAT???!!! You've got to be kidding. I didn't make any request like
that. I don't even have an account at a credit union."
"Oh, damn, I already put it through."
Jones was more than a little upset at the idea that his paycheck might be
going to someone else's account, and he was beginning to think the guy
on the other end of the phone must be a little slow. Before he could even
reply, the attacker said, "I better see what happened. Payroll changes are
 entered by employee number. What's your employee number?"
Jones gave the number. The caller said, "No, you're right, the request
wasn't from you, then." They get more stupid every year, Jones thought.
"Look, I'll see it's taken care of. I'll put in a correction right now. So
don't worry - you'll get your next paycheck okay," the guy said
reassuringly.

A Business Trip
Not long after, the systemadministratorin the company'sAustin, Texas,
salesoffice receiveda phone call. "This is JosephJones,"the caller
announced."I'm in BusinessDevelopmentat corporate.I'll be in to, for
the week, at the Driskill Hotel. I'd like to have you set me up with a
temporaryaccountso I can accessmy email without making a long
distance call."

"Let me get that nameagain,and give me your employeenumber,"the
sysadmin said.The falseJonesgavethe numberandwent on, "Do you
have any high speed dial-up numbers.

"Hold on, buddy.I gottaverify you in the database."After a bit, he said,
"Okay, Joe. Tell me, what's your building number?"The attackerhad
done his homework and had the answer ready
 



MITNICK MESSAGE
Don't rely on network safeguardsand firewalls to protect your
information.Look to your mostvulnerablespot.You'll usually find that
vulnerability lies in your people. 

"Okay," the sys admin told him, "you convinced me." 

It was as simple as that. The sys admin had verified the nameJoseph
Jones,thedepartment,andtheemployeenumber,and"Joe"hadgiventhe
right answerto the testquestion."Your username'sgoing to be the same
asyour corporateone,jbjones,"the sysadminsaid,"and I'm giving you
an initial password of 'changeme.'" 

Analyzing the Con 
With a coupleof phonecallsandfifteen minutesof time, theattackerhad
gainedaccessto the company'swide areanetwork.This wasa company
that, like many,hadwhat I refer to ascandysecurity,after a description
first used by two Bell Labs researchers,Steve Bellovin and Steven
Cheswick.They describedsuchsecurityas"a hardcrunchyshell with a
oft chewy center" - like an M&M candy.The outer shell, the firewall,
Bellovin andCheswickargued,is not sufficient protection,becauseonce
an intruder is able to circumventit, the internal computersystemshave
soft, chewy security. Most of the time, they are inadequately protected. 

This story fits the definition. With a dial-up number and an account, 
theattackerdidn'tevenhaveto bothertrying to defeatanInternetfirewall,
and,onceinside,he waseasilyable to compromisemostof the systems
on the internal network. 

Through my sources, I understand this exact ruse was worked on one of 
the largestcomputersoftwaremanufacturersin the world. You would
think the systemsadministratorsin sucha companywould be trainedto
detectthis type of ruse.But in my experience,nobodyis completelysafe
if  a social engineer is clever and persuasive enough. 

LINGO
CANDY SECURITY A term coined by Bellovin and
Cheswick of Bell Labs to describe a security scenario
where the outer perimeter, such as firewall, is strong,
but the infrastructure behind it is weak. The term



refers to M&M candy, which has a hard outer shell
and soft center. 

 



LINGO
SPEAKEASY SECURITY  Security that relies on knowing where
desired information is, and using a word or name to gain access to that
information or computer system.

SPEAKEASY SECURITY
In theold daysof speakeasies- thoseProhibition-eranightclubswhereso-
called bathtub gin flowed--a would-be customergained admissionby
showingup at the door andknocking.After a few moments,a small flap
in the doorwould swing openanda tough,intimidating facewould peer
out. If the visitor was in the know, he would speakthe nameof some
frequentpatronof theplace("Joesentme" wasoftenenough),whereupon
the bouncer inside would unlatch the door and let him in.

The real trick lay in knowing the location of the speakeasybecausethe
doorwasunmarked,andthe ownersdidn't exactlyhangout neonsignsto
mark their presence.For the mostpart, just showingup at the right place
was about all it took to get in. The same degreeof safekeepingis,
unhappily,practicedwidely in the corporateworld, providing a level of
non protection that I call speakeasy security.

I Saw It at the Movies
Here's an illustration from a favorite movie that many people will
remember.In Three Days of the Condor the central character,Turner
(playedby RobertRedford),worksfor asmall researchfirm contractedby
the CIA. Oneday he comesbackfrom a lunch run to find that all his co
workershavebeengunneddown.He'sleft to figure outwho hasdonethis
andwhy, all the while knowing that the badguys,whoeverthey are,are
looking for him.

Late in thestory,Turnermanagesto get thephonenumberof onethebad
guys.But who is this person,andhow canTurnerpin downhis location?
He'sin luck: Thescreenwriter,David Rayfiel, hashappilygivenTurnera
backgroundthat includestraining asa telephonelinemanwith the Army
SignalCorps,makinghim knowledgeableabouttechniquesandpractices
of the phonecompany.With thebadguy'sphonenumberin hand,Turner
knows exactly what to do. In the screenplay, the scene reads like this:

 



TURNER RECONNECTS and TAPS OUT ANOTHER NUMBER. 

RING! RING! Then: 

WOMAN'S VOICE (FILTER)   CNA, Mrs. Coleman speaking.
TURNER (into test set) 

This is Harold Thomas, Mrs. Coleman. Customer Service. 

CNA on 202-555-7389, please. 

WOMAN'S VOICE (FILTER)   One moment, please.   (almost at once) 

Leonard Atwood, 765 MacKensie Lane, Chevy Chase, Maryland.   

Ignoring the fact that the screenwriter mistakenly uses a Washington, 
D.C., area code for a Maryland address, can you spot what just happened 
here? 

Turner, because of his training as a telephone lineman, knew what number
to dial in order to reach a phone company office called CNA, the 
Customer Name and Address bureau. CNA is set up for the convenience 
of installers and other authorized phone company personnel. An installer 
could call CNA, and give them a phone number. The CNA clerk would
respond by providing the name of the person the phone belongs to and
his address. 

Fooling the Phone Company 
In  the real world, the phone number for CNA is a closely guarded secret.

Although the phone companies finally caught on and these days are less 

generous about handing out information so readily, at the time they
operated
on  a variation of speakeasy security that security professionals call 
security through obscurity. They presumed that anybody who called
CNA 
and knew the proper lingo ("Customer service. CNA on 555-1234, 
please for example) was a person authorized to have the information. 

LINGO



SECURITY THROUGH OBSCURITY  An ineffective method of
computer security that relies on keeping secret the details of how the
system works (protocols, algorithms, and internal systems). Security
through obscurity relies on the false assumption that no one outside a
trusted group of people will be able to circumvent the system.
 



MITNICK MESSGAE
Security through obscurity doesnot have any effect in blocking social
engineeringattacks.Every computersystemin theworld hasat leastone
humanthatuseit. So,if theattackeris ableto manipulatepeoplewho use
the systems, the obscurity of the system is irrelevant.

There was no need to verify or identify oneself,no need to give an
employeenumber,no needfor a passwordthat waschangeddaily. If you
knew the numberto call and you soundedauthentic,then you must be
entitled to the information.

That was not a very solid assumption on the part of the telephone
company. Their only effort at security was to change the phone number
on l periodic basis, at least once a year. Even so, the current number at
any particular moment was very widely known among phone phreaks,
who delighted in taking advantage of this convenient source of
information and in sharing the how-to-do-it with their fellow phreaks. The
CN,' Bureau trick was one of the first things I learned when I was in to the
hobby of phone phreaking as a teenager.

Throughout the world of business and government, speakeasy security. is
still prevalent. It's likely that 

aboutyour company'sdepartments,people,and lingo. Sometimesles to
than that: Sometimes an internal phone number is all it takes.

THE CARELESS COMPUTER MANAGER
Though many employees in organizations are negligent, unconcerned, or
unaware of security dangers, you'd expect someone with the title manager
in the computer center of a Fortune 500 corporation to be thoroughly
knowledgeable about best security practices, right?

You would not expect a computer center manager - someone who is part
of his company's Information Technology department - to fall victim to a
simplistic and obvious social engineering con game. Especially not the
social engineer is hardly more than a kid, barely out of his teens. But
sometimes your expectations can be wrong.

Tuning In
Yearsago it was an amusingpastimefor many peopleto keep a radio
tuned to the local police or fire department frequencies, listening in on the
 



occasional highly charged conversations about a bank robbery in progress,
an office building on fire, or a high-speedchaseas the eventunfolded.
The radio frequenciesused by law enforcementagenciesand fire
departmentsusedto be availablein booksat the cornerbookstore;today
they'reprovidedin listings on the Web,andfrom a book you canbuy at
RadioShackfrequenciesfor local, county,state,and,in somecases,even
federal agencies. 

Of course,it wasn'tjust thecuriouswhowerelisteningin. Crooksrobbing
a storein themiddleof the night couldtunein to hearif a policecar was
being dispatchedto the location. Drug dealerscould keep a check on
activitiesof the localDrug EnforcementAgencyagents.An arsonistcould
enhancehis sick pleasureby lighting a blazeandthenlisteningto all the
radio traffic while firemen struggled to put it out. 

Over recentyearsdevelopmentsin computertechnologyhave made it
possibleto encrypt voice messages.As engineersfound ways to cram
moreandmorecomputingpoweronto a singlemicrochip,they beganto
build small, encryptedradiosfor law enforcementthat kept the badguys
and the curious from listening in. 

Danny the Eavesdropper 
A scannerenthusiastandskilled hackerwe'll call Dannydecidedto seeif
he couldn't find a way to get his handson the super-secretencryption
software- the sourcecode- from oneof the top manufacturersof secure
radio systems.He was hopinga study of the codewould enablehim to
learn how to eavesdropon law enforcement,and possibly also use the
technologyso that even the most powerful governmentagencieswould
find it difficult to monitor his conversations with his friends. 

The Dannys of the shadowy world of hackers belong to a special category
that falls somewherein betweenthe merely-curiousbut-entirely-benign

and the dangerous.Dannyshavethe knowledgeof the expert,combined
with the mischievoushacker'sdesireto breakinto systemsandnetworks
for the intellectualchallengeand for the pleasureof gaining insight into
how technologyworks.But their electronicbreaking-and-enteringstunts
arejust that--stunts.Thesefolks, thesebenignhackers,illegally entersites
for the sheerfun and exhilarationof proving they can do it. They don't
stealanything,they don'tmakeanymoneyfrom their exploits;theydon't
destroyanyfiles, disruptanynetworkconnections,or crashanycomputer
system.The mere fact of their being there, snaringcopiesof files and



searchingemails for passwordsbehind the backsof curity and network
administrators, tweaks the noses of the people 

 



responsiblefor keepingout intruderslike them.The one-upmanshipis a
big part of the satisfaction. 

In keepingwith this profile, our Dannywantedto examinethe detailsof
his targetcompany'smostcloselyguardedproductjust to satisfyhis own
burning curiosity and to admire whatever clever innovations the
manufacturer might have come up with. 

Theproductdesignswere,needlessto say,carefullyguardedtradesecrets,
as precious and protected as just about anything in the company's
possession.Danny knew that. And he didn’t carea bit. After all, it was
just some big, nameless company. 

But how to get the softwaresourcecode?As it turnedout, grabbingthe
crown jewelsof the company'sSecureCommunicationsGroupprovedto
beall too easy,eventhoughthecompanywasoneof thosethatusedtwo-
factorauthentication,an arrangementunderwhich peoplearerequiredto
use not one but two separate identifiers to prove their identity. 

Here's an exampleyou're probably already familiar with. When your
renewalcredit cardarrives,you'reaskedto phonethe issuingcompanyto
let themknow that thecardis in possessionof the intendedcustomer,and
notsomebodywho stoletheenvelopefrom themail. Theinstructionswith
the card these days generally tell you to call from home. When you 
call, softwareat thecredit cardcompanyanalyzesthe ANI, theautomatic
numberidentification,which is providedby the telephoneswitchon toll-
free calls that the credit card company is paying for. 
 
A computer at the credit card company uses the calling party's number 
provided by the ANI, and matches that number against the company's 
database of cardholders. By the time the clerk comes on the line, her or 
his display shows information from the database giving details about the 
customer. So the clerk already knows the call is coming from the home of 
a customer; that's one form of authentication. 

LINGO
TWO-FACTOR AUTHENTICATION The use of two different types
of authentication to verify identity. For example, a person might have to
identify himself by calling from a certain identifiable location and
knowing a password.



The clerk then picks an item from the information displayed about 
you - most often social security number, date of birth, or mother's maiden 
name - and asks you for this piece of information. If you give the right 
 



answer,that'sa secondform of authentication- basedon informationyou
should know.

At the companymanufacturingthe secureradio systemsin our story,
everyemployeewith computeraccesshad their usualaccountnameand
password,but in addition was provided with a small electronicdevice
calledSecureID. This is what'scalleda time-basedtoken.Thesedevices
comein two types:Oneis abouthalf the sizeof a credit cardbut a little
thicker; anotheris small enoughthat peoplesimply attachit to their key
chains.

Derivedfrom theworld of cryptography,this particulargadgethasa small
window that displays a seriesof six digits. Every sixty seconds,the
displaychangesto showa differentsix-digit number.Whenanauthorized
personneedsto accessthe network from offsite, shemust first identify
herselfas an authorizeduserby typing in her secretPIN and the digits
displayedon her token device.Onceverified by the internalsystem,she
then authenticates with her account name and password.

For the younghackerDannyto get at the sourcecodehe so coveted,he
would haveto not only compromisesomeemployee'saccountnameand
password(not much of a challengefor the experiencedsocial engineer)
but also get around the time-based token.

Defeatingthe two-factor authenticationof a time-basedtoken combined
with a user'ssecretPIN codesoundslike a challengeright out of Mission
Impossible.But for socialengineers,the challengeis similar to that aced
by a poker player who has more than the usual skill at reading his
opponents.With a little luck, whenhe sitsdown at a tableheknowshe's
likely to walk away with a large pile of other people's money.

Storming the Fortress
Dannybeganby doinghis homework.Beforelong hehadmanagedto put
togetherenoughpiecesto masqueradeas a real employee.He had an
employee'sname,department,phonenumber,and employeenumber,as
well as the manager's name and phone number.

Now was the calm before the storm. Literally. Going by the plan he had
workedout, Dannyneededonemorething beforehe could takethe next
step,and it was somethinghe had no control over: He neededa snow-
storm. Danny neededa little help from Mother Nature in the form of



weathersobadthat it would keepworkersfrom gettinginto theoffice. In
the winter in South Dakota, where the manufacturing plant in question
was located, anyone hoping for bad weather did not have very long

 



to wait. On Friday night, a storm arrived. What had begun as snow
quickly turnedto freezingrain so that,by morning,theroadswerecoated
with a slick, dangeroussheet of ice. For Danny, this was a perfect
opportunity. 

He telephonedtheplant,askedfor-thecomputerroomandreachedoneof
the worker beesof IT, a computeroperatorwho announcedhimself as
Roger Kowalski.

Giving thenameof the realemployeehehadobtained,Dannysaid,"This
is Bob Billings. I work in theSecureCommunicationsGroup.I'm athome
right now andI can'tdrive in becauseof the storm.And the problemis
that I needto accessmy workstationandtheserverfrom home,andI left
my SecureID in my desk.Canyou go fetchit for me?Or cansomebody?
And thenreadoff my codewhenI needto getin? Becausemy teamhasa
critical deadlineandthere'sno way I canget my work done.And there's
no way I canget to the office--theroadsaremuchtoo dangerousup my
way. 

The computer operator said, "I can't leave the Computer Center." Danny
jumped right in: "Do you have a Secure ID yourself?." 

"There'soneherein theComputerCenter,"hesaid."We keeponefor the
operators in case of an emergency." 

"Listen," Danny said. "Can you do me a big favor? When I need to dial 
into the network,can you let me borrow your SecureID? Justuntil it's
safe to drive in." 
"Who are you again?" Kowalski asked. 
"Who do you work for. 
"For Ed Trenton." 
"Oh, yeah, I know him." 

Whenhe'sliable to be facedwith toughsledding,a goodsocialengineer
doesmorethan the usualamountof research."I'm on the secondfloor,"
Danny went on. "Next to Roy Tucker." 

He knew that name,aswell. Dannywent back to work on him. "It'd be
much easier just to go to my desk and fetch my Secure ID for me." 



Dannywaspretty certainthe guy would not buy into this. First of all, he
would not want to leavein the middle of his shift to go traipsingdown
corridorsandup staircasesto somedistantpartof the building. He would
also not want to have to paw through someoneelse'sdesk, violating
somebody'spersonalspace.No, it wasa safebet he wouldn't want to do
that. 



Kowalski didn't want to sayno to a guy who neededsomehelp, but he
didn't want to say yes and get in trouble, either. So he sidesteppedthe
decision:I'll haveto askmy boss.Hangon." He put thephonedown,and
Dannycouldhearhim pick up anotherphone,put in the call, andexplain
the request.Kowalski then did somethingunexplainable:He actually
vouchedfor themanusingthenameBob Billings. "I know him," he told
his manager."He worksfor EdTrenton.Canwe let him usetheSecureID
in the ComputerCenter'Danny,holding on to the phone,wasamazedto
overhearthis extraordinaryand unexpectedsupport for his cause.He
couldn't believe his ears or his luck. 

After anothercoupleof moments,Kowalski cameback on the line and
said,"My managerwantsto talk to you himself," andgavehim theman's
name and cell phone number. 

Danny called the managerand went through the whole story one more
time, adding details about the project he was working or and why his
productteamneededto meeta critical deadline."It'd beeasierif someone
just goesandfetchesmy card,"hesaid."I don't think thedeskis locked,
it should be there in my upper left drawer." 

"Well," said the manager,"just for the weekend,I think we can let you
usethe one in the ComputerCenter.I'll tell the guyson duty that when
you call, they shouldreadoff the random-accesscodefor you," and he
gave him the PIN number to use with it. 

For the whole weekend,every time Danny wanted to get into the
corporatecomputersystem,he only hadto call the ComputerCenterand
ask them to read off the six digits displayed on the Secure ID token. 

An Inside Job 
Once he was inside the company's computer system, then what? How 
would Danny find his way to the server with the software he wanted? 
He had already prepared for this. 

Many computerusersarefamiliar with newsgroups,that extensivesetof
electronic bulletin boards where people can post questionsthat other
peopleanswer,or find virtual companionswho shareaninterestin music,
computers, or any of hundreds of other topics. 

What few people realize when they post any message on a newsgroup 



site is that their message remains on line and available for years. Google, 
for example, now maintains an archive of seven hundred million
messages, 
some dating back twenty years! Danny started by going to the Web
address 
http://groups.google.com. 



As searchterms,Dannyentered"encryptionradio communications"and
the nameof the company,andfound a years-oldmessageon the subject
from an employee.It was a posting that had beenmadeback when the
companywas first developingthe product,probably long beforepolice
departmentsand federal agencies had considered scrambling radio
signals. 

The messagecontainedthe sender'ssignature,giving not just the man's
name, Scott Press,but his phone number and even the name of his
workgroup,  the Secure Communications Group. 

Dannypickedup the phoneanddialedthe number.It seemedlike a long
shot--would he still be working in the sameorganizationyears later?
Would he be at work on sucha stormyweekend?The phonerangonce,
twice, threetimes,andthena voice cameon the line. "This is Scott,"he
said. 

Claiming to be from the company'sIT Department,Danny manipulated
Press(in oneof the waysnow familiar to you from earlierchapters)into
revealingthe namesof the servershe usedfor developmentwork. These
weretheserversthatcouldbeexpectedto hold thesourcecodecontaining
the proprietaryencryptionalgorithmandfirmware usedin the company's
secure radio products. 

Dannywasmovingcloserandcloser,andhisexcitementwasbuilding.He
wasanticipatingtherush,thegreathigh healwaysfelt whenhesucceeded
at somethinghe knew only a very limited number of people could
accomplish. 

Still, hewasn'thomefree yet. For the restof the weekendhe'dbeableto
get into the company'snetwork wheneverhe wantedto, thanksto that
cooperativecomputercentermanager.And he knew which servershe
wantedto access.But whenhedialedin, the terminalserverhe loggedon
to would not permithim to connectto theSecureCommunicationsGroup
developmentsystems.Theremusthavebeenan internalfirewall or router
protectingthe computersystemsof that group. He'd have to find some
other way in. 

The next steptook nerve:Danny called back to Kowalski in Computer
Operationsand complained"My serverwon't let me connect,"and told
the IT guy, "I needyou to set me up with an accounton one of the



computersin your departmentso I can use Telnet to connectto my
system." 

The managerhad alreadyapproveddisclosingthe accesscodedisplayed
on the time-basedtoken, so this new requestdidn't seemunreasonable.
Kowalski set up a temporary account and passwordon one of the
OperationCenter'scomputers,andtold Dannyto "call mebackwhenyou
don't need it any more and I'll remove it." 



Onceloggedinto thetemporaryaccount,Dannywasableto connectover
the network to the SecureCommunicationsGroup'scomputersystems.
After anhourof on-linesearchingfor a technicalvulnerability thatwould
give him accessto a main developmentserver, he hit the jackpot.
Apparentlythesystemor networkadministratorwasn'tvigilant in keeping
up with the latest news on security bugs in the operatingsystemthat
allowed remote access. But Danny was.

Within a shorttime he hadlocatedthesourcecodefiles thathe wasafter
and was transferringthem remotely to an e-commercesite that offered
free storagespace.On this site, even if the files were ever discovered,
they would never be traced back to him.

He had one final step before signing off: the methodical process of erasing
his tracks.He finishedbeforethe JayLenoshowhadgoneoff theair for
the night. Danny figured this had beenone very good weekend'swork.
And he had never had to put himself personally at risk. It was an
intoxicating thrill, even better than snowboarding or skydiving.

Dannygot drunk that night, not on scotch,gin, beer,or sake,but on his
senseof powerandaccomplishmentashepouredthroughthe files hehad
stolen, closing in on the elusive, extremely secret radio software.

Analyzing the Con
As in the previousstory, this ruse only worked becauseone company
employeewas all too willing to acceptat face value that a caller was
really the employeehe claimed to be. That eagernessto help out a co
worker with a problem is, on the one hand, part of what greasesthe
wheels of industry, and part of what makes the employeesof some
companiesmorepleasantto work with thanemployeesof others.But on
the otherhand,this helpfulnesscanbe a major vulnerability that a social
engineer will attempt to exploit.

One bit of manipulationDanny usedwas delicious: When he madethe
requestthat someoneget his SecureID from his desk,he kept sayinghe
wantedsomebodyto "fetch" it for him. Fetchis acommandyou giveyour
dog. Nobody wants to be told to fetch something.With that one word,
Dannymadeit all themorecertaintherequestwouldberefusedandsome
other solution accepted instead, which was exactly what he wanted.



The Computer Center operator, "Kowalski, was taken in by Danny
dropping the namesof people Kowalski happenedto know. But why
would Kowalski'smanager- anIT manager,no less- allow somestranger
accessto the company'sinternal network?Simply becausethe call for
help can be a powerful, persuasive tool in the social engineer's arsenal.
 



MITNICK MESSAGE
This story goes to show that time-basedtokens and similar forms of
authenticationarenot a defenseagainstthewily socialengineer.Theonly
defenseis a conscientiousemployeewho follows security policies and
understands how others can maliciously influence his behavior.

Could something like that ever happen in your company? Has it already?

PREVENTING THE CON
It seemsto be an often-repeatedelementin thesestoriesthat an attacker
arrangesto dial in to a computernetwork from outside the company,
without thepersonwho helpshim takingsufficientmeasuresto verify that
thecaller is really anemployeeandentitledto theaccess.Why do I return
to this themeso often? Becauseit truly is a factor in so many social
engineeringattacks.For the socialengineer,it's the easiestway to reach
his goal.Why shouldanattackerspendhourstrying to breakin, whenhe
can do it instead with a simple phone call?

One of the most powerful methods for the social engineer to carry out
this kind of attack is the simple ploy of pretending to need help - an
approach frequently used by attackers. You don't want to stop your
employees from being helpful to co workers or customers, so you need to
arm them with specific verification procedures to use with anybody
making a request for computer access or confidential information. That
way they can be helpful to those who deserve to be helped, but at the
same time protect the organization's information assets and computer
systems.

Companysecurity proceduresneedto spell out in detail what kind of
verificationmechanismsshouldbeusedin variouscircumstances.Chapter
17 providesa detailedlist of procedures,but herearesomeguidelinesto
consider:

One good way to verify the identity of a person making a
request is to call the phone number listed in the company
directory for that person. If the person making the request is
actually an attacker, the verification call will either let you
speak to the real person on the phone while the imposter is on
hold, or you will reach the employee's voice mail so that you



can listen to the sound of his voice, and compare it to the
speech of the attacker.
 



If employeenumbersare usedin your companyfor verifying identity,
thenthosenumbershaveto be treatedassensitiveinformation,carefully
guardedandnot givenout to strangers.Thesamegoesfor all otherkinds
of internal identifiers, suchas internal telephonenumbers,departmental
billing identifiers, and even email addresses.

Corporate training should call everyone'sattention to the common
practiceof acceptingunknown people as legitimate employeeson the
groundsthat they sound authoritativeor knowledgeable.Just because
somebodyknowsa companypracticeor usesinternal terminologyis no
reasonto assumethat his identity doesn'tneedto be verified in other
ways.

Securityofficersandsystemadministratorsmustnotnarrowtheir focusso
that they areonly alert to how security-consciouseveryoneelseis being.
They also need to make sure they themselvesare following the same
rules, procedures, and practices.

Passwordsand the like must, of course, never be shared, but the
restrictionagainstsharingis evenmoreimportantwith time-basedtokens
andothersecureformsof authentication.It shouldbeamatterof common
sensethat sharingany of theseitems violates the whole point of the
company'shaving installedthe systems.Sharingmeanstherecan be no
accountability.If a securityincidenttakesplaceor somethinggoeswrong,
you won't be able to determine who the responsible party is.

As I reiterate throughout this book, employees need to be familiar with
social engineering strategies and methods to thoughtfully analyze requests
they receive. Consider using role-playing as a standard part of security
training, so that employees can come to a better understanding of how the
social engineer works.

 



Chapter 7

Phony Sites and Dangerous Attachments 

There’s an old saying that you never get something for nothing, 
Still, the ploy of offering something for free continues to be a big draw for
both legitimate ("But wait--there's more! Call right now and we'll throw in
a set of knives and a popcorn popper!") and not-so- legitimate ("Buy one
acre of swampland in Florida and get a second acre free!") businesses.   

And most of us are so eager to get something free that we may be
distracted  from thinking clearly about the offer or the promise being
made. 

We know the familiar warning, "buyer beware," but it's time to heed
another warning: Beware of come-on email attachments and free
software. The savvy attacker will use nearly any means to break into the
corporate network, including appealing to our natural desire to get a free
gift. Here are a few examples. 

WOULDN'T YOU LIKE A FREE (BLANK)?" 
Justas viruseshavebeena curseto mankindand medicalpractitioners
sincethebeginningof time,sotheaptly namedcomputervirus represents
a similar curseto usersof technology.Thecomputervirusesthatgetmost
of the attention and end up in the spotlight, not coincidentally, do the most
damage. These are the product of computer vandals. 

Computernerdsturned malicious,computervandalsstrive to show off
how clever they are. Sometimestheir acts are like a rite of initiation,
meant to impressolder andmoreexperiencedhackers.Thesepeopleare
motivatedto createa worm or virus intendedto inflict damage.If their
work 
  



destroysfiles, trashesentireharddrives,andemailsitself to thousandsof
unsuspectingpeople,vandalspuff with pride at their accomplishment.If
the virus causesenoughchaosthat newspaperswrite about it and the
network news broadcasts warn against it, so much the better.

Much hasbeenwritten aboutvandalsand their viruses;books,software
programs,andentirecompanieshavebeencreatedto offer protection,and
we won't dealherewith the defensesagainsttheir technicalattacks.Our
interestat the momentis lessin the destructiveactsof the vandalthanin
the more targeted efforts of his distant cousin, the social engineer.

It Came in the Email
You probablyreceiveunsolicitedemailseveryday that carry advertising
messagesor offer a free something-or-otherthat you neither neednor
want.You know the kind. They promiseinvestmentadvice,discountson
computers,televisions,cameras,vitamins,or travel,offersfor creditcards
you don't need,a devicethat will let you receivepay televisionchannels
free, ways to improve your health or your sex life, and on and on.

But everyoncein a while anoffer popsup in your electronicmailbox for
somethingthat catchesyour eye. Maybe it's a free game,an offer of
photos of your favorite star, a free calendarprogram,or inexpensive
share"warethatwill protectyour computeragainstviruses.Whateverthe
offer, the emaildirectsyou to downloadthe file with the goodiesthat the
message has convinced you to try.

Or maybeyou receiveamessagewith asubjectline thatreadsDon,I miss
you," or "Anna,why haven'tyou written me,"or "Hi, Tim, here'sthesexy
photoI promisedyou." This couldn'tbe junk advertisingmail, you think,
becauseit hasyour own nameon it andsoundssopersonal.So you open
the attachment to see the photo or read the message.

All of theseactions--downloadingsoftwareyou learnedabout from an
advertisingemail, clicking on a link that takesyou to a site you haven't
heardof before,openingan attachmentfrom someoneyou don't really
know--areinvitations to trouble.Sure,most of the time what you get is
exactly what you expected,or at worst something disappointing or
offensive,but harmless.But sometimeswhatyou get is the handiworkof
a vandal.



Sendingmalicious code to your computeris only a small part of the
attack.Theattackerneedsto persuadeyou to downloadtheattachmentfor
the attack to succeed.

NOTE
One type of programknow in the computerundergroundas a RAT, or
RemoteAccessTrojan, gives the attackerfull accessto your computer,
just as if he were sitting at your keyboard.

The most damagingforms of malicious code- worms with nameslike
Love Letter, SirCam, and Anna Kournikiva, to name a few - have all
 



reliedon socialengineeringtechniquesof deceptionandtakingadvantage
of our desire to get something for nothing in order to be spread. The worm
arrivesasanattachmentto anemail that offerssomethingtempting,such
asconfidentialinformation, free pornography,or - a very cleverruse- a
messagesayingthat theattachmentis thereceiptfor someexpensiveitem
you supposedlyordered.This last ploy leadsyou to openthe attachment
for fear your credit card has been charged for an item you didn't order.

It's astoundinghowmanypeoplefall for thesetricks; evenafterbeingtold
andtold againaboutthedangersof openingemailattachments,awareness
of the danger fades over time, leaving each of us vulnerable.

Spotting Malicious Software
Anotherkind of malware- shortfor malicioussoftware- putsa program
onto your computerthat operateswithout your knowledgeor consent,or
performs a task without your awareness.Malware may look innocent
enough,may evenbe a Word documentor PowerPointpresentation,or
any programthat hasmacro functionality, but it will secretlyinstall an
unauthorizedprogram.For example,malwaremay be a version of the
TrojanHorsetalkedaboutin Chapter6. Oncethis softwareis installedon
your machine,it canfeedeverykeystrokeyou type backto the attacker,
including all your passwords and credit card numbers.

There are two other types of malicious software you may find shocking.
One can feed the attackerevery word you speakwithin rangeof your
computermicrophone,evenwhenyou think themicrophoneis turnedoff.
Worse,if you havea Web cam attachedto your computer,an attacker
usinga variationof this techniquemaybeableto captureeverythingthat
takesplacein front of your terminal,evenwhenyou think the camerais
off, day or night.

LINGO
MALWARE Slangfor malicioussoftware,a computerprogram,suchas
a virus, worm, or Trojan Horse, that performs damaging tasks.
 



MITNICK MESSAGE
Beware of geeks bearing gifts, otherwise your company might endure the
same fate as the city of Troy. When in doubt, to avoid an infection, use
protection.

A hacker with a malicious senseof humor might try to plant a little
program designedto be wickedly annoying on your computer. For
example,it might makeyour CD drive tray keeppoppingopen,or thefile
you're working on keepminimizing. Or it might causean audio file to
play a screamat full volumein the middle of the night. Noneof theseis
muchfun whenyou'retrying to get sleepor get work done..,but at least
they don't do any lasting damage.

MESSAGE FROM A FRIEND
The scenarioscan get even worse, despiteyour precautions.Imagine:
You'vedecidednot to takeanychances.You will no longerdownloadany
files except from secure sites that you know and trust, such as
SecurityFocus.com or Amazon.com. You no longer click on links in email
from unknownsources.You no longeropenattachmentsin anyemail that
you werenot expecting.And you checkyour browserpageto makesure
there is a securesite symbol on every site you visit for e-commerce
transactions or to exchange confidential information.

And then one day you get an email from a friend or business associate that
carriesan attachment.Couldn't be anything malicious if it comesfrom
someoneyou know well, right?Especiallysinceyou would know who to
blame if your computer data were damaged.

You openthe attachment,and...BOOM! You just got hit with a worm or
Trojan Horse.Why would someoneyou know do this to you? Because
somethingsarenot astheyappear.You'vereadaboutthis: theworm that
getsonto someone'scomputer,andthenemailsitself to everyonein that
person'saddressbook.Eachof thosepeoplegetsan email from someone
he knowsandtrusts,andeachof thosetrustedemailscontainstheworm,
which propagatesitself like the ripples from a stonethrown into a still
pond.

The reasonthis techniqueis so effective is that it follows the theory of
killing two birds with one stone: The ability to propagateto other



unsuspectingvictims, andthe appearancethat it originatedfrom a trusted
person.
 



MITNICK MESSAGE
Man has inventedmany wonderful things that have changedthe world
and our way of life. But for every good use of technology,whethera
computer,telephone,or the Internet,someonewill alwaysfind a way to
abuse it for his or her own purposes. 

It's a sadfact of life in thecurrentstateof technologythatyou maygetan
email from someonecloseto you andstill haveto wonderif it's safeto
open. 

VARIATIONS ON A THEME 
In this era of the Internet, there is a kind of fraud that involves
misdirecting you to a Web site that is not what you expected.This
happensregularly,andit takesa varietyof forms.This example,which is
based on an actual scam perpetrated on the Internet, is representative. 

Merry Christmas. . . 
A retired insurance salesman named Edgar received an email one day
from 
PayPal, a company that offers a fast and convenient way of making online

payments. This kind of service is especially handy when a person in one
part of the country (or the world, for that matter) is buying an item from 

an individual he doesn't know. PayPal charges the purchaser's credit card 

and transfers the money directly to the seller's account.
As a collector of antique glass jars Edgar did a lot of business through
the on-line auction company eBay. He used PayPal often, sometimes
several times a week. So Edgar was interested when he received an email
in 
the holiday season of 2001 that seemed to be from PayPal, offering him a 
reward for updating his PayPal account. The message read:

Season's Greetings Valued PayPal Customer; 
As the New Year approachesand as we all get ready to move a year
ahead, PayPal would like to give you a $5   credit to your account! 
All you have to do to claim your $5 gift from us is update your
information on our securePay Pal site by January1st, 2002. A year
bringsa lot of changes,by updatingyour informationwith us you will



allow for us to continueproviding you andour valuedcustomerservice
with excellent service and in the meantime, keep our records straight! 
 



To update your information now and to receive $5 in your PayPal account
instantly,
click this link: 

http://www, paypal -secure. com/cgi bin 

Thank you for using PayPal.com and helping us grow to be the largest of
our kind! 
Sincerely wishing you a very "Merry Christmas and Happy New Year," 
PayPal Team 

A Note about E.commerce Web Sites 

You probablyknow peoplewho arereluctantto buy goodson line, even
from brand-namecompaniessuchasAmazonandeBay,or theWebsites
of Old Navy, Target,or Nike. In a way, they'reright to be suspicious.If
your browserusestoday'sstandardof 128-bitencryption, theinformation
you sendto any securesitegoesout from your computerencrypted.This
data could be unencryptedwith a lot of effort, but probably is not
breakablein a reasonableamountof time, exceptperhapsby theNational
SecurityAgency(andtheNSA, so far 98 aswe know,hasnot shownany
interestin stealingcredit cardnumbersof Americancitizensor trying to
find out who is ordering sexy videotapes or kinky underwear). 

Theseencryptedfiles could actually be brokenby anyonewith the time
andresources.But really,whatfool would go to all thateffort to stealone
credit cardnumberwhenmanye-commercecompaniesmakethemistake
of storing all their customerfinancial information unencrypted in their
databases?Worse, a number of e-commercecompaniesthat use a
particular SQL databasesoftware badly compoundthe problem: They
have never changedthe default systemadministratorpasswordfor the
program.Whenthey took the softwareout of the box, the passwordwas
"null," and it's still "null" today. So the contentsof the databaseare
availableto anyoneon the Internetwho decidesto try to connectto the
databaseserver.Thesesitesareunderattackall the time andinformation
does get stolen, without anyone being the wiser, 

On the other hand, the same people who won't buy on the Internet because
they're afraid of having their credit card information stolen 
 



haveno problembuyingwith thatsamecreditcardin a brick-and-mortar
store, or paying for lunch, dinner, or drinks with the card 
evenin a back-streetbar or restauranttheywouldn't taketheir motherto.
Creditcardreceiptsgetstolenfrom theseplacesall thetime,or fishedout
of trashbins in the backalley. And any unscrupulousclerk or waiter can
jot downyour nameandcardinfo, or useagadgetreadilyavailableon the
Internet, a card-swiping device that stores data from any credit card
passed through it, for later retrieval. 

Thereare somehazardsto shoppingon line, but it's probablyassafeas
shoppingin a bricks-and-mortarstore. And the credit card companies
offer you the same protection when using your card on line--if any
fraudulentchargesget madeto the account,you're only responsiblefor
the first $50. 
So in my opinion, fear of shopping online is just another misplaced   
worry. 

Edgardidn't notice any of the severaltell-tale signsthat somethingwas
wrongwith this email (for example,the semicolonafter thegreetingline,
and the garbledtext about "our valuedcustomerservicewith excellent
service"). He clicked on the link, enteredthe information requested-
name,address,phonenumber,andcredit cardinformation- andsat.back
to wait for the five-dollar credit to showup on his next credit-cardbill.
What showed up instead was a list of chargesfor items he never
purchased. 

Analyzing the Con 
Edgarhadbeentakenin by a commonplaceInternetscam.It's a scamthat
comesin a varietyof forms.Oneof them(detailedin Chapter9) involves
a decoylogin screencreatedby theattackerthat looksidenticalto thereal
thing. The differenceis that the phony screendoesn'tgive accessto the
computersystemthat the user is trying to reach,but insteadfeedshis
username  and password to the hacker. 

Edgar had been taken in by a scam in which the crooks had registered a
Web site with the name "paypal-secure.com"- which sounds as if it should
have been a secure page on the legitimate PayPal site, but it isn't. When
he entered information on that site, the attackers got just what they
wanted. 
 



MITNICK MESSAGE
While not foolproof (no securityis), whenevervisiting a site thatrequests
information you considerprivate, always ensurethat the connectionis
authenticated and encrypted. And even more important, do not
automaticallyclick Yes in any dialog box that may indicate a security
issue, such as an invalid, expired, or revoked digital certificate. 

VARIATIONS ON THE VARIATION 
How manyotherwaysarethereto deceivecomputerusersinto goingto a
bogus Web site where they provide confidential information? I don't
supposeanyonehasavalid, accurateanswer,but "lots andlots" will serve
the purpose. 

The Missing Link 
Onetrick popsup regularly:Sendingout an email that offers a tempting
reasonto visit a site,and providesa link for going directly to it. Except
thatthelink doesn'ttakeyou to thesiteyou think you'regoingto, because
the link actuallyonly resemblesa link for that site.Here'sanotherexam-
pie that hasactuallybeenusedon the Internet,againinvolving misuseof
the name PayPal: 

www. PayPai. com 

At a quick glance,this looks as if it saysPayPal.Even if the victim
notices,hemay think it's just a slight defectin thetext thatmakesthe"I"
of Pal look like an "i." And who would notice at a glance that: 

www. PayPal. com 

usesthe number 1 insteadof a lowercaseletter L? There are enough
people who accept misspellingsand other misdirection to make this
gambit continually popularwith credit card bandits.When peoplego to
the phony site, it looks like the site they expectedto go to, and they
blithely entertheir credit cardinformation.To setup oneof thesescares,
an attackeronly needsto registerthe phony domainname,sendout his
emails, and wait for suckers to show up, ready to be cheated. 

In mid-2002,I receivedan email, apparentlypart of a massmailing that
wasmarkedasbeing from "Ebay@ebay.com."The messageis shownin
Figure 8.1. 



 



Figure 8.1. The link in this or any other email should be used with
caution.
-----------------------------------------------------------------------------------------
-------------------------
msg: Dear eBay User,

It has become very noticeable that another party has
been corrupting your eBay account and has violated our User Agreement
policy listed:

4. Bidding and Buying

You are obligated to complete the transaction with the
seller if you purchase an item through one of our fixed price formats or
are the highest bidder as described below. If you are the highest bidder at
the end of an auction (meeting the applicable minimum bid or reserve
requirements) and your bid is accepted by the seller, you are obligated to
complete the transaction with the seller, or the transaction is prohibited by
law or by this Agreement.

You received this notice from eBay because it has come
to our attention that your current account has caused interruptions with
other eBay members and eBay requires immediate verification for your
account. Please verify your account or the account may become disabled.
Click Here To Verify Your Account - http://error ebay.tripod.com

Designated trademarks and brands are the property of
their respective owners, eBay and the eBay logo are trademarks of eBay
Inc.
-----------------------------------------------------------------------------------------
----------------------------

Victims who clicked on the link went to a Web pagethat looked very
much like an eBay page.In fact, the pagewas well designed,with an
authenticeBaylogo,and"Browse,""Sell" andothernavigationlinks that,
if clicked, took the visitor to the actual eBay site. There was also a
security logo in the bottom right corner.To deter the savvy victim, the
designerhad even used HTML encryption to mask where the user-
provided information was being sent.



It was an excellent example of a malicious computer-basedsocial
engineering attack. Still, it was not without several flaws.

The email messagewas not well written; in particular, the paragraph
beginning"You receivedthis notice" is clumsy and inept (the people
responsiblefor thesehoaxesneverhire a professionalto edit their copy,
and it always shows).Also, anybodywho was paying close attention
would havebecomesuspiciousabouteBayaskingfor the visitor'sPayPal
information;thereis no reasoneBaywould aska customerfor this private
information involving a different company.

And anyoneknowledgeableaboutthe Internetwould probablyrecognize
that the hyperlink connectsnot to the eBay domain but to tripod.com,
which is a free Web hostingservice.This wasa deadgiveawaythat the
email was not legitimate. Still, I bet a lot of people entered their
information, including a credit card number, onto this page.
 



NOTE
Why are people allowed to register deceptive or inapproprate domain
names?. Because under current law and on-line policy, anyone can
register any site names that’ not already in use.

Companies try to fight this use of copycat addresses, but consider what
they’re up against. General Motors filed suit against a company that
registered f**kgeneralmotors.com (but without the asterisks) and pointed
the URL to General Motor's Web site. GM lost.
 

Be Alert
As individual usersof the Internet, we all needto be alert, making a
consciousdecisionabout when it's okay to enter personalinformation,
passwords, account numbers, PINs, and the like.

How manypeopledo you know who could tell you whethera particular
Internetpagethey'relooking at meetsthe requirementsof a securepage?
How many employees in your company know what to look for?

Everyonewho usesthe Internetshouldknow aboutthe little symbol that
often appearssomewhereon a Web pageand looks like a drawing of a
padlock.Theyshouldknowthatwhenthehaspis closed,thesitehasbeen
certified as being secure.When the hasp is open or the lock icon is
missing,theWebsiteis not authenticatedasgenuine,andanyinformation
transmitted is in the clear--that is, unencrypted.

However, an attacker who manages to compromise administrative
privilegeson a companycomputermay be able to modify or patch the
operatingsystemcodeto changethe user'sperceptionof what is really
happening.For example,the programminginstructionsin the browser
software that indicate a Web site's digital certificate is invalid can be
modified to bypassthe check. Or the systemcould be modified with
somethingcalled a root kit, installing one or more back doors at the
operating system level, which are harder to detect.

A secureconnectionauthenticatesthe site as genuine,and encryptsthe
informationbeingcommunicated,so an attackercannotmakeuseof any
datathat is intercepted.Canyou trust any Web site,evenonethat usesa
secureconnection?No, becausethe site ownermay not be vigilant about



applying all the necessarysecurity patches, or forcing users or
administratorsto respectgood passwordpractices.So you can't assume
that any supposedly secure site is invulnerable to attack.
 



LINGO
BACK DOOR A covert entry point that providesa secretway into a
user’scomputerthat is unkown to the user.Also usedby programmers
while developinga softwareprogramsothattheycango into theprogram
to fix problems

SecureHTTP (hypertexttransferprotocol)or SSL (securesocketslayer)
providesanautomaticmechanismthatusesdigital certificatesnot only to
encrypt information being sent to the distant site, but also to provide
authentication(anassurancethatyou arecommunicatingwith thegenuine
Web site). However,this protectionmechanismdoesnot work for users
who fail to payattentionto whetherthesitenamedisplayedin theaddress
bar is in fact the correct address of the site they're trying to access.

Anothersecurityissue,mostly ignored,appearsasa warningmessagethat
sayssomethinglike "This site is not secureor the securitycertificatehas
expired.Do youwant to go to thesiteanyway?"Many Internetusersdon't
understandthe message,andwhenit appears,they simply click Okay or
Yes andgo on with their work, unawarethat they may be on quicksand.
Be warned:On a Website thatdoesnot usea secureprotocol,you should
neverenterany confidential information suchas your addressor phone
number,credit cardor bankaccountnumbers,or anythingelseyou want
to keep private.

Thomas Jefferson said maintaining our freedom required "eternal
vigilance." Maintaining privacy and security in a society that uses
information as currency requires no less.

Becoming Virus Savvy
A special note about virus software: It is essentialfor the corporate
intranet, but also essentialfor every employeewho usesa computer.
Beyondjust havinganti virus softwareinstalledon their machines,users
obviouslyneedto havethe softwareturnedon (which manypeopledon't
like because it inevitably slows down some computer functions).

With anti virus software there's another important procedure to keep in
mind, as well: Keeping the virus definitions up to date. Unless your
companyis set up to distributesoftwareor updatesover the network to
every user, each individual user must carry the responsibility of
downloading the



 



latestsetof virus definitionson his own. My personalrecommendationis
to have everyoneset the virus softwarepreferencesso that new virus
definitions are automatically updated every day.

LINGO
SECURE SOCKETS LAYER A protocol developedby Netscapethat
provides authentication of both client and server in a secure
communication on the internet.

Simply put, you're vulnerableunlessthe virus definitions are updated
regularly.And evenso, you're still not completelysafefrom virusesor
worms that the anti virus softwarecompaniesdon't yet know about or
haven't yet published a detection pattern file for.

All employeeswith remoteaccessprivilegesfrom their laptopsor home
computersneedto haveupdatedvirus softwareanda personalfirewall on
thosemachinesat a minimum. A sophisticatedattackerwill look at the
big picture to seekout the weakestlink, and that's where he'll attack.
Remindingpeoplewith remotecomputersregularly about the needfor
personal firewalls and updated,active virus software is a corporate
responsibility, because you can't expect that individual workers,
managers,salespeople,and othersremotefrom an IT departmentwill
remember the dangers of leaving their computers unprotected.

Beyondthesesteps,I stronglyrecommenduseof thelesscommon,but no
lessimportant,softwarepackagesthatguardagainstTrojanHorseattacks,
so-calledanti-Trojan software.At the time of this writing, two of the
better-knownprogramsareThe Cleaner(www.moosoft.com),andTrojan
Defense Sweep (www.diamondcs.com.au).

Finally, what is probablythe most importantsecuritymessageof all for
companiesthatdo not scanfor dangerousemailsat thecorporategateway:
Since we all tend to be forgetful or negligentabout things that seem
peripheralto gettingour jobs done,employeesneedto be remindedover
and over again,in different ways,aboutnot openingemail attachments
unlesstheyarecertainthat thesourceis a personor organizationtheycan
trust. And managementalso needsto remind employeesthat they must
use active virus software and anti-Trojan software that provides
invaluableprotectionagainstthe seeminglytrustworthy email that may
contain a destructive payload.
 



Chapter 8

Using Sympathy, Guilt, and Intimidation

As discussed in Chapter 15, a social engineer uses the psychology of
influence to lead his target to comply with his request. Skilled social
engineers are very adept at developing a ruse that stimulates emotions,
such as fear, excitement, or guilt. They do this by using psychological
triggers--automatic mechanisms that lead people to respond to requests
without in-depth analysis of all the available information.

We all want to avoid difficult situationsfor ourselvesandothers.Based
on this positive impulse, the attackercan play on a person'ssympathy,
make his victim feel guilty, or use intimidation as a weapon.

Herearesomegraduate-schoollessonsin populartacticsthat play on the
emotions.

A VISIT TO THE STUDIO
Haveyou evernoticedhow somepeoplecanwalk up to the guardat the
door of, say, a hotel ballroom where some meeting, private party, or book-
launchingfunction is underway, and just walk pastthat personwithout
being asked for his ticket or pass?

In muchthesameway,a socialengineercantalk his way into placesthat
you would not havethoughtpossible- as the following story aboutthe
movie industry makes clear.
 



The Phone Call
"Ron Hillyard's office, this is Dorothy." 
"Dorothy, hi. My name is Kyle Bellamy. I've just come on board to work
in Animation Development on Brian Glassman's staff. You folks sure do
things different over here." 
"I guess. I never worked on any other movie lot so I don't really know.

What can I do for you?" 
"To tell you the truth, I'm feeling sort of stupid. I've got a writer coming
over this afternoon for a pitch session and I don't know who I'm supposed
to talk to about getting him onto the lot. The people over here in Brian's
office are really nice but I hate to keep bothering them, how do I do this,
how do I do that. It's like I just started junior high and can't find my way
to the bathroom. You know what I mean?" 

Dorothy laughed. 

"You want to talk to Security. Dial 7, and then 6138. If you 
get Lauren, tell her Dorothy said she should take good 
care of you." 
"Thanks, Dorothy. And if I can't find the men's room, I may call you
back!" 

They chuckled together over the idea, and hung up. 

David Harold's Story 
I love the movies and when I moved to Los Angeles, I thought I'd get to 
meet all kinds of people in the movie business and they'd take me along 
to parties and have me over to lunch at the studios. Well, I was there for 
a year, I was turning twenty-six years old, and the closest I got was going

on the Universal Studios tour with all the nice people from Phoenix and 
Cleveland. So finally it got to the point where I figured, if they won't 
invite me in, I'll invite myself. Which is what I did. 

I bought a copy of the Los Angeles Times and read the entertainment
column
for a couple of days, and wrote down the names of some producers 
at different studios. I decided I'd try hitting on one of the big studios first.

So I called the switchboard and asked for the office of this producer I 



had read about in the paper. The secretary that answered sounded like the

motherly type, so I figured I had gotten lucky; if it was some young girl 
who was just there hoping she'd be discovered, she probably wouldn't
have 
given me the time of day. 



But this Dorothy, shesoundedlike somebodythat would take in a stray
kitten, somebodywho'dfeel sorry for thenewkid thatwasfeelinga little
overwhelmedon thenewjob. And I suregot just theright touchwith her.
It's not everydayyou try to trick somebodyandtheygive you evenmore
thanyou askedfor. Out of pity, shenot only gaveme thenameof oneof
thepeoplein Security,but saidI shouldtell the lady thatDorothywanted
her to help me. 

Of courseI hadplannedto useDorothy'snameanyway.This madeit even
better.Laurenopenedright up and neverevenbotheredto look up the
name I gave to see if it was really in the employee database. 

WhenI droveup to thegatethatafternoon,theynot only hadmy nameon
the visitor's list, they evenhada parkingspacefor me.I hada late lunch
at the commissary,andwanderedthe lot until the endof the day. I even
sneakedinto a coupleof soundstagesandwatchedthemshootingmovies.
Didn't leave till 7 o'clock. It was one of my most exciting days ever. 

Analyzing the Con 
Everybodywasa newemployeeonce.We all havememoriesof whatthat
first day waslike, especiallywhenwe wereyoungandinexperienced.So
when a new employeeasksfor help, he can expectthat many people--
especiallyentry-levelpeople--will remembertheir own new-kid on-the-
block feelingsandgo out of their way to lenda hand.Thesocialengineer
knows this, and he understandsthat he can use it to play on the
sympathies of his victims. 

We make it too easy for outsiders to con their way into our company 
plantsandoffices. Evenwith guardsat entrancesandsign-in procedures
for anyonewho isn't an employee,any one of severalvariationson the
ruseusedin thisstorywill allow anintruderto obtaina visitor'sbadgeand
walk right in. And if your companyrequiresthat visitors be escorted?
That's a good rule, but it's only effective if your employeesare truly
conscientiousabout stoppinganyonewith or without a visitor's badge
who is on his own, andquestioninghim. And then,if the answersaren't
satisfactory, your employees have to be willing to contact security. 

Making it too easy for outsidersto talk their way into your facilities
endangersyour company'ssensitiveinformation.In today'sclimate,with
the threatof terroristattackshangingover our society,it's morethanjust
information that could be at risk. 



 



"DO IT NOW"
Not everyonewho usessocial engineeringtactics is a polishedsocial
engineer.Anybody with an insider'sknowledgeof a particularcompany
canturn dangerous.Therisk is evengreaterfor anycompanythatholdsin
its files and databasesany personalinformation about its employees,
which, of course, most companies do.

Whenworkersarenot educatedor trainedto recognizesocialengineering
attacks,determinedpeoplelike the jilted lady in the following story can
do things that most honest people would think impossible.

Doug's Story
Thingshadn'tbeengoing all that well with Linda anyway,andI knewas
soonasI metErin thatshewastheonefor me.Linda is, like, a little bit...
well, sort of not exactlyunstablebut shecansort of go off the deepend
when she gets upset.

I told her asgentleasI could that shehadto moveout, and I helpedher
pack and evenlet her take a coupleof the QueensrycheCDs that were
really mine. As soonasshewasgoneI went to the hardwarestorefor a
new Medico lock to put on the front door andput it on that samenight.
The next morningI calledthe phonecompanyandhad themchangemy
phone number, and made it unpublished.
That left me free to pursue Erin.

Linda's Story
I was ready to leave,anyway, I just hadn't decidedwhen. But nobody
likes to feel rejected.So it wasjust a questionof, what could I do to let
him know what a jerk he was?

It didn't takelong to figure out.Therehadto beanothergirl, otherwisehe
wouldn'tof sentmepackingin sucha hurry.SoI'd just wait a bit andthen
start calling him late in the evening.You know, aroundthe time they
would least want to be called.

I waited till the next weekendandcalledaround11 o'clock on Saturday
night. Only he hadchangedhis phonenumber.And thenewnumberwas
unlisted. That just shows what kind of SOB the guy was.

It wasn'tthat big of a setback.I startedrummagingthroughthe papersI
hadmanagedto takehomejustbeforeI left my job at thephonecompany.



And thereit was--I hadsaveda repairticket from oncewhentherewasa
problem with the telephone line at Doug's, and the printout listed
 



the cable and pair for his phone. See, you can change your phone number

all you want, but you still have the same pair of copper wires running
from 
your house to the telephone company switching office, called the Central 
Office, or CO. The set of copper wires from every house and apartment 
is identified by these numbers, called the cable and pair. And if you know

how the phone company does things, which I do, knowing the target's 
cable and pair is all you need to find out the phone number. 

I had a list giving all the COs in the city, with their addresses and phone 
numbers. I looked up the number for the CO in the neighborhood where 
I used to live with Doug the jerk, and called, but naturally nobody was 
there. Where's the switchman when you really need him? Took me all of 
about twenty seconds to come up with a plan. I started calling around to 
the other COs and finally located a guy. But he was miles away and he
was 
probably sitting there with his feet up. I knew he wouldn't want to do 
what I needed. I was ready with my plan. 

"This is Linda, Repair Center," I said. "We have an emergency. Service 
for a paramedic unit has gone down. We have a field tech trying to
restore 
service but he can't find the problem. We need you to drive over to the 
Webster CO immediately and see if we have dial tone leaving the central 
office." 

And then I told him, 'I'll call you when you get there," because of 
course I couldn't have him calling the Repair Center and asking for me. 

I knew he wouldn't want to leave the comfort of the central office to 
bundle up and go scrape ice off his windshield and drive through the
slush 
late at night. But it was an emergency, so he couldn't exactly say he was 
too busy. 

When I reached him forty-five minutes later at the Webster CO, I told 
him to check cable 29 pair 2481, and he walked over to the flame and 
checked and said, Yes, there was dial tone. Which of course I already



knew. 

So then I said, "Okay, I need you to do an LV," which means line
verification,
which is asking him to identify the phone number. He does this 
by dialing a special number that reads back the number he called from. 
He doesn't know anything about if it's an unlisted number or that it's just
been changed, so he did what I asked and I heard the number being 
announced over his lineman's test set. Beautiful. The whole thing had 
worked like a charm. 

I told him, "Well, the problemmustbe out in the field," like I knew the
,,umberall along. I thankedhim and told him we'd keepworking on it,
and said good night. 
     



MITNICK MESSAGE
Once a social engineer knows how things work inside the targeted
company,it becomeseasyto usethat knowledgeto developrapportwith
legitimateemployees.Companiesneedto preparefor socialengineering
attacksfrom currentor former employeeswho may haveanaxeto grind.
Background checks may be helpful to weed out prospects who may have a
propensitytowardthis type of behavior.But in mostcases,thesepeople
will be extremelydifficult to detect.The only reasonablesafeguardin
thesecasesis to enforce and audit proceduresfor verifying identity,
including the person's employment status, prior to disclosing any
information to anyone not personally known to still be with the company.

So much for that Doug and trying to hide from me behindan unlisted
number. The fun was about to begin.

Analyzing the Con
Theyounglady in this storywasableto getthe informationshewantedto
carry out her revengebecauseshe had inside knowledge: the phone
numbers,procedures,and lingo of the telephonecompany.With it she
wasnot only ableto find out a new,unlistedphonenumber,but wasable
to do it in the middle of a wintry night, sendinga telephoneswitchman
chasing across town for her.

"MR. BIGG WANTS THIS"
A popular and highly effective form of intimidation--popularin large
measurebecauseit's so simple--relieson influencinghumanbehaviorby
using authority.

Justthenameof theassistantin theCEO'soffice canbevaluable.Private
investigatorsand evenhead-huntersdo this all the time. They'll call the
switchboardoperatorand say they want to be connectedto the CEO's
office. Whenthesecretaryor executiveassistantanswers,they'll saythey
have a documentor packagefor the CEO, or if they send an email
attachment,would she print it out? Or else they'll ask, what's the fax
number? And by the way, what's your name?

Thentheycall thenextperson,andsay,"Jeanniein Mr. Bigg'soffice told
me to call you so you can help me with something."



Thetechniqueis calledname-dropping,andit's usuallyusedasa method
to quickly establishrapportby influencing the targetto believethat the
attackeris connectedwith somebodyin authority.A targetis morelikely
to do a favor for someone who knows somebody he knows.



If theattackerhashiseyessetonhighly sensitiveinformation,hemayuse
this kind of approachto stir up usefulemotionsin thevictim, suchasfear
of getting into trouble with his superiors. Here's an example. 

Scott's Story 
"Scott Abrams." 

"Scott, this is ChristopherDalbridge.I just got off the phonewith Mr.
Biggley, andhe'smore thana little unhappy.He sayshe senta note ten
daysagothatyou peoplewereto getcopiesof all your marketpenetration
research over to us for analysis. We never got a thing." 

"Market penetration research? Nobody said anything to me about it. 
What department are you in?" 
"We're a consulting firm he hired, and we're already behind schedule."
"Listen, I'm just on my way to a meeting. Let me get your phone number
 and . . ." 

The attacker now sounded just short of truly frustrated: "Is that what 
you want me to tell Mr. Biggley?! Listen, he expectsour analysisby
tomorrowmorningandwe haveto work on it tonight.Now, do you want
meto tell him wecouldn'tdo it 'causewecouldn'tgetthereportfrom you,
or do you want to tell him that yourself?." 

An angry CEO can ruin your week. The target is likely to decidethat
maybethis is somethinghe bettertake careof beforehe goesinto that
meeting.Onceagain,the socialengineerhaspressedthe right button to
get the response he wanted. 

Analyzing the Con 
Theruseof intimidationby referencingauthorityworksespeciallywell if
the other personis at a fairly low level in the company.The useof an
important person's name not only overcomesnormal reluctance or
suspicion,but oftenmakesthe personeagerto please;the naturalinstinct
of wanting to be helpful is multiplied when you think that the person
you're helping is important or influential. 

The social engineerknows, though, that it's best when running this
particulardeceit to usethe nameof someoneat a higher level than the
person'sown boss. And this gambit is tricky to use within a small
organization:The attacker doesn't want his victim making a chance



commentto the VP of marketing."I sentout the productmarketingplan
you had that guy call me about," can too easily producea responseof
"What marketingplan?What guy?" And that could leadto the discovery
that the company has been victimized.
 



MITNICKS MESSAGE
Intimidation can create a fear of punishment,influencing people to
cooperate.Intimidation can also raise the fear of embarrassmentor of
being disqualified from that new promotion. 
People must be trained that it's not only acceptablebut expectedto
challengeauthoritywhensecurityis atstake.Informationsecuritytraining
should include teachingpeoplehow to challengeauthority in customer-
friendly ways, without damaging relationships. Moreover, this expectation
mustbe supportedfrom the top down. If an employeeis not going to be
backedup for challengingpeopleregardlessof their status,the normal
reaction is to stop challenging--just the opposite of what you want. 

WHAT THE SOCIAL SECURITY ADMINISTRATION KNOWS
ABOUT YOU 
We like to think that government agencies with les on us keep the
information  safely locked away from people without an authentic need to
know. The reality is that even the federal government isn't as immune to
penetration as we would like to imagine. 

May Linn’s Phone Call
Place: A regional office of the Social Security Administration 
Time: 1 0:1 8 A.M., Thursday morning 

"Mod Three. This is May Linn Wang." 

The voice on the other end of the phone sounded apologetic, almost timid.

"Ms. Wang, this is Arthur Arondale, in the Office of the Inspector
General. Can I call you 'May'? 
"It's 'May Linn'," she said. 
 "Well, it's like this, May Linn. We've got a new guy in here who there's
no computer for yet, and right now he's got a priority project and he's
using mine. We're the government of the United States, for cryin' out
loud, and they say they don't have enough money in the budget to buy a
computer for this guy to use. And now my boss thinks I'm falling behind
and doesn't want to hear any excuses, you know?" 
 



"I know what you mean, all right." 
"Can you help me with a quick inquiry on MCS?" he asked,using the
name of the computer system for looking up taxpayer information. 
"Sure, what'cha need?" 
"The first thing I needyou to do is analphadenton JosephJohnson,DOB
7/4/69." (Alphadentmeansto have the computersearchfor an account
alphabetically by taxpayer name, further identified by date of birth.) 

After a brief pause, she asked: 

"What do you need to know?" 
"What's his account number?" he said, using the insider's 

shorthand for the social security number. She read it off. 
"Okay, I need you to do a numident on that account number,"
 the caller said. 

That was a request for her to read off the basic taxpayer data, 
and May Linn responded by giving the taxpayer's place of 
birth, mother's maiden name, and father's name. The caller 
listened patiently while she also gave him the month and year 
the card was issued, and the district office it was issued by. 

He next asked for a DEQY. (Pronounced "DECK-wee," it's short 
for "detailed earnings query.") 

The DEQY request brought the response, "For what year?" 
The caller replied, "Year 2001 ." 
May Linn said, "The amount was $190,286, the payer was Johnson
MicroTech." 
"Any other wages?"
"No." 
"Thanks," he said. "You've been very kind." 
Then he tried to arrange to call her whenever he needed information and
couldn't get to his computer, again using the favorite trick of social
engineers of always trying to establish a  connection so that he can keep
going back to the same person,  avoiding the nuisance of having to find a
new mark each 
time. 

"Not next week," she told him, because she was going to Kentucky for her
sister's wedding.' Any other time, she'd do whatever she could. 



When she put the phone down, May Linn felt good that she 
had been able to offer a little help to a fellow unappreciated 
public servant. 
    



Keith Carter's Story 
To judge from the moviesand from best-sellingcrime novels,a private
investigatoris short on ethicsand long on knowledgeof how to get the
juicy factson people.They do this by using thoroughlyillegal methods,
while just barelymanagingto avoidgettingarrested.Thetruth,of course,
is that most PIs run entirely legitimatebusinesses.Sincemany of them
startedtheir working lives asswornlaw enforcementofficers, they know
perfectly well what's legal and what isn't, and most are not temptedto
cross the line. 

Thereare,however,exceptions.SomePis - morethana few - do indeed
fit themold of theguysin thecrime stories.Theseguysareknown in the
tradeas informationbrokers,a polite term for peoplewho arewilling to
breaktherules.Theyknow theycangetanyassignmentdonea gooddeal
faster and a good deal easierif they take some shortcuts.That these
shortcutshappento bepotentialfeloniesthatmight landthembehindbars
for a few years doesn't seem to deter the more unscrupulous ones. 

MeanwhiletheupscalePIs--theoneswho work out of a fancyoffice suite
in a high-rentpart of town--don'tdo this kind of work themselves.They
simply hire some information broker to do it for them. 

Theguy we'll call Keith Carterwasthekind of privateeyeunencumbered
by ethics. 

It wasa typical caseof "Where'shehiding themoney?"Or sometimesit's
"Where's she hiding the money?" Sometimesit was a rich lady who
wantedto know whereherhusbandhadhiddenhermoney(thoughwhy a
womanwith moneyevermarriesa guy without wasa riddle Keith Carter
wondered about now and then but had never found a good answer for). 

In this casethe husband,whosenamewas Joe Johnson,was the one
keepingthe moneyon ice. He "was a very smartguy who hadstarteda
high-techcompanywith tenthousanddollarsheborrowedfrom his wife's
family and built into a hundred-million dollar firm. According to her
divorce lawyer, he had donean impressivejob of hiding his assets,and
the lawyer wanted a complete rundown. 

Keith figured his starting point would be the Social Security
Administration,targetingtheir files on Johnson,which would be packed
with highly useful information for a situationlike this. Armed with their



info, Keith could pretendto be the targetand get the banks,brokerage
firms, and offshore institutions to tell him everything. 

His first phonecall was to a local district office, using the same800
number  that any member of the public uses, the number listed in the local
 



phonebook.Whena clerk cameon the line, Keith askedto beconnected
to someonein Claims.Anotherwait, andthena voice.Now Keith shifted
gears; "Hi," he began."This is Gregory Adams, District Office 329.
Listen, I'm trying to reach a claims adjuster that handlesan account
number that ends in 6363, and the number I have goes to a fax machine." 

"That's Mod 2," the man said.He looked up the numberand gaveit to
Keith. 

Next he calledMod 2. WhenMay Linn answered,he switchedhatsand
went through the routine aboutbeing from the Office of the Inspector
General, and the problem about somebody else having to use his
computer.Shegavehim theinformationhewaslooking for, andagreedto
do whatever she could when he needed help in the future. 

Analyzing the Con 
What made this approacheffective was the play on the employee's
sympathywith the storyaboutsomeoneelseusinghis computerand"my
bossis not happywith me." Peopledon't show their emotionsat work
very often; when they do, it can roll right over someoneelse'sordinary
defensesagainstsocialengineeringattacks.Theemotionalploy of "I'm in
trouble, won't you help me?" was all it took to win the day. 

Social Insecurity 
Incredibly, the SocialSecurityAdministrationhasposteda copy of their
entire Program Operations Manual on the Web, crammed with
information that'suseful for their people,but also incredibly valuableto
socialengineers.It containsabbreviations,lingo, andinstructionsfor how
to request what you want, as described in this story. 

Want to learn more inside information about the Social Security
Administration?Justsearchon Googleor enterthe following addressinto
your browser: http://policy.ssa.gov/poms.nsf/.Unless the agency has
alreadyreadthis storyandremovedthemanualby thetime you readthis,
you'll find on-lineinstructionsthatevengive detailedinformationon what
dataan SSA clerk is allowedto give to the law enforcementcommunity.
In practicalterms,that communityincludesany socialengineerwho can
convince an SSA clerk that he is from a law enforcement organization. 



Theattackercould not havebeensuccessfulin obtainingthis information
from oneof the clerkswho handlesphonecalls from the generalpublic.
The kind of attack Keith used only works when the person on the
receivingendof the call is someonewhosephonenumberis unavailable
to the public, and who thereforehasthe expectationthat anyonecalling
mustbesomebodyon the inside--anotherexampleof speakeasysecurity'.
The elements that helped this attack to work included: 

Knowing the phone number to the Mod. 

Knowing the terminology they used--numident, alphadent, and DEQY. 

Pretendingto be from the Office of the InspectorGeneral,which every
federalgovernmentemployeeknowsasa government-wideinvestigative
agency with broad powers. This gives the attacker an aura of authority. 

One interesting sidelight: Social engineers seem to know how to make
requests so that hardly anyone ever thinks, "Why are you calling me.'-
even when, logically; it would have made more sense if the call had gone
to some other person in some completely different department. Perhaps it
simply offers such a break in the monotony of the daily grind to help the
caller that the victim discounts how unusual the call seems. 

Finally, the attacker in this incident, not satisfied with getting the
information just for the case at hand, wanted to establish a contact he
could call on regularly. He might otherwise have been able to use a
common ploy for the sympathy attack--"I spilled coffee on my keyboard."
That was no good here, though, because a keyboard can be replaced in a
day. 
Hence he used the story about somebody else using his computer, which
he could reasonably string out for weeks: "Yep, I thought he'd have his
own computer yesterday, but one came in and another guy pulled some
kind of deal and got it instead. So this joker is still showing up in my
cubicle."  And so on. 

Poor me, I need help. Works like a charm. 

ONE SIMPLE CALL 
Oneof anattacker'smainhurdlesis to makehis requestsoundreasonable
somethingtypical of requeststhat come up in the victim's workday,
somethingthatdoesn'tput thevictim out too much.As with a lot of other



thingsin life, makinga requestsoundlogical maybea challengeoneday,
but the next, it may be a piece of cake. 
 



Mary H's Phone Call
Date/Time: Monday, November 23, 7:49 A.M.
Place: Mauersby & Storch Accounting, New York

To mostpeople,accountingwork is numbercrunchingandbeancounting,
generallyviewed as being about as enjoyableas having a root canal.
Fortunately,not everyoneseesthe work that way. Mary Harris, for
example,found her work as a senior accountantabsorbing,part of the
reason she was one of the most dedicated accounting employees at her
firm.

On this particularMonday,Mary arrivedearly to get a headstarton what
she expectedto be a long day, and was surprisedto find her phone
ringing. She picked it up and gave her name.

"Hi, this is PeterSheppard.I'm with ArbucldeSupport,the companythat
doestechsupportfor your firm. We loggeda coupleof complaintsover
the weekendfrom peoplehaving problemswith the computersthere. I
thought I could troubleshootbefore everybody comes into work this
morning.Are you havinganyproblemswith your computeror connecting
to the network?"

Shetold him shedidn't know yet.Sheturnedhercomputeron andwhile it
was booting, he explained what he wanted to do.

"I'd like to run a coupleof testswith you, hesaid."I'm ableto seeon my
screenthe keystrokesyou type, and I want to make sure they'regoing
acrossthenetworkcorrectly.So everytime you type a stroke,I wantyou
to tell mewhat it is, andI'll seeif the sameletter or numberis appearing
here. Okay?"

With nightmarevisionsof hercomputernot working anda frustratingday
of not beingableto getanywork done,shewasmorethanhappyto have
this manhelp her. After a few moments,shetold him, "I havethe login
screen, and I'm going to type in my ID. I'm typing it now--
M...A...R...Y...D."

"Great so far," he said. "I'm seeingthat here.Now, go aheadand type
your passwordbut don't tell me what it is. You shouldnevertell anybody
your password,not even tech support. I'll just seeasteriskshere--your
passwordis protectedsoI can'tseeit.': Noneof this wastrue,but it made



senseto Mary. And thenhe said,"Let me know onceyour computerhas
started up."

Whenshesaid it was running,he had her opentwo of her applications,
and she reported that they launched "just fine."



Mary wasrelievedto seethateverythingseemedto beworking normally.
Petersaid,"I'm gladI couldmakesureyou'll beableto useyour computer
okay. And listen," he went on, "we just installed an updatethat allow
peopleto changetheir passwords.Would you be willing to takea couple
of minutes with me so I can see if we got it working right? 

Shewasgrateful for the help he hadgiven her andreadily agreed.Peter
talkedherthroughthestepsof launchingtheapplicationthatallowsa user
to changepasswords,a standardelementof the Windows2000operating
system."Go aheadandenteryour password,"hetold her."But remember
not to say it out loud." 

Whenshehaddonethat,Petersaid,"Justfor this quick test,whenit asks
for your new password,enter 'test123.' Then type it again in the
Verification box, and click Enter." 

He walkedher throughthe processof disconnectingfrom the server.He
hadher wait a coupleof minutes,thenconnectagain,this time trying to
log on with hernewpassword.It workedlike a charm,Peterseemedvery
pleased,andtalkedherthroughchangingbackto heroriginal passwordor
choosinga new one--oncemore cautioning her about not saying the
password out loud. 

"Well, Mary," Petertold her."We didn't find anytrouble,andthat'sgreat.
Listen,if anyproblemsdo comeup, just call usoverhereat Arbuckle.I'm
usuallyon specialprojectsbut anybodyherewho answerscanhelpyou."
She thanked him and they said goodbye. 

Peter's Story 
The word had gottenaroundaboutPeter--anumberof the peoplein his
communitywho had goneto schoolwith him had heardhe turnedinto
some kind of a computer whiz who could often find out useful
information that other peoplecouldn't get. When Alice Conradcameto
him to aska favor, he saidno at first. Why shouldhe help?Whenheran
into her once and tried to ask for a date, she had turned him down cold. 

But his refusal to help didn't seem to surprise her. She said she didn't think
it wassomethinghecoulddo anyway.Thatwaslike a challenge,because
of course he was sure he could. And that was how he came to 
agree. 



Alice had been offered a contract for some consulting work for a
marketingcompany,but thecontracttermsdidn't seemvery good.Before
shewent back to ask for a betterdeal, shewantedto know what terms
other consultants had on their contracts. 
 



This is how Peter tells the story. 

I wouldn't tell Alice but I got off on peoplewantingme to do something
they didn't think I could, whenI knew it would be easy.Well, not easy,
exactly, not this time. It would take a bit of doing. But that was okay. 

I could show her what smart was really all about. 

A little after 7:30 Monday morning, I called the marketing company's
offices and got the receptionist, said that I was with the company that
handled their pension plans and I need to talk to somebody in Accounting.
Had she noticed if any of the Accounting people had come in yet? She
said, "I think I saw Mary come in a few minutes ago, I'll try her for you." 

WhenMary pickedup thephone,I told hermy little storyaboutcomputer
problems,which wasdesignedto give her the jitters so she'dbe glad to
cooperate.As soonasI hadtalkedher throughchangingher password,I
thenquickly loggedonto the systemwith thesametemporarypasswordI
had asked her to use, test123. 

Here's where the mastery comes in--I installed a small program that 
allowedmeto accessthecompany'scomputersystemwheneverI wanted,
usinga secretpasswordof my own. After I hungup with Mary, my first
stepwasto erasetheaudit trail sono onewould evenknow I hadbeenon
his or hersystem.It waseasy.After elevatingmy systemprivileges,I was
able to download a free program called clearlogs that I found on a
security- related Web site at www.ntsecurity.nu. 

Time for the real job. I ran a search for any documents with the word
contract" in the filename, and downloaded the files. Then I searched some
more and came on the mother lode--the directory containing all the
consultant payment reports. So I put together all the contract files and a
list of payments. 

Alice could pore through the contracts and see how much they were
paying other consultants. Let her do the donkeywork of poring through all
those files. I had done what she asked me to. 

From the disks I put the data onto, I printed out some of the files so I 



could show her the evidence.I madeher meetme and buy dinner.You
shouldhaveseenher facewhenshethumbedthroughthestackof papers.
"No way," she said. "No way." 

I didn't bring the disks with me. They were the bait. I said she'd have to
come over to get them, hoping maybe she'd want to show her gratitude for
the favor I just did her. 
 



MITNICK MESSAGE
It's amazinghow easyit is for a socialengineerto getpeopleto do things
basedon how he structuresthe request.The premiseis to trigger an
automaticresponsebasedon psychologicalprinciples, and rely on the
mental shortcuts people take when they perceive the caller as an ally.

Analyzing the Con
Peter'sphonecall to the marketingcompanyrepresentedthe most basic
form of social engineering--a simple attempt that needed little preparation,
worked on the first attempt, and took only a few minutes to bring off.

Evenbetter,Mary, thevictim, hadno reasonto think thatanysortof trick
or ruse had been played on her, no reason to file a report or raise a ruckus.

The scheme worked through Peter's use of three social engineering tactics.
First he got Mary's initial cooperationby generatingfear--makingher
think that her computermight not be usable.Then he took the time to
have her open two of her applicationsso she could be sure they were
working okay,strengtheningtherapportbetweenthe two of them,a sense
of being allies. Finally, he got her further cooperation for the essential part
of his task by playing on her gratitudefor the help he had provided in
making sure her computer was okay.

By telling hersheshouldn'teverrevealherpassword,shouldnot revealit
evento him, Peterdid a thoroughbut subtlejob of convincingher thathe
wasconcernedaboutthesecurityof hercompany'sfiles. This boostedher
confidencethat he mustbe legitimatebecausehe wasprotectingher and
the company.

THE POLICE RAID
Picturethis scene:Thegovernmenthasbeentrying to lay a trapfor a man
namedArturo Sanchez,who hasbeendistributing movies free over the
Internet.The Hollywood studiossay he's violating their copyrights,he
sayshe'sjust trying to nudgethem to recognizean inevitablemarketso
they'll start doing somethingabout making new movies available for
download.He points out (correctly) that this could be a hugesourceof
revenue for the studios that they seem to be completely ignoring.
 



Search Warrant, Please
Coming home late one night, he checksthe windows of his apartment
from across the street and notices the lights are off, even though he always
leaves one on when he goes out.

He pounds and bangs on a neighbor's door until he wakes the man up, and
learns that there was indeed a police raid in the building. But they made
the neighbors stay downstairs, and he still isn't sure what apartment they
went into. He only knows they left carrying some heavy things, only they
were wrapped up and he couldn't tell what they were. And they didn't take
anybody away in handcuffs.

Arturo checks his apartment. The bad news is that there's a paper from
the police requiring that he call immediatelyand set up an appointment
for an interview within threedays.The worsenewsis that his computers
are missing.

Arturo vanishesinto the night, going to stay with a friend. But the
uncertaintygnawsat him. How much do the police know? Have they
caughtup with him at last,but left him a chanceto flee?Or is this about
somethingelse entirely, somethinghe can clear up without having to
leave town?

Before you read on, stop and think for a moment: Can you imagine any
way you could find out what the police know about you? Assuming you
don't have any political contacts or friends in the police department or the
prosecutor s office, do you imagine there's any way that you, as an
ordinary citizen, could get this information? Or that even someone with
social engineering skills could?

Scamming the Police
Arturo satisfiedhis needto know like this: To startwith, hegot thephone
number for a nearbycopy store, called them, and askedfor their fax
number.

Thenhecalledthedistrict attorney'soffice, andaskedfor Records.When
he was connectedwith the recordsoffice, he introducedhimself as an
investigatorwith LakeCounty,andsaidheneededto speakwith theclerk
who files the active search warrants.

"I do," the lady said. "Oh, great," he answered. "Because we raided a



suspect last night and I'm trying to locate the affidavit."

"We file them by address," she told him.

He gave his address, and she sounded almost excited. "Oh, yeah," she
bubbled, "I know about that one. 'The Copyright Caper.'"



"That's the one," he said. "I'm looking for the affidavit and copy of the
warrant. 

"Oh, I have it right here." 

"Great,"hesaid."Listen, I'm out in thefield andI haveameetingwith the
SecretServiceon this caseif I fifteen minutes.I've beensoabsentminded
lately, I left thefile at home,andI'll nevermakeit thereandbackin time.
Could I get copies from you?" 

"Sure,no problem.I'll makecopies;you can comeright over and pick
them up." 

"Great,"hesaid."That'sgreat.But listen,I'm on theothersideof town. Is
it possible you could fax them to me?" 

That createda small problem,but not insurmountable."We don't havea
fax up herein Records,"shesaid."But they haveonedownstairsin the
Clerk's office they might let me use." 

He said, "Let me call the Clerk's office and set it up." 

The lady in the Clerk's office said she'dbe glad to take care of it but
wantedto know "Who's going to pay for it?" Sheneededan accounting
code. 

"I'll get the code and call you back," he told her. 
He then called the DA's office, again identified himself as a police officer
and simply asked the receptionist, "What's the accounting code for the
DA's office?" Without hesitation, she told him. 

Calling back to the Clerk's office to provide the accounting number gave
him the excuse for manipulating the lady a little further: He talked her
into walking upstairs to get the copies of the papers to be faxed. 

NOTE
How does a social engineer know the details of so many operation –
police departments, prosecutors offices, phone company practices, the
organization of specific companies that are in fields useful in his attacks,
such as telecommunications and computers ? Because it’s his business to



find out. This knowledge is a social engineers stock in the trade because
information can aid him in his efforts to deceive.

Covering His Tracks 
Arturo still had anothercouple of stepsto take. There was always a
possibility that someonewould smell somethingfishy, and he might
arriveat thecopystoreto find acoupleof detectives,casuallydressedand
trying to 
 



look busy until somebodyshowedup asking for that particular fax. He
waiteda while, andthencalled the Clerk'soffice back to verify that the
lady had sent the fax. Fine so far.

He calledanothercopy storein the samechainacrosstown andusedthe
ruseabouthow he was"pleasedwith your handlingof a job andwant to
write themanagera letterof congratulations,what'shername?"With that
essentialpieceof information,hecalledthefirst copystoreagainandsaid
he wantedto talk to the manager.When the man picked up the phone,
Arturo said, "Hi, this is Edwardat store628 in Hartfield. My manager,
Anna, told me to call you. We've got a customerwho's all upset--
somebodygavehim the fax numberof thewrong store.He'sherewaiting
for animportantfax, only thenumberhewasgivenis for your store."The
managerpromisedto haveoneof his peoplelocatethe fax andsendit on
to the Hartfield store immediately.

Arturo wasalreadywaiting at thesecondstorewhenthefax arrivedthere.
Oncehehadit in hand,hecalledbackto theClerk'soffice to tell the lady
thanks,and'It's not necessaryto bring thosecopiesbackupstairs,you can
just throw themawaynow." Thenhecalledthe managerat the first store
and told him, too, to throw away their copy of the fax. This way there
wouldn't be any recordof what had takenplace,just in casesomebody
latercamearoundaskingquestions.Socialengineersknow you cannever
be too careful.

Arrangedthis way, Arturo didn't even have to pay chargesat the first
copystorefor receivingthe fax andfor sendingit out againto thesecond
store.And if it turnedout that the police did show up at the first store,
Arturo would alreadyhave his fax and be long goneby the time they
could arrange to get people to the second location.

Theendof thestory:Theaffidavit andwarrantshowedthatthepolicehad
well-documentedevidenceof Arturo'smovie-copyingactivities.Thatwas
what he neededto know. By midnight, he had crossedthe state line.
Arturo wason theway to a newlife, somewhereelsewith a newidentity,
ready to get started again on his campaign.

Analyzing the Con
The peoplewho work in any district attorney'soffice, anywhere,are in
constantcontact with law enforcementofficers--answeringquestions,
making arrangements,taking messages.Anybody gutsy enoughto call



andclaim to be a police officer, sheriff'sdeputy,or whateverwill likely
be taken at his word. Unless it's obvious that he doesn't know the
terminology,or if he'snervousandstumblesover his words,or in some
other way

 



doesn'tsoundauthentic,he may not evenbe askeda single questionto
verify his claim. That's exactly what happened here, with two different
workers.

MITNICK MESSAGE
The truth of the matter is that no one is immune to being duped by a good
social engineer. Because of the pace of normal life, we don't always take
the time for thoughtful decisions, even on matters that are important to us.
Complicated situations, lack of time, emotional state, or mental fatigue
can easily distract us. So we take a mental shortcut, making our decisions
without analyzing the information carefully and completely, a mental
process known as automatic responding. This is even true for federal,
state, and local law enforcement officials. We're all human.

Obtaininga neededchargecode was handledwith a single phonecall.
Then Arturo playedthe sympathycard with the story about"a meeting
with the SecretServicein fifteen minutes,I've beenabsent-mindedand
left thefile at home."Shenaturallyfelt sorryfor him, andwentout of her
way to help.

Then by using not one but two copy stores,Arturo madehimself extra
safewhenhe went to pick up the fax. A variationon this that makesthe
fax evenmore difficult to trace:Insteadof having the documentsentto
anothercopystore,theattackercangive whatappearsto bea fax number,
but is really anaddressat a freeInternetservicethatwill receivea fax for
you and automatically forward it to your email address. That way it can be
downloadeddirectly to theattacker'scomputer,andheneverhasto show
his faceanyplacewheresomeonemight laterbeableto identify him. And
theemailaddressandelectronicfax numbercanbeabandonedassoonas
the mission has been accomplished.

TURNING THE TABLES
A young man I'll call Michael Parker was one of those people who figured
out a bit late that thebetter-payingjobsmostly go to peoplewith college
degrees.He hada chanceto attenda local collegeon a partialscholarship
pluseducationloans,but it meantworking nightsandweekendsto payhis
rent, food, gas, and car insurance.Michael, who always liked to find
shortcuts,thoughtmaybetherewasanotherway, one that paid off faster
andwith lesseffort. Becausehe hadbeenlearningaboutcomputersfrom
the time he got to play with one at ageten and becamefascinatedwith



finding out how they worked,he decidedto seeif he could "create"his
own accelerated bachelor's degree in computer science.
 



Graduating--Without Honors
He could havebrokeninto the computersystemsof the stateuniversity,
found the recordof someonewho had graduatedwith a nice B+ or A-
average,copiedthe record,put his own nameon it, and addedit to the
recordsof that year's graduatingclass. Thinking this through, feeling
somehowuneasyabouttheidea,herealizedtheremustbeotherrecordsof
a studenthaving beenon campus--tuitionpaymentrecords,the housing
office, andwho knowswhat else.Creatingjust the recordof coursesand
grades would leave too many loopholes.

Plotting further, feeling his way, it came to him that he could reach his
goal by seeingif the schoolhad a graduatewith the samenameas his,
whohadearneda computersciencedegreeanytime duringanappropriate
spanof years.If so, he could just put down the other Michael Parker's
social securitynumberon employmentapplicationforms; any company
that checkedthe nameand social security numberwith the university
would be told that, yes,he did havethe claimeddegree.(It wouldn't be
obvious to most peoplebut was obvious to him that he could put one
social securitynumberon the job applicationand then, if hired, put his
own real numberon the new-employeeforms. Most companieswould
never think to check whethera new hire had useda different number
earlier in the hiring process.)

Logging In to Trouble
How to find a Michael Parker in the university's records? He went about it
like this:

Going to the main library on the university campus,he sat down at a
computerterminal,got up on the Internet,and accessedthe university's
Web site. He then called the Registrar'soffice. With the personwho
answered,hewent throughoneof theby-now-familiarsocialengineering
routines: "I'm calling from the ComputerCenter,we're making some
changes to the network configuration and we want to make sure we don't
disrupt your access. Which server do you connect to?"

"What do you mean, server, he was asked.

"What computer do you connect to when you need to look up student
academic information.



The answer,admin.rnu.edu,gavehim the nameof the computerwhere
student records were stored. This was the first piece of the puzzle: He now
knew his target machine.

 



LINGO
DUMB TERMINAL A terminal that doesn’t contain its own
microprocessor.Dumb terminalscan only acceptsimple commandsand
display text characters and numbers.

He typedthat URL into the computerandgot no response--asexpected,
therewas a firewall blocking access.So he ran a programto seeif he
couldconnectto any of the servicesrunningon thatcomputer,andfound
anopenport with a Telnetservicerunning,which allowsonecomputerto
connect remotely to another computer and access it as if directly
connectedusinga dumbterminal.All hewould needto gainaccesswould
be the standard user ID and password.

He madeanothercall to the registrar'soffice, this time listeningcarefully
to makesurehewastalking to a differentperson.He gota lady,andagain
he claimed to be from the university's Computer Center. They were
installinga newproductionsystemfor administrativerecords,hetold her.
As a favor, he'd like her to connect to the new system, still in test mode, to
seeif shecouldaccessstudentacademicrecordsokay.He gavehertheIP
address to connect to, and talked her through the process.

In fact, the IP addresstook her to the computerMichael wassitting at in
thecampuslibrary. Usingthesameprocessdescribedin Chapter8, hehad
created a login simulator--a decoy sign-in screen--looking just like the one
shewas accustomedto seeingwhen going onto the systemfor student
records. "It's not working," she told him. "It keeps saying 'Login incorrect.

By now the login simulatorhad fed the keystrokesof her accountname
andpasswordto Michael'sterminal;missionaccomplished.He told her,
"Oh, someof theaccountshaven'tbeenbroughtoveryet to this machine.
Let mesetupyour account,andI'll call you back."Carefulabouttying up
looseends,asanyproficientsocialengineerneedsto be,hewould makea
point of phoninglaterto saythat the testsystemwasn'tworking right yet,
and if it was okay with her, they'd call back to her or one of the other
folks there when they had figured out what was causing the problem.

The Helpful Registrar
Now Michael knew what computersystemhe neededto access,and he
had a user's ID and password. But what commands would he need in
 



order to searchthe files for informationon a computersciencegraduate
with theright nameandgraduationdate?Thestudentdatabasewould bea
proprietaryone,createdon campusto meetthe specific requirementsof
theuniversityandthe Registrar'soffice, andwould havea uniqueway of
accessing information in the database. 

First step in clearing this last hurdle: Find out who could guide him
through the mysteriesof searchingthe studentdatabase.He called the
Registrar'soffice again, this time reachinga different person.He was
from theoffice of theDeanof Engineering,hetold thelady,andheasked,
"Who are we supposedto call for help when we're having problems
accessing the student academic rues. 

Minutes later he was on the phone with the college's database
administrator, pulling the sympathy act: "I'm Mark Sellers, in the
registrar'soffice. You feel like taking pity on a new guy? Sorry to be
calling you but they'reall in a meetingthis afternoonand there'sno one
around to help me. I need to retrieve a list of all graduateswith a
computer science degree, between 1990 and 2000. They need it by the end
of the day and if I don't haveit, I may not havethis job for long. You
willing to helpout a guy in trouble?"Helpingpeopleout waspartof what
this databaseadministratordid, so he was extra patient as he talked
Michael step by step through the process. 

By the time they hung up, Michael had downloadedthe entire list of
computersciencegraduatesfor thoseyears.Within a few minuteshehad
run a search,located two Michael Parkers,chosenone of them, and
obtained the guy's social security number as well as other pertinent
information stored in the database. 

He had just become "Michael Parker, B.S. in Computer Science,
graduatedwith honors, 1998." In this case, the "B.S." was uniquely
appropriate. 

Analyzing the Con 
This attack used one ruse I haven't talked about before: The attacker
askingthe organization'sdatabaseadministratorto walk him throughthe
stepsof carrying out a computerprocesshe didn't know how to do. A
powerful and effective turning of the tables, this is the equivalentof
asking the owner of a store to help you carry a box containing items
you've  just  stolen from his shelves out to your car. 



 



MITNICK MESSAGE
Computer users are sometimes clueless about the threats and
vulnerabilities associated with social engineering that exist in our world of
technology. They have accessto information, yet lack the detailed
knowledgeof what might proveto bea securitythreat.A socialengineer
will targetanemployeewho haslittle understandingof how valuablethe
information being sought is, so the target is more likely to grant the
stranger's request.

PREVENTING THE CON
Sympathy,guilt, and intimidation are three very popular psychological
triggersusedby the socialengineer,and thesestorieshavedemonstrated
the tactics in action. But what can you and your companydo to avoid
these types of attacks?

Protecting Data
Somestories in this chapteremphasizethe dangerof sendinga file to
someoneyou don't know, evenwhenthat personis (or appearsto be) an
employee,andthe file is beingsentinternally, to anemail addressor tax
machine within the company.

Companysecuritypolicy needsto be very specificaboutthe safeguards
for surrenderingvalued data to anyone not personally known to the
sender.Exactingproceduresneedto be establishedfor transferringfiles
with sensitive information. When the request is from someonenot
personallyknown, theremustbe clearstepsto takefor verification,with
different levels of authenticationdependingon the sensitivity of the
information.

Here are some techniques to consider:

Establishthe needto know (which may requireobtainingauthorization
from the designated information owner).

Keep a personal or departmental log of these transactions.

Maintain a list of people who have been specially trained in the
proceduresand who are trusted to authorize sending out sensitive
information. Require that only these people be allowed to send
information to anyone outside the workgroup.



If a requestfor the data is madein writing (email, fax, or mail) take
additionalsecuritystepsto verify that the requestactuallycamefrom the
person it appears to have come from.
 



About Passwords
All employeeswho are able to accessany sensitive information--and
today that meansvirtually every worker who usesa computer--needto
understandthat simpleactslike changingyour password,evenfor a few
moments, can lead to a major security breach.

Securitytraining needsto cover the topic of passwords,and that hasto
focusin parton whenandhow to changeyour password,whatconstitutes
an acceptablepassword,and the hazardsof letting anyoneelsebecome
involved in the process.The training especiallyneedsto convey to all
employeesthat they should be suspiciousof any requestthat involves
their passwords.

On the surfacethis appearsto be a simple messageto get acrossto
employees. It's not, because to appreciate this idea requires that
employeesgrasphow a simpleact like changinga passwordcanleadto a
security compromise.You can tell a child "Look both ways before
crossingthe street,"but until the child understandswhy that'simportant,
you're relying on blind obedience. And rules requiring blind obedience are
typically ignored or forgotten.

NOTE
Passwords are such a central focus of social engineering attacks that we
devote a separate section to the topic in Chapter 16, where you will find
specific recommended policies on managing passwords.

A Central Reporting Point
Your security policy should provide a person or group designated as a
central point for reporting suspicious activities that appear to be attempts
to infiltrate your organization. All employees need to know who to call
any time they suspect an attempt at electronic or physical intrusion. The
phone number of the place to make these reports should always be close
at hand so employees don't have to dig for it if they become suspicious
that an attack is taking place.

Protect Your Network
Employeesneedto understandthat the nameof a computerserveror
network is not trivial information, but rather it can give an attacker
essentialknowledgethat helpshim gain trust or find the locationof the
information he desires.



In particular, people such as databaseadministratorswho work with
softwarebelongto that categoryof thosewith technologyexpertise,and
they need to operate under special and very restrictive rules about
verifying the identity of people who call them for information or advice.

Peoplewho regularlyprovideany.kind of computerhelpneedto bewell
trainedin what kinds of requestsshouldbe red flags,suggestingthat the
caller may be attempting a social engineering attack.

It's worth noting, though, that from the perspectiveof the database
administratorin the laststory in this chapter,thecallermet thecriteriafor
beinglegitimate:He wascalling from on campus,andhe wasobviously
on a site that requiredan accountnameand password.This just makes
clear once again the importanceof having standardizedproceduresfor
verifying the identity of anybodyrequestinginformation,especiallyin a
caselike this wherethe caller wasaskingfor help in obtainingaccessto
confidential records.

All of this advicegoesdoublefor collegesanduniversities.It's not news
thatcomputerhackingis a favoritepastimefor manycollegestudents,and
it shouldalsobe no surprisethat studentrecords--andsometimesfaculty
records,aswell--area temptingtarget.This abuseis sorampantthatsome
corporationsactuallyconsidercampusesa hostileenvironment,andcreate
firewall rules that block access from educational institutions with
addresses that end in .edu.

The long andshort of it is that all studentand personnelrecordsof any
kind should be seen as prime targets of attack, and should be well
protected as sensitive information.

Training Tips
Most socialengineeringattacksareridiculously easyto defendagainst...
for anyone who knows what to be on the lookout for.

From the corporateperspective,there is a fundamentalneedfor good
training.But thereis alsoa needfor somethingelse:a variety of waysto
remind people of what they've learned.

Use splash screens that appear when the user's computer is turned on, with
a differentsecuritymessageeachday.Themessageshouldbedesignedso



that it doesnot disappearautomatically,but requiresthe userto click on
some kind of acknowledgement that he/she has read it.

AnotherapproachI recommendis to starta seriesof securityreminders.
Frequentremindermessagesareimportant;an awarenessprogramneeds
to be ongoing and never-ending. In delivering content, the reminders
 



shouldnot bewordedthesamein everyinstance.Studieshaveshownthat
thesemessagesaremoreeffectively receivedwhenthey vary in wording
or when used in different examples.

Oneexcellentapproachis to useshortblurbsin the companynewsletter.
This should not be a full column on the subject,although a security
column would certainly be valuable. Instead,design a two- or three-
column-wide insert, somethinglike a small display ad in your local
newspaper.In each issue of the newsletter,present a new security
reminder in this short, attention-catching way.
 



Chapter 9

The Reverse Sting 

The sting, mentioned elsewhere in this book (and in my opinion probably
the best movie that s ever been made about a con operation),  lays out its
tricky plot in fascinating detail. The sting operation
in themovie is anexactdepictionof how top grifters run "the wire," one
of the threetypesof majorswindlesreferredto as"big cons."If you want
to know how a teamof professionalspulls off a scamraking in a great
deal of money in a single evening, there's no better textbook. 

But traditional cons, whatever their particular gimmick, run according 
to a pattern.Sometimesa ruseis workedin the oppositedirection,which
is calleda reversesting. This is an intriguing twist in which the attacker
setsup the situationso that the victim calls on the attackerfor help,or a
co worker has made a request, which the attacker is responding to. 
How does this work? You're about to find out. 

LINGO
REVERSE STING A con in which the person being attacked asks the
attacker for help

THE ART OF FRIENDLY PERSUASION 
When the averagepersonconjuresup the pictureof a computerhacker,
what usually comesto mind is the uncomplimentaryimageof a lonely,
introvertednerdwhosebestfriend is his computerandwho hasdifficulty
carrying on a conversation,except by instant messaging.The social
engineer,who often has hacker skills, also has people skills at the
opposite end 
 



of the spectrum--well-developedabilities to use and manipulatepeople
thatallow him to talk his way into gettinginformationin waysyou would
never have believed possible.

Angela's Caller
Place: Valley branch, Industrial Federal Bank.
Time: 11:27 A.M.

Angela Wisnowskianswereda phonecall from a man who saidhe was
just aboutto receivea sizeableinheritanceandhewantedinformationon
the different types of savings accounts,certificates of deposit, and
whateverother investmentsshemight be able to suggestthat would be
safe,but earndecentinterest.Sheexplainedtherewerequitea numberof
choicesandaskedif he'dlike to comein andsit downwith her to discuss
them.He wasleavingon a trip assoonasthemoneyarrived,hesaid,and
hada lot of arrangementsto make.So shebegansuggestingsomeof the
possibilitiesandgiving him detailsof the interestrates,what happensif
you sell a CD early, and so on, while trying to pin down his investment
goals.

Sheseemedto be making progresswhenhe said, "Oh, sorry, I've got to
takethis othercall. What time canI finish this conversationwith you soI
canmakesomedecisions?Whendo you leavefor lunch?"Shetold him
12:30 and he said he'd try to call back before then or the following day.

Louis’s Caller
Major banksuse internal security codesthat changeevery day. When
somebodyfrom one branchneedsinformation from anotherbranch,he
proveshe's entitled to the information by demonstratinghe knows the
day'scode.For an addeddegreeof securityand flexibility, somemajor
banks issue multiple codeseach day. At a West Coast outfit I'll call
IndustrialFederalBank, eachemployeefinds a list of five codesfor the
day, identified as A through E, on his or her computer each morning.

Place: Same.
Time: 12:48 '.M., same day.

Louis Halpburn didn't think anything of it when a call came in that
afternoon, a call like others he handled regularly several times a week.

 



'Hello," the caller said. "This is Neil Webster. I'm calling from branch
3182 in Boston. Angela Wisnowski, please." 
"She's at lunch. Can I help?" 
"Well, she left a message asking us to fax some information on one of our

customers." 

The caller sounded like he had been having a bad day. 

"The person who normally handles those requests is out sick," he said.
"I've got a stack of these to do, it's almost 4 o'clock here and I'm supposed
to be out of this place to go to a doctor's appointment in half an hour." 

Themanipulation--givingall thereasonswhy theotherpersonshouldfeel
sorry for him--waspart of softeningup the mark.He wenton, "Whoever
took her phone message,the fax number is unreadable.It's 213-
something. What's the rest?" 

Louis gave the fax number, and the caller said, "Okay, thanks. 
Before I can fax this, I need to ask you for Code B." 

"But you called me," he said with just enough chill so the man from
Boston would get the message. 

This is good,thecallerthought.It's socool whenpeopledon't fall overat
the first gentleshove.If the,don't resista little, the job is too easyandI
could start getting lazy. 

To Louis, he said,"I've got a branchmanagerthat'sjust turnedparanoid
aboutgettingverificationbeforewe sendanythingout, is all. But listen,if
you don't need us to fax the information, it's okay. No need to verify." 
"Look," Louis said, "Angela will be back in half an hour or so. I can have

her call you back." 
"I'll just tell her I couldn't send the information today becauseyou

wouldn't identify this asa legitimaterequestby giving methecode.If
I'm not out sick tomorrow, I'll call her back then." 

"The messagesays'Urgent.'Never mind, without verification my hands
aretied.You'll tell herI tried to sendit but you wouldn'tgive thecode,
okay?" 

Louis gave up under the pressure. An audible sigh of annoyance



 came winging its way down the phone line. 

"Well," he said, "wait a minute; I have to go to my computer. 
Which code did you want?" 

"B," the caller said. 
 



He put the call on hold and then in a bit picked up the line again. "It's
3184." 

"That's not the right code." 
"Yes it is--B is 3184." 
"I didn't say B, I said E." 
"Oh, damn. Wait a minute." 
Another pause while he again looked up the codes. 
"E is 9697." 
"9697--right. I'll have the fax on the way. Okay?" 
"Sure. Thanks." 

Walter’s Call
"Industrial Federal Bank, this is Walter." 
"Hey, Walter, it's Bob Grabowski in Studio City, branch 38," the caller
said. "I need you to pull a sig card on a customer account and fax it to
me." The sig card, or signature card, has more than just the customer's
signature on it; it also has identifying information, familiar items such as
the social security number, date of birth, mother's maiden name, and
sometimes even a driver's license number. Very handy to a social
engineer. 

"Sure thing. What's Code C?" 

"Another teller is using my computer right now," the caller said. "But I
just used B and E, and I remember those. Ask me one of those." 

"Okay, what's E?" 

"E is 9697." 

A few minutes later, Walter faxed the sig card as requested. 

Donna Plaice’s Call
"Hi, this is Mr. Anselmo." 
"How can I help you today?" 
"What's that 800 numberI'm supposedto call when I want to seeif a

deposit has been credited yet?" 
"You're a customer of the bank?" 



"Yes, and I haven't used the number in a while and now I don't know
where I wrote it down." 

"The number is 800-555-8600." 

"Okay, thanks." 
 



Vince Capelli's Tale
The sonof a Spokanestreetcop, Vince knew from an early agethat he
wasn'tgoing to spendhis life slavinglong hoursandrisking his neckfor
minimum wage. His two main goals in life becamegetting out of
Spokane,andgoing into businessfor himself.The laughterof his homies
all through high school only fired him up all the more--they thought it was
hilarious that he wasso bustedon startinghis own businessbut had no
idea what business it might be.

SecretlyVince knew they wereright. The only thing he wasgoodat was
playingcatcheron thehigh schoolbaseballteam.But not goodenoughto
capture a college scholarship,no way good enough for professional
baseball. So what business was he going to be able to start?

One thing the guys in Vince's group never quite figured out: Anything
oneof themhad---anewswitchbladeknife, a nifty pair of warmgloves,a
sexynew girlfriend if Vince admiredit, beforelong the item washis. He
didn't stealit, or sneakbehindanybody'sback;hedidn't haveto. The guy
who hadit would give it up willingly, andthenwonderafterwardhow it
hadhappened.EvenaskingVincewouldn'thavegottenyou anywhere:He
didn't know himself. Peoplejust seemedto let him have whateverhe
wanted.

Vince Capelli was a social engineer from an early age, even though he
had never heard the term.

His friendsstoppedlaughingoncethey all had high schooldiplomasin
hand.While the otherssloggedaroundtown looking for jobs whereyou
didn't haveto say"Do you wantfries with that?"Vince'sdadsenthim off
to talk to an old cop pal who had left the force to start his own private
investigationbusinessin SanFrancisco.He quickly spottedVince'stalent
for the work, and took him on.

That was six yearsago. He hatedthe part about getting the goodson
unfaithful spouses,which involved achingly dull hours of sitting and
watching,but felt continuallychallengedby assignmentsto dig up asset
informationfor attorneystrying to figure out if somemiserablestiff was
rich enoughto be worth suing. Theseassignmentsgave him plenty of
chances to use his wits.



Like the time he hadto look into the bankaccountsof a guy namedJoe
Markowitz. Joehadmaybeworkeda shadydealon a one-timefriend of
his, which friend now wantedto know, if he sued,wasMarkowitz flush
enough that the friend might get some of his money back?

Vince's first step would be to find out at least one, but preferably two, of
the bank's security codes for the day. That sounds like a nearly impossible
 



challenge:Whaton earthwould inducea bankemployeeto knocka chink
in his own securitysystem?Ask yourself--if you wantedto do this,would
you have any idea of how to go about it?
For people like Vince, it's too easy.

Peopletrust you if you know the inside lingo of their job and their
company.It's like showing you belong to their inner circle. It's like a
secret handshake.

I didn't needmuchof that for a job like this. Definitely not brain surgery.
All's I neededto get startedwas a branchnumber.When I dialed the
BeaconStreetoffice in Buffalo, the guy that answeredsoundedlike a
teller.

"This is Tim Ackerman,"I said.Any namewould do, he wasn'tgoing to
write it down. "What's the branch number there?"

"The phone number or the branch number, he wanted to know, which
was pretty stupid because I had just dialed the phone number, hadn't I?

"Branch number."

"3182," he said. Just like that. No, "Whad'ya wanna know for?" or
anything. 'Causeit's not sensitiveinformation, it's written on just about
every piece of paper they use.

StepTwo, call thebranchwheremy targetdid his banking,get thename
of one of their people,and find out when the personwould be out for
lunch. Angela. Leaves at 12:30. So far, so good.

StepThree,call backto thesamebranchduringAngela'slunchbreak,say
I'm calling from branchnumbersuch-and-suchin Boston,Angela needs
this informationfaxed,gimmea codefor the day.This is the tricky part;
it's where the rubbermeetsthe road. If I was making up a test to be a
socialengineer,I'd put somethinglike this on it, whereyour victim gets
suspicious--forgood reason--andyou still stick in thereuntil you break
him downandget the informationyou need.You can'tdo thatby reciting
lines from a script or learninga routine,you got to be able to readyour
victim, catchhis mood,play him like landinga fish whereyou let out a
little line andreel in, let out andreel in. Until you gethim in the netand
flop him into the boat, splat!



So I landedhim andhadone of the codesfor the day. A big step.With
mostbanks,oneis all they use,so I would'vebeenhomeflee. Industrial
FederalBank usesfive, so havingjust oneout of five is long odds.With
two out of five, I'd have a much better chance of getting through the next
 



act of this little drama.I love that part about"I didn't say B, I said E."
When it works, it's beautiful. And it works most of the time.

Gettinga third onewould havebeenevenbetter.I've actuallymanagedto
getthreeon a singlecall--"B," "D," and"E" soundsomuchalike thatyou
can claim they misunderstoodyou again.But you haveto be talking to
somebody who's a real pushover. This man wasn't. I'd go with two.

Thedaycodeswould bemy trumpto getthesignaturecard.I call, andthe
guyasksfor a code.C hewants,andI've only got B andE. But it's not the
end of the world. You gotta stay cool at a moment like this, sound
confident,keepright on going, Real smooth,I playedhim with the one
about, "Somebody's using my computer, ask me one of these others."

We'reall employeesof thesamecompany,we'reall in this together,make
it easyon the guy--that'swhat you're hoping the victim is thinking at a
momentlike this. And heplayedit right by thescript.He took oneof the
choicesI offered,I gavehim the right answer,he sentthe fax of the sig
card.

Almost home.Onemorecall gavemethe800numberthatcustomersuse
for the automatedservicewhere an electronicvoice readsyou off the
information you ask for. From the sig card, I had all of my target's
accountnumbersand his PIN number,becausethat bank usedthe first
five or last four digits of the socialsecuritynumber.Penin hand,I called
the 800 numberand after a few minutesof pushingbuttons,I had the
latestbalancein all four of the guy'saccounts,andjust for goodmeasure,
his most recent deposits and withdrawals in each.

Everythingmy client hadaskedfor andmore.I alwayslike to give a little
extrafor goodmeasure.Keeptheclientshappy.After all, repeatbusiness
is what keeps an operation going, right?

Analyzing the Con
The key to this entireepisodewasobtainingthe all-importantdaycodes,
and to do that the attacker, Vince, used several different techniques.

He beganwith a little verbalarm-twistingwhenLouis provedreluctantto
give him a code.Louis wasright to besuspicious--thecodesaredesigned
to be usedin the oppositedirection.He knew that in the usual flow of
things,theunknowncallerwould begiving him a securitycode.This was



thecritical momentfor Vince,hehingeon which theentiresuccessof his
effort depended.

In the face of Louis's suspicion, Vince simply laid it on with
manipulation,using an appealto sympathy("going to the doctor"), and
pressure("I've got a stackto do, it's almost4 o'clock"), andmanipulation
("Tell her

 



you wouldn't give me the code").Cleverly, Vince didn't actuallymakea
threat,he just implied one:If you don'tgive methesecuritycode,I won't
sendthecustomerinformationthatyour co workerneeds,andI'll tell herI
would have sent it but you wouldn't cooperate.

Still, let's not be too hastyin blamingLouis. After all, the personon the
phoneknew (or at least appearedto know) that co worker Angela had
requesteda fax. Thecaller knewaboutthesecuritycodes,andknewthey
were identified by letter designation.The caller saidhis branchmanager
wasrequiring it for greatersecurity.Theredidn't really seemany reason
not to give him the verification he was asking for.

Louis isn't alone. Bank employeesgive up security codes to social
engineers every day. Incredible but true.

There'sa line in the sandwherea private investigator'stechniquesstop
being legal and start being illegal. Vince stayedlegal when he obtained
the branchnumber.He even stayedlegal when he connedLouis into
giving him two of the day'ssecuritycodes.He crossedthe line whenhe
had confidential information on a bank customer faxed to him.

But for Vince and his employer,it's a low-risk crime. When you steal
money or goods, somebody will notice it's gone. When you steal
information,mostof the time no onewill noticebecausethe information
is still in their possession.

MITNICK MESSAGE
Verbal security codes are equivalent to passwordsin providing a
convenientandreliablemeansof protectingdata.But employeesneedto
be knowledgeableaboutthe tricks that social engineersuse,and trained
not to give up the keys to the kingdom.

COPS AS DUPES
For a shady private investigatoror social engineer,there are frequent
occasionswhen it would be handy to know someone'sdriver's license
number--forexample,if you want to assumeanotherperson'sidentity in
order to obtain information about her bank balances.

Short of lifting the person'swallet or peeringover her shoulderat an
opportunemoment,finding out the driver's licensenumberought to be



next to impossible.But for anyonewith evenmodestsocial engineering
skills, it's hardly a challenge.
 



One particular social engineer--Eric Mantini, I'll call him, needed to get
driver's license and vehicle registration numbers on a regular basis. Eric
figured it was unnecessarily increasing his risk to call the Department of
Motor Vehicles (DMV) and go through the same ruse time after time
whenever he needed that information. He wondered whether there wasn't
some way to simplify the process. 

Probably no one had ever thought of it before, but he figured out a way 
to get the information in a blink, wheneverhe wantedit. He did it by
takingadvantageof a serviceprovidedby his state'sDepartmentof Motor
Vehicles.Many stateDMVs (or whateverthedepartmentmaybecalledin
yourstate)makeotherwise-privilegedinformationaboutcitizensavailable
to insurancefirms, privateinvestigators,andcertainothergroupsthat the
statelegislaturehasdeemedentitledto shareit for thegoodof commerce
and the society at large. 

The DMV, of course, has appropriate limitations on which types of data
will be given out. The insurance industry can get certain types of
information from the files, but not others. A different set of limitations
applies to PIs, and so on. 

For law enforcementofficers,a differentrule generallyapplies:TheDMV
will supplyany informationin therecordsto anyswornpeaceofficer who
properly identifies himself. In the stateEric then lived in, the required
identificationwasa RequestorCodeissuedby the DMV, alongwith the
officer's driver's license number. The DMV employeewould always
verify by matchingthe officer's nameagainsthis driver'slicensenumber
andoneotherpieceof information--usuallydateof birth-- beforegiving
out any information. 

What social engineer Eric wanted to do was nothing less than cloak
himself in the identity of a law enforcement officer. 
How did he manage that? By running a reverse sting on the cops! 

Eric’s Sting 
First he calledtelephoneinformationandaskedfor the phonenumberof
DMV headquartersin thestatecapitol.He wasgiventhenumber503555-
5000; that,of course,is thenumberfor calls from the generalpublic. He
then called a nearbysheriff's station and askedfor Teletype--theoffice
where communications are sent to and received from other law
enforcementagencies,thenationalcrime database,local warrants,andso



forth. When he reachedTeletype,he saidhe was looking for the phone
number for law enforcement to use when calling the DMV state
headquarters. 
 



"Who are you?" the police officer in Teletype asked.

"This is Al. I was calling 503-555-5753,"he said. This was partly an
assumption,and partly a numberhe pulled out of thin air; certainly the
specialDMV office setup to takelaw enforcementcalls would be in the
sameareacodeasthe numbergtyenout for the public to call, andit was
almostascertainthat the next threedigits, theprefix, would be thesame.
as well. All he really needed to find out was the last four.

A sheriff's Teletype room doesn't get calls from the public. And the caller
already had most of the number. Obviously he was legitimate.

"It's 503-555-6127," the officer said.

So Eric now had the special phone number for law enforcement officers to
call the DMV. But just theonenumberwasn'tenoughto satisfyhim; the
office would havea goodmanymorethanthesinglephoneline, andEric
neededto know how many lines there were, and the phonenumberof
each.

The Switch
To carry out his plan, he neededto gain accessto the telephoneswitch
that handledthe law enforcementphonelines into DMV. He called the
stateTelecommunicationsDepartmentand claimedhe was from Nortel,
the manufacturer of the DMS-100, one of the most widely used
commercialtelephoneswitches.He said,"Can you pleasetransferme to
one of the switch technicians that works on the DMS-100?"

When he reachedthe technician, he claimed to be with the Nortel
TechnicalAssistanceSupportCenter in Texas,and explainedthat they
were creatinga masterdatabaseto updateall switcheswith the latest
softwareupgrades.It would all bedoneremotely--noneedfor anyswitch
technicianto participate.But theyneededthedial-in numberto theswitch
so that they could perform the updates directly from the Support Center.

It soundedcompletelyplausible,and the techniciangaveEric the phone
number. He could now dial directly into one of the state'stelephone
switches.

To defendagainstoutsideintruders,commercialswitchesof this typeare
password-protected,just like every corporatecomputer network. Any



good social engineerwith a phone-phreakingbackgroundknows that
Nortel switchesprovide a default accountname for softwareupdates:
NTAS (the abbreviationfor Nortel Technical AssistanceSupport; not
very subtle).But what abouta password?Eric dialed in severaltimes,
each time
 



trying oneof theobviousandcommonlyusedchoices.Enteringthesame
as the accountname,NTAS, didn't work. Neither did "helper." Nor did
"patch." 

Then he tried "update" . . . and he was in. Typical. Using an obvious,
easily guessedpasswordis only very slightly better than having no
password at all. 

It helpsto beup to speedin your field; Eric probablyknewasmuchabout
that switch and how to programand troubleshootit as the technician.
Oncehe was able to accessthe switch as an authorizeduser,he would
gain full control over the telephonelines that were his target.From his
computer,hequeriedthe switch for thephonenumberhehadbeengiven
for law enforcementcalls to the DMV, 555-6127.He found therewere
nineteenother phone lines into the samedepartment.Obviously they
handled a high volume of calls. 

For eachincomingcall, theswitchwasprogrammedto "hunt" throughthe
twenty lines until it found one that wasn't busy. 

He pickedline numbereighteenin thesequence,andenteredthecodethat
addedcall forwarding to that line. For the call-forwarding number,he
enteredthephonenumberof his new,cheap,prepaidcell phone,thekind
that drug dealersare so fond of becausethey're inexpensiveenoughto
throw away after the job is over. 

With call forwardingnow activatedon the eighteenthline, assoonasthe
office got busyenoughto haveseventeencallsin progress,thenextcall to
come in would not ring in the DMV office but would instead be
forwarded to Eric's cell phone. He sat back and waited. 

A Call to DMV 
Shortly before8 o'clock that morning,the cell phonerang.This part was
thebest,themostdelicious.HerewasEric, thesocialengineer,talking to
a cop,someonewith theauthorityto comeandarresthim, or geta search
warrant and conduct a raid to collect evidence against him. 

And not just one cop would call, but a string of them, one after another. 
On one occasion,Eric was sitting in a restauranthaving lunch with
friends,fielding a call everyfive minutesor so,writing theinformationon
a paper napkin using a borrowed pen. HE still finds this hilarious. 



But talking to police officers doesn't faze a good social engineer in the
least. In fact, the thrill of deceiving these law enforcement agencies
probably added to Eric s enjoyment of the act. 

 



According to Eric, the calls went something like this: 
"DMV, may I help you?" 
"This is Detective Andrew Cole." 
"Hi, detective. What can I do for you today?" 

"I needa Soundexon driver'slicense005602789,"hemight say,usingthe
term familiar in law enforcementto askfor a photo--useful,for example,
whenofficersaregoingout to arresta suspectandwant to know whathe
looks like. 
"Sure,let mebring up therecord,"Eric would say."And, DetectiveCole,
what's your agency?" 
"Jefferson County." And then Eric would ask the hot questions: 
"Detective, what's your requestor code?
What's your driver's license number. "What's your date of birth" 
The caller would give his personal identifying information. Eric would go
through some pretense of verifying the information, and then tell the
caller that the identifying information had been confirmed, and ask for the
details of what the caller wanted to find out from the DMV. He'd pretend
to start looking up the name, with the caller able to hear the clicking of
the keys, and then say something like, "Oh, damn, my computer just 
went down again. Sorry, detective, my computer has been on the blink, 
all week. Would you mind calling back and getting another clerk to help
you?" 

This way he'd end the call tying up the loose ends without arousing any
suspicion about why he wasn't able to assist the officer with his request.
Meanwhile Eric had a stolen identity--details he could use to obtain
confidential  DMV information whenever he needed to. 

After taking calls for a few hours and obtaining dozens of requestor
codes, Eric dialed into the switch and deactivated the call forwarding. 

For months after that, he'd carry on the assignments jobbed out to him by
legitimate PI firms that didn't want to know how he was getting his 
information. Whenever he needed to, he'd dial back into the switch, turn
on call forwarding, and gather another stack of police officer credentials. 

Analyzing the Con 
Let'srun a playbackon therusesEric pulledon a seriesof peopleto make
this deceitwork. In the first successfulstep,he got a sheriff'sdeputyin a
Teletype room to give out a confidential DMV phone number to a 



    



complete stranger, accepting the man as a deputy without requesting any
verification. 

Then someoneat the state Telecom Departmentdid the same thing,
acceptingEric's claim that he waswith an equipmentmanufacturer,and
providingthestrangerwith a phonenumberfor dialing into thetelephone
switch serving the DMV. 

Eric was able to get into the switch in large measurebecauseof weak
securitypracticeson thepartof theswitchmanufacturerin usingthesame
accountnameon all their switches.That carelessnessmadeit a walk in
the park for the social engineerto guessthe password,knowing once
again that switch technicians,just like almost everybodyelse, choose
passwords that will be a cinch for them to remember. 

With accessto theswitch,hesetup call forwardingfrom oneof theDMV
phone lines for law enforcement to his own cell phone. 

And then, the capper and most blatant part, he conned one law
enforcementofficer after anotherinto revealingnot only their requestor
codesbut their own personalidentifying information, giving Eric the
ability to impersonate them. 

While therewas certainly technicalknowledgerequiredto pull off this
stunt,it couldnot haveworkedwithout thehelpof a seriesof peoplewho
had no clue that they were talking to an imposter. 

This story was another illustration of the phenomenon of why people don't
ask"Why me?"Why would the Teletypeofficer give this informationto
somesheriff'sdeputyhedidn't know--or, in this case,a stranger passing
himself off as a sheriff's deputy--insteadof suggestinghe get the
information from a fellow deputyor his own sergeant?Again, the only
answerI canoffer is that peoplerarely askthis question.It doesn'toccur
to them to ask?They don't want to soundchallengingand unhelpful?
Maybe. Any further explanationwould just be guesswork.But social
engineersdon'tcarewhy; they only carethat this little fact makesit easy
to get information that otherwise might be a challenge to obtain. 

MITNICK MESSAGE
If you havea telephoneswitchat your companyfacilities,whatwould the
personin chargedo if he receiveda call from the vendor,askingfor the



dial-in number?And by theway, hasthatpersoneverchangedthedefault
passwordfor theswitch?Is thatpasswordaneasy-to-guessword foundin
any dictionary? 
 



PREVENTING THE CON
A security code,properly used,addsa valuable layer of protection.A
securitycodeimproperly usedcan be worsethan noneat all becauseit
givesthe illusion of securitywhereit doesn'treally exist. What goodare
codes if your employees don't keep them. secret?

Any company with a need for verbal security codes needs to spell out
clearly for its employees when and how the codes are used. Properly
trained, the character in the first story in this chapter would not have had
to rely on his instincts, easily overcome, when asked to give a security
code to a stranger. He sensed that he should not be asked for this
information under the circumstances, but lacking a clear security policy--
and good common sense--he readily gave in.

Security procedures should also set up steps to follow when an employee
fields an inappropriate request for a security code. All employees should
be trained to immediately report any request for authentication
credentials, such as a daily code or password, made under suspicious
circumstances. They should also report when an attempt to verify the
identity of a requestor doesn't check out.

At the very least, the employee should record the caller's name, phone
number, and office or department, and then hang up. Before calling back
he should verify that the organization really does have an employee of
that name, and that the call back phone number matches the phone
number in the on-line or hard-copy company directory. Most of the time,
this simple tactic will be all that's needed to verify that the caller is who
he says he is.

Verifying becomes a bit trickier when the company has a  published
phone directory instead of an on-line version. People get hired; people
leave; people change departments, job positions, and phone. The hard-
copy directory is already out of date the day after it's published, even
before being distributed. Even on-line directories can't always be relied
on, because social engineers know how to modify them. If an employee
can't verify the phone number from an independent source, she should be
instructed to verify by some other means, such as contacting the
employee's manager.

 
 



Part 3
Intruder Alert

 
 



Entering the Premises

Why is it so easy for an outsider to assume the identity of a company
employee and carry off an impersonation so convincingly that even
people who are highly security conscious are taken in? Why is it so easy
to dupe individuals who may be fully aware of security procedures,
suspicious of people they don't personally know, and protective of their
company's interests?

Ponder these questions as you read the stories in this chapter.

THE EMBARRASSED SECURITY GUARD
Date/Time: Tuesday, October 17, 2:16 A.M.
Place:SkywatcherAviation, Inc. manufacturingplant on the outskirtsof
Tucson, Arizona.

The Security Guard's Story
Hearinghis leatherheelsclick againstthe floor in the halls of the nearly
desertedplant madeLeroy Greenefeel much better than spendingthe
night hours of his watch in front of the video monitors in the security
office. Therehewasn'tallowedto do anythingbutstareat thescreens,not
evenreada magazineor his leather-boundBible. You just hadto sit there
looking at the displays of still images where nothing ever moved.

But walking the halls, he was at leaststretchinghis legs,and when he
rememberedto throw his armsandshouldersinto the walk, it got him a
little exercise,too. Although it didn't really countvery muchasexercise
for a man who had played right tackle on the All-City championhigh
school football team. Still, he thought, a job is a job.

 



He turnedthe southwestcornerandstartedalongthe gallery overlooking
thehalf-mile-longproductionfloor. He glanceddownandsawtwo people
walking pastthe line of partly built copters.Thepair stoppedandseemed
to be pointing things out to eachother. A strangesight at this time of
night. 'Better check, "he thought.

Leroy headedfor a staircasethat would bring him onto the production-
line floor behind the pair, and they didn't sensehis approachuntil he
steppedalongside."Morning. CanI seeyour securitybadges,please,"he
said.Leroy alwaystried to keephis voice soft at momentslike this; he
knew that the sheer size of him could seem threatening.

"Hi, Leroy," oneof themsaid,readingthenameoff his badge."I'm Tom
Stilton, from theMarketingoffice at corporatein Phoenix.I'm in town for
meetingsand wantedto show my friend herehow the world's greatest
helicopters get built."

"Yes,sir. Your badge,please,"Leroy said.He couldn'thelpnoticinghow
youngtheyseemed.TheMarketingguy lookedbarelyout of high school,
the other one had hair down to his shoulders and looked about fifteen.

The one with the haircut reachedinto his pocket for his badge,then
startedpatting all his pockets.Leroy was suddenlybeginningto havea
badfeeling aboutthis. "Damn," theguy said."Must've left it in thecar. I
can get it--just take me ten minutes to go out to the parking lot and back."

Leroyhadhis padout by this time."What'dyousayyour namewas,sr.he
asked,andcarefully wrote down the response.Thenhe askedthemto go
with him to the SecurityOffice. On the elevatorto the third floor, Tom
chattedabout having beenwith the companyfor only six monthsand
hoped he wasn't going to get in any trouble for this.

In the Securitymonitoring room, the two otherson the night shift with
Leroy joined him in questioningthe pair. Stilton gave his telephone
number,andsaidhis bosswasJudyUnderwoodandgaveher telephone
number,andtheinformationall checkedout on thecomputer.Leroy took
the other two security peopleasideand they talked about what to do.
Nobody wantedto get this wrong; all three agreedthey better call the
guy's bosseventhoughit would meanwaking her in the middle of the
night.



Leroy calledMrs. Underwoodhimself,explainedwho hewasanddid she
havea Mr. Tom Stilton working for her?Shesoundedlike shewasstill
half-asleep. "Yes," she said.
 



"Well, we found him down on the production line at 2:30 in the morning
with no ID badge." 
Mrs. Underwood said, "Let me talk to him." 

Stilton got on the phone and said, "Judy, I'm really sorry about these 
guys waking you up in the middle of the night. I hope you're not going to 
hold this against me." 

He listened and then said, "It was just that I had to be here in the morning
anyway,for that meetingon thenewpressrelease.Anyway, did you get

the email about the Thompsondeal? We need to meet with Jim on
Monday morning so we don't lose this. And I'm still having lunch with
you on Tuesday, right?" 

He listened a bit more and said good-bye and hung up. 

That caught Leroy by surprise; he had thought he'd get the phone back 
sothelady could tell him everythingwasokay.He wonderedif maybehe
should call her again and ask, but thoughtbetterof it. He had already
botheredher oncein the middle of the night; if he calleda secondtime,
maybeshe might get annoyedand complain to his boss."Why make
waves?" he thought. 

Okay if I show my friend the rest of the production line? Stilton asked
Leroy 
You want to come along, keep an eye on us ?

"Go on, Leroy said. "Look around. Just don't forget your badge next 
time. And let Security know if you need to be on the plant floor after
hours--it's the rule." 
I'll remember that, Leroy," Stilton said. And they left. 

Hardly ten minuteshad goneby before the phonerang in the Security
Office. Mrs. Underwoodwas on the line. "Who was that guy?!" she
wantedto know.Shesaidshekept trying to askquestionsbut he just kept
on talking abouthavinglunchwith herandshedoesn'tknow who thehell
he is. 

Thesecurityguyscalledthelobby andtheguardat thegateto theparking
lot. Both reported the two young men had left some minutes before. 



Telling thestory later,Leroy alwaysfinishedby saying,"Lordy, did boss
chew me up one side and down the other. I'm lucky I still have a job." 

 



Joe Harper's Story
Justto seewhat he could get awaywith, seventeen-year-oldJoeHarper
hadbeensneakinginto buildings for morethana year,sometimesin the
daytime, sometimesat night. The son of a musician and a cocktail
waitress,bothworking thenight shift, Joehadtoo muchtime by himself.
His story of that same incident shedsinstructive light on how it all
happened.

I havethis friend Kenny who thinkshe wantsto bea helicopterpilot. He
asked me, could I get him into the Skywatcher factory to see the
productionline where they make the choppers.He knows I've got into
other placesbefore. It's an adrenalinerush to see if you can slip into
places you're not supposed to be.

But you don't just walk into a factory or office building. Got to think it
through,do a lot of planning,anddo a full reconnaissanceon the target.
Checkthe company'sWeb pagefor namesandtitles, reportingstructure,
and telephonenumbers.Read press clippings and magazinearticles.
Meticulous researchis my own brand of caution, so I could talk to
anybody that challenged me, with as much knowledge as any employee.

So where to start?First I looked up on the Internet to seewhere the
companyhadoffices,andsawthecorporateheadquarterswasin Phoenix.
Perfect.I calledandaskedfor Marketing;everycompanyhasa marketing
department.A lady answered,andI saidI waswith Blue PencilGraphics
andwe wantedto seeif we could interestthemin usingour servicesand
who would I talk to. Shesaid that would be Tom Stilton. I askedfor his
phonenumberand shesaid they didn't give out that informationbut she
couldput methrough.Thecall ranginto voicemail, andhismessagesaid,
"This is Tom Stilton in Graphics, extension 3147, please leave a
message."Sure--theydon't give out extensions,but this guy leaveshis
right on his voice mail. So that was cool. Now I had a name and
extension.

Anothercall, backto the sameoffice. "Hi, I waslooking for Tom Stilton.
He'snot in. I'd like to askhis bossa quick question."The bosswasout,
too, but by the time I wasfinished,I knewthe boss'sname.And shehad
nicely left her extension number on her voice mail, too.

I couldprobablygetuspastthelobby guardwith no sweat,but I've driven
by that plant andI thoughtI remembereda fencearoundthe parkinglot.



A fencemeansa guardwho checksyou whenyou try to drive in. And at
night, theymight bewriting downlicensenumbers,too,soI'd haveto buy
an old license plate at a flea market.

 



But first I'd haveto get the phonenumberin the guardshack.I waiteda
little so if I got the sameoperatorwhen I dialed back in, shewouldn't
recognizemy voice.After a bit I calledandsaid,"We'vegot a complaint
that the phoneat the Ridge Roadguardshackhasreportedintermittent
problems--arethey still having trouble?" She said she didn't know but
would connect me.

The guy answered, "Ridge Road gate, this is Ryan." I said, "Hi, Ryan,
this is Ben.Wereyou havingproblemswith your phonesthere?"He'sjust
a low-paid securityguardbut I guesshe had sometraining becausehe
right awaysaid,"Ben who--what'syour lastname?"I just keptright on as
if I hadn't even heard him. "Somebody reported a problem earlier."

I could hear him holding the phone away and calling out, "Hey, Bruce,
Roger, was there a problem with this phone. He came back on and said,
"No, no problems we know about."

"How many phone lines do you have there?"
He had forgotten about my name. "Two," he said. "Which one are you on
now?" "3140."
Gotcha! "And they're both working okay?"
"Seems like."
Okay, I said. Listen, Tom, if you have any phone problems, just call
us in Telecom any time. We're here to help."

My buddyand I decidedto visit the plant the very next night. Late that
afternoonI calledtheguardbooth,usingthenameof theMarketingguy. I
said,"Hi, this is Tom Stilton in Graphics.We'reon a crashdeadlineandI
have a couple of guys driving into town to help out. Probably won't be
here till one or two in the morning. Will you still be on then?"
He was happy to say that, no, he got off at midnight.
I said, "Well, just leave a note for the next guy, okay? When two guys
show up and say they've come to see Tom Stilton, just wave 'em on in--
okay?"

Yes, he said, that was fine. He took down my name, department, and
extension number and said he'd take care of it.

We drove up to the gate a little after two, I gave Tom Stilton's name,
and a sleepy guard just pointed to the door we should go in and where I
should park.



When we walked into the building, there was another guard station in
the lobby, with the usual book for after-hours sign-ins. I told the guard I

 



had a report that needed to be ready in the morning, and this friend of
mine wanted to see the plant. "He's crazy about helicopters," I said
"Thinks he wants to learn to pilot one." He asked me for my badge. I
reached into a pocket, then patted around and said I must have left it in
car; I’ll go get it. I said, "It'll take about ten minutes." He said, Never
mind, it's okay, just sign in."

Walking down that production line--what a gas. Until that tree-trunk of a
Leroy stopped us.

In thesecurityoffice, I figuredsomebodywho didn't really belongwould
look nervousand frightened.Whenthingsget tight, I just startsounding
like I'm really steamed.Like I'm really who I claimed to be and it's
annoying they don't believe me.

When they startedtalking aboutmaybethey shouldcall the lady I said
wasmy bossandwentto getherhomephonenumberfrom thecomputer,
I stoodtherethinking, "Good time to just makea breakfor it." But there
wasthat parking-lotgate--evenif we got out of the building, they'dclose
the gate and we'd never make it out.

WhenLeroy calledthe lady who wasStilton'sbossandthengavemethe
phone,the lady startedshoutingat me "Who is this, who areyou!" andI
just kept on talking like we were having a nice conversation,and then
hung up.

How long doesit take to find somebodywho can give you a company
phonenumber in the middle of the night? I figured we had less than
fifteenminutesto getoutof therebeforethat ladywasringing thesecurity
office and putting a bug in their ears.

We got out of thereasfastaswe couldwithout looking like we werein a
hurry. Sure was glad when the guy at the gate just waved us through.

Analyzing the Con
It's worth noting that in the real incident this story is basedon, the
intrudersactuallywere teenagers.The intrusionwasa lark, just to seeif
theycouldgetawaywith it. But if it wassoeasyfor a pair of teenagers,it
would have been even easier for adult thieves, industrial spies, or
terrorists.



How did threeexperiencedsecurityofficers allow a pair of intrudersto
just walk away?And not just any intruders,but a pair so youngthat any
reasonable person should have been very suspicious?

Leroywasappropriatelysuspicious,at first. He wascorrectin takingthem
to the Security Office, and in questioning the guy who called

 



himselfTom Stilton andcheckingthenamesandphonenumbershegave.
He was certainly correct in making the phone call to the supervisor.

But in the endhe wastakenin by the youngman'sair of confidenceand
indignation. It wasn't the behavior he would expect from a thief or
intruder--only a real employeewould have acted that way.., or so he
assumed.Leroy shouldhavebeentrainedto counton solid identification,
not perceptions.

Why wasn'the moresuspiciouswhenthe youngmanhungup the phone
without handing it back so Leroy could hear the confirmation directly
from JudyUnderwoodandreceiveherassurancethat thekid hada reason
for being in the plant so late at night?

Leroywastakenin by a rusesobold thatit shouldhavebeenobvious.But
consider the moment from his perspective:a high-school graduate,
concernedfor his job, uncertainwhether he might get in trouble for
botheringa companymanagerfor the secondtime in the middle of the
night. If you hadbeenin his shoes,would you havemadethe follow-up
call?

But of course,a secondphonecall wasn'tthe only possibleaction.What
else could the security guard have done?

Evenbeforeplacingthe phonecall, he could haveaskedboth of the pair
to showsomekind of pictureidentification;theydroveto theplant,soat
leastone of them shouldhavea driver's license.The fact that they had
originally given phony nameswould havebeenimmediatelyobvious(a
professionalwould havecomeequippedwith fakeID, but theseteenagers
hadnot takenthat precaution).In any case,Leroy shouldhaveexamined
their identification credentialsand written down the information. If they
both insistedtheyhadno identification,heshouldthenhavewalkedthem
o thecar to retrievethecompanyID badgethat "Tom Stilton" claimedhe
had left there.

MITNICK MESSAGE
Manipulativepeopleusually havevery attractivepersonalities.They are
typically fast on their feet and quite articulate.Socialengineersarealso
skilled at distractingpeople'sthoughtprocessessothat theycooperate.To
think that anyoneparticularpersonis not vulnerableto this manipulation
is to underestimate the skill and the killer instinct of the social engineer.



A good social engineer,on the other hand, never underestimateshis
adversary.

Following the phonecall, oneof the securitypeopleshouldhavestayed
with the pair until they left the building. And then walked them to their

 



car and written down the license-plate number. If he had been observant
enough, he would have noted that the plate (the one that the attacker had
purchased at a flea market) did not have a valid registration sticker -  and
that should have been reason enough to detain the pair for further
investigation. 

DUMPSTER DIVING 
Dumpster diving is a term that describespawing through a target's
garbagein searchof valuableinformation.Theamountof informationyou
can learn about a target is astounding. 

Most peopledon'tgive muchthoughtto what they'rediscardingat home:
phone bills, credit card statements,medical prescriptionbottles, bank
statements, work-related materials, and so much more. 

At work, employeesmust be madeawarethat peopledo look through
trash to obtain information that may benefit them. 

During my high school years, I used to go digging through the trash
behindthe local phonecompanybuildings--oftenalonebut occasionally
with friendswho sharedan interestin learningmoreaboutthe telephone
company.Onceyou becamea seasonedDumpsterdiver, you learna few
tricks, suchas how to make specialefforts to avoid the bagsfrom the
restrooms,  and the necessity of wearing gloves. 

Dumpster diving isn't enjoyable, but the payoff was extraordinary--
internal company telephonedirectories, computer manuals,employee
lists, discardedprintoutsshowinghow to programswitching equipment,
and more--all there for the taking. 

I'd schedulevisits for nights when new manualswere being issued,
becausethetrashcontainerswould haveplentyof old ones,thoughtlessly
thrown away. And I'd go at other odd times as well, looking for any
memos,letters, reports,and so forth, that might offer someinteresting
gems of information. 

On arriving I'd find somecardboardboxes,pull them out and set them
aside.If anyonechallengedme, which happenednow and then, I'd say
that a friend was moving and I was just looking for boxesto help him
pack.Theguardnevernoticedall thedocumentsI hadput in theboxesto



take home.In somecases,he'd tell me to get lost, so I'd just move to
another phone company central office.

LINGO
DUMPSTER DRIVING Going througha company’sgarbage(often in
an outsideand vulnerableDumpster)to find discardedinformation that
either itself hasvalue, or providesa tool to usein a social engineering
attack, such as internal phone numbers or titles

 



I don't know what it's like today,but backthenit waseasyto tell which
bags might contain something of interest. The floor sweepingsand
cafeteria garbage were loose in the large bags, while the office
wastebasketswere all lined with white disposabletrashbags,which the
cleaning crew would lift out one by one and wrap a tie around.

One time, while searchingwith somefriends, we cameup with some
sheetsof papertorn up by hand.And not just torn up: someonehadgone
to the trouble of ripping the sheetsinto tiny pieces,all conveniently
thrown out in a single five-gallon trashbag.We took the bag to a local
donut shop, dumpedthe piecesout on a table, and startedassembling
them one by one.

We were all puzzle-doers,so this offered the stimulatingchallengeof a
giant jigsaw puzzle . . . but turned out to have more than a childish
reward.Whendone,we hadpiecedtogetherthe entireaccountnameand
password list for one of the company's critical computer systems.

Wereour Dumpster-divingexploitsworth the risk andtheeffort?You bet
they were.Evenmore thanyou would think, becausethe risk is zero. It
was true then and still true today: As long as you're not trespassing,
poring through someone else's trash is 100 percent legal.

Of course,phonephreaksand hackersaren't the only ones with their
headsin trashcans.Police departmentsaroundthe countrypaw through
trash regularly, and a parade of people from Mafia dons to petty
embezzlershavebeenconvictedbasedin part on evidencegatheredfrom
their rubbish.Intelligenceagencies,including our own, haveresortedto
this method for years.

It may be a tactic too low down for JamesBond--movie-goerswould
much ratherwatch him outfoxing the villain and beddinga beautythan
standingup to his kneesin garbage.Real-life spiesare lesssqueamish
when somethingof value may be baggedamongthe bananapeelsand
coffeegrounds,the newspapersandgrocerylists. Especiallyif gathering
the information doesn't put them in harm's way.

Cash for Trash
Corporationsplay theDumpster-divinggame,too.Newspapershada field
day in June 2000, reporting that Oracle Corporation (whose CEO,



 



Larry Ellison, is probablythe nation'smost outspokenfoe of Microsoft)
hadhired an investigativefirm that hadbeencaughtwith their handsin
the cookie jar. It seemsthe investigatorswantedtrashfrom a Microsoft-
supportedlobbying outfit, ACT, but they didn't want to risk getting
caught.Accordingto pressreports,the investigativefirm sentin a woman
who offeredthe janitors $60 to let her havethe ACT trash.They turned
her down. Shewasbackthe next night, upping the offer to $500for the
cleaners and $200 for the supervisor.

The janitors turned her down and then turned her in.

Leadingon-line journalistDeclanMcCullah, takinga leaf from literature,
titled his Wired Newsstory on the episode,"'TwasOracleThat Spiedon
MS." Time magazine,nailing Oracle'sEllison, titled their article simply
"Peeping Larry."

Analyzing the Con
Basedon my own experienceand the experienceof Oracle,you might
wonderwhy anybodywould bothertaking the risk of stealingsomeone's
trash.

The answer, I think, is that the risk is nil and the benefits can be
substantial.Okay,maybetrying to bribe the janitorsincreasesthechance
of consequences,but for anyonewho'swilling to get a little dirty, bribes
aren't necessary.

Forasocialengineer,Dumpsterdiving hasits benefits.Hecangetenough
information to guide his assaultagainstthe target company,including
memos, meeting agendas,letters and the like that reveal names,
departments,titles, phonenumbers,and project assignments.Trashcan
yield company organizational charts, information about corporate
structure,travel schedules,andsoon. All thosedetailsmight seemtrivial
to insiders, yet they may be highly valuable information to an attacker.

Mark JosephEdwards,in his book InternetSecuritywith WindowsNT,
talks about"entire reportsdiscardedbecauseof typos,passwordswritten
on scrapsof paper,'While you wereout' messageswith phonenumbers,
whole file folderswith documentsstill in them,diskettesand tapesthat
weren't erased or destroyed--all of which could help a would-be intruder."



The writer goeson to ask,"And who are thosepeopleon your cleaning
crew?You'vedecidedthat thecleaningcrewwon't [be permittedto] enter
the computer room but don't forget the other trash cans. If federal
agenciesdeemit necessaryto do backgroundcheckson peoplewho have
access to their wastebaskets and shredders, you probably should as well."
 



MITNICK MESSAGE
Your trash may be your enemy's treasure. We don't give much
considerationto the materialswe discardin our personallives, so why
shouldwe believepeoplehavea differentattitudein theworkplace?It all
comesdown to educatingthe workforce aboutthe danger(unscrupulous
peopledigging for valuableinformation)and the vulnerability (sensitive
information not being shredded or properly erased). 

THE HUMILIATED BOSS 
Nobody thoughtanythingabout it when Harlan Fortis cameto work on
Mondaymorningas usualat the CountyHighway Department,andsaid
he'dleft homein a hurry andforgottenhis badge.The securityguardhad
seenHarlancomingin andgoingout everyweekdayfor thetwo yearsshe
had beenworking there.Shehad him sign for a temporaryemployee's
badge, gave it to him, and he went on his way. 

It wasn't until two days later that all hell started breaking loose. The 
story spreadthroughthe entiredepartmentlike wildfire. Half the people
who heardit saidit couldn'tbe true.Of the rest,nobodyseemedto know
whether to laugh out loud or to feel sorry for the poor soul. 

After all, George Adamson was a kind and compassionate person, the 
best head of department they'd ever had. He didn't deserve to have this
happen to him. Assuming that the story was true, of course. 

The trouble had begun when George called Harlan into his office late 
oneFridayandtold him, asgentlyashecould,thatcomeMondayHarlan
would be reporting to a new job. With the SanitationDepartment.To
Harlan,this wasn'tlike being fired. It wasworse;it washumiliating. He
wasn't going to take it lying down. 

That same evening he seated himself on his porch to watch the
homeward-boundtraffic. At lasthespottedtheneighborhoodboy named
Davidwho everyonecalled"The WarGamesKid" goingby on hismoped
on the way homefrom high school.He stoppedDavid, gavehim a Code
RedMountainDew hehadboughtespeciallyfor thepurpose,andoffered
him a deal: the latestvideo gameplayer and six gamesin exchangefor
some computer help and a promise of keeping his mouth shut. 



After Harlan explained the project - without giving any of the
compromisingspecifics--Davidagreed.He describedwhat he wanted
Harlanto do.He wasto buy a modem,go into theoffice, find somebody's
computerwhere there was a sparephonejack nearby,and plug in the
modem.Leavethe modemunderthe deskwherenobodywould be likely
to see it. Then 
 



camethe risky part. Harlan had to sit down at the computer,install a
remote-accesssoftwarepackage,andgetit running.Any momenttheman
who workedin the office might showup, or someonemight walk by and
seehim in anotherperson'soffice. He wassouptight thathecouldhardly
readthe instructionsthat the kid hadwritten down for him. But he got it
done, and slipped out of the building without being noticed. 

Planting the Bomb 
David stopped over after dinner that night. The two sat down at Harlan's 
computer and within in a few minutes the boy had dialed into the 
modem, gained access, and reached George Adamson's machine. Not
very 
difficult, since George never had time for precautionary things like
changing 
passwords, and was forever asking this person or that to download or 
email a file for him. In time, everyone in the office knew his password. 
A bit of hunting turned up the file called BudgetSlides2002.ppt, which 
the boy downloaded onto Harlan's computer. Harlan then told the kid to 
go on home, and come back in a couple of hours. 
When David returned, Harlan asked him to reconnect to the Highway 
Department computer system and put the same file back where they had 
found it, overwriting the earlier version. Harlan showed David the video 
game player, and promised that if things went well, he'd have it the next
day. 

Surprising George 
You wouldn't think that something sounding as dull as budget hearings 
would be of much interest to anyone, but the meeting chamber of the 
County Council was packed, filled with reporters, representatives of
special 
interest groups, members of the public, and even two television news
crews. 

George always felt much was at stake for him in these sessions. The 
County Council held the purse strings, and unless George could put on a 
convincing presentation, the Highways budget would be slashed. Then 
everyone would start complaining about potholes and stuck traffic lights 
and dangerous intersections, and blaming him, and life would be miser
able  for the whole coming year. But when he was introduced that
evening, 



he stood up feeling confident. He had worked six weeks on this
presentation 
and the PowerPoint visuals, which he had tried out on his wife, his 
top staff people, and some respected friends. Everyone agreed it was his
best presentation ever. 



The first three PowerPoint images played well. For a change,every
Council member was paying attention. He was making his points
effectively. 

And then all at onceeverythingstartedgoing wrong. The fourth image
was supposedto be a beautiful photo at sunsetof the new highway
extensionopenedlastyear.Insteadit wassomethingelse,somethingvery
embarrassing.A photographout of a magazinelike Penthouseor Hustler.
He could hear the audiencegaspas he hurriedly hit the button on his
laptop  to move to the next image. 

This one was worse. Not a thing was left to the imagination. 

He was still trying to click to another image when someonein the
audiencepulled out the power plug to the projectorwhile the chairman
bangedloudly with his gavelandshoutedabovethe din that the meeting
was adjourned. 

Analyzing the Con 
Using a teenagehacker'sexpertise,a disgruntledemployeemanagedto
accessthecomputerof theheadof hisdepartment,downloadanimportant
PowerPointpresentation,and replacesome of the slides with images
certainto causegraveembarrassment.Thenhe put the presentationback
on the man's computer. 

With the modempluggedinto a jack and connectedto one of the office
computers,theyounghackerwasableto dial in from theoutside.Thekid
hadsetup the remoteaccesssoftwarein advanceso that,onceconnected
to the computer,he would have full accessto every file storedon the
entire system.Since the computerwas connectedto the organization's
networkandhealreadyknewtheboss'susernameandpassword,hecould
easily gain access to the boss's files. 

Including the time to scan in the magazine images, the entire effort had
taken only a few hours. The resulting damage to a good man's reputation
was beyond imagining. 

MITNICK MESSAGE
The vastmajority of employeeswho are transferred,fired, or let go in a
downsizing are never a problem. Yet it only takes one to make a



companyrealize too late what stepsthey could have taken to prevent
disaster. 
Experience and statistics have clearly shown that the greatest threat to the
enterprise is from insiders. It's the insiders who have intimate knowledge
of where the valuable information resides, and where to hit the company
to cause the most harm. 
 



THE PROMOTION SEEKER 
Late in the morningof a pleasantautumnday, PeterMilton walked into
the lobby of the Denver regional offices of HonorableAuto Parts, a
nationalpartswholesalerfor theautomobileaftermarket.He waitedat the
receptiondesk while the young lady signed in a visitor, gave driving
directionsto a caller,anddealtwith theUPSman,all moreor lessat the
same time. 

"So how did you learnto do somanythingsat once?"Petesaidwhenshe
had time to help him. Shesmiled,obviouslypleasedhe hadnoticed.He
wasfrom Marketing in the Dallasoffice, he told her, andsaidthat Mike
Talbott from Atlantafield saleswasgoingto bemeetinghim. "We havea
client to visit togetherthis afternoon,"he explained.I'll just wait herein
the lobby." 

"Marketing." Shesaidthe word almostwistfully, andPetesmiledat her,
waiting to hearwhatwascoming."If I couldgo to college,that'swhat I'd
take," she said. "I'd love to work in Marketing." 

He smiled again."Kaila," he said,readingher nameoff the sign on the
counter,"We havea lady in the Dallasoffice who wasa secretary.She
got herselfmovedover to Marketing.Thatwasthreeyearsago,andnow
she's an assistant marketing manager, making twice what she was." 
Kaila looked starry-eyed. He went on, "Can you use a computer?" "Sure,"
she said. 

"How would you like me to put your namein for a secretary'sjob in
Marketing. 
She beamed. "For that I'd even move to Dallas." 

"You're going to love Dallas," he said."I can'tpromisean openingright
away, but I'll see what I can do." 

She thought that this nice man in the suit and tie and with the neatly
trimmed,well-combedhair might makea big differencein her working
life. 

Petesat down acrossthe lobby, openedhis laptop, and startedgetting
somework done.After ten or fifteen minutes,he steppedbackup to the
counter."Listen," he said, "it looks like Mike must'vebeenheld up. Is



therea conferenceroomwhereI couldsit andcheckmy emailswhile I'm
waiting?" 

Kaila called the man who coordinatedthe conferenceroom scheduling
andarrangedfor Peteto useonethat wasn'tbooked.Following a pattern
picked up from Silicon Valley companies (Apple was probably the first to
 



do this) some of the conferencerooms were named after cartoon
characters,othersafter restaurantchainsor movie starsor comic book
heroes.He wastold to look for theMinnie Mouseroom.Shehadhim sign
in, and gave him directions to find Minnie Mouse. 

He locatedthe room,settledin, andconnectedhis laptopto the Ethernet
port. 

Do you get the picture yet? 

Right--the intruder had connectedto the network behind the corporate
firewall. 

Anthony's Story 
I guess you could call Anthony Lake a lazy businessman. Or maybe
"bent" comes closer. 
Instead of working for other people, he had decided he wanted to go to
work for himself; he wanted to open a store, where he could be at one
place all day and not have to run all over the countryside. Only he wanted
to have a business that he could be as sure as possible he could make
money at. 

What kind of store? That didn't take long to figure out. He knew about
repairing cars, so an auto parts store.

And how do you build in a guarantee of success? The answer came to him
in a flash: convince auto parts wholesaler Honorable Auto Parts to sell
him  all the merchandise he needed at their cost. 

Naturally they wouldn't do this willingly. But Anthony knew how to con
people, his friend Mickey knew about breaking into other people's
computers, and together they worked out a clever plan. 

That autumn day he convincingly passed himself off as an employee
named Peter Milton, and he had conned his way inside the Honorable
Auto Parts offices and had already plugged his laptop into their network.
So far, so good, but that was only the first step. What he still had to do
wouldn't be easy, especially since Anthony had set himself a fifteen-
minute time limit--any longer and he figured that the risk of discovery
would be too high. 



MITNICK MESSAGE
Train your people not to judge a book solely by its cover--just because
someone is well-dressed and well-groomed he shouldn't be any more
believable.

In an earlier phone call pretexting as a support person from their computer
supplier, he had put on a song-and-dance act. "Your company has
purchased a two-year support plan and we're putting you in the database
so we can know when a software program you're using has come out with
a patch or a new updated version. So I need to have you tell me what 
 



 

applications you're using." The response gave him a list of programs, and
an accountant friend identified the one called MAS 90 as the target--the
program that would hold their list of vendors and the discount and
payment  terms for each. 

With that key knowledge, he next used a software program to identifiy,"
all the working hosts on the network, and it didn't take him long to locate
the correct server used by the Accounting department. From the arsenal of
hacker tools on his laptop, he launched one program and used it to
identify all of the authorized users on the target server. With another, he
then ran a list of commonly used passwords, such as "blank," and
"password"  itself. "Password" worked. No surprise there. People just lose
all creativity when it comes to choosing passwords. 

Only six minutes gone, and the game was half over. He was in. 

Another three minutes to very carefully add his new company, address,
phone number, and contact name to the list of customers. And then for the
crucial entry, the one that would make all the difference, the entry that
said all items were to be sold to him at 1 percent over Honorable Auto
Parts' cost. 

In slightly under ten minutes, he was done. He stopped long enough to tell
Kaila thanks, he was through checking his emails. And he had reached
Mike Talbot, change of plans, he was on the way to a meeting at a client's
office. And he wouldn't forget about recommending her for that job in
Marketing, either. 

Analyzing the Con 
The intruder who called himself Peter Milton used two psychological
subversiontechniques--oneplanned,the other improvisedon the spur of
the moment. 

He dressedlike a managementworkerearninggoodmoney.Suit andtie,
hair carefully styled--theseseemlike small details, but they make an
impression.I discoveredthis myself, inadvertently.In a short time as a
programmerat GTE California--amajor telephonecompanyno longer in
existence--I discovered that if I came in one day without a badge, 
 



neatly dressedbut casual--say,sportsshirt, chinos,and Dockers--I'dbe
stoppedandquestioned.Where'syour badge,who areyou, wheredo you
work? Anotherday I'd arrive, still without a badgebut in a suit and tie,
looking very corporate.I'd usea variation of the age-oldpiggybacking
technique,blendingin with acrowdof peopleastheywalk into abuilding
or a secureentrance.I would latch onto somepeopleasthey approached
themainentrance,andwalk in chattingwith thecrowd asif I wasoneof
them.I walkedpast,andevenif theguardsnoticedI wasbadge-less,they
wouldn't botherme becauseI looked like managementand I was with
people who were wearing badges. 

From this experience,I recognizedhow predictable the behavior of
securityguardsis. Like the restof us,they weremakingjudgmentsbased
on appearances--aseriousvulnerability that socialengineerslearnto take
advantage of. 

The attacker'ssecondpsychologicalweaponcame into play when he
noticed the unusualeffort that the receptionistwas making. Handling
severalthingsat once,shedidn't get testybut managedto makeeveryone
feel they had her full attention.He took this as the mark of someone
interestedin gettingahead,in provingherself.And thenwhenheclaimed
to work in the Marketing department,he watchedto seeher reaction,
looking for cluesto indicateif hewasestablishinga rapportwith her.He
was. To the attacker,this addedup to someonehe could manipulate
througha promiseof trying to helphermoveinto a betterjob. (Of course,
if she had said she wanted to go into the Accounting department,he
would have claimed he had contacts for getting her a job there, instead.) 

Intruders are also fond of anotherpsychologicalweaponused in this
story: building trust with a two-stageattack. He first used that chatty
conversationabout the job in Marketing, and he also used "name-
dropping"--giving the name of another employee--a real person,
incidentally, just as the namehe himself usedwas the nameof a real
employee. 

He could havefollowed up the openingconversationright away with a
requestto get into a conferenceroom.But insteadhesatdownfor a while
andpretendedto work, supposedlywaiting for his associate,anotherway
of allaying any possiblesuspicionsbecausean intruder wouldn't hang
around.He didn't hang aroundfor very long, though; social engineers



know better than to stay at the sceneof the crime any longer than
necessary. 

MITNICK MESSAGE
Allowing a strangerinto an areawhere he can plug a laptop into the
corporatenetwork increasesthe risk of a securityincident. It's perfectly
reasonablefor anemployee,especiallyonefrom offsite, to want to check
his or her email from a conferenceroom, but unless the visitor is
establishedasa trustedemployeeor thenetworkis segmentedto prevent
unauthorizedconnections,this maybetheweaklink thatallowscompany
files to be compromised.

Justfor the record:By the laws on the booksat the time of this writing,
Anthony hadnot committeda crime whenhe enteredthe lobby. He had
not committed a crime when he used the name of a real employee. He had
 



 

not committeda crime whenhe talkedhis way into the conferenceroom.
He had not committed a crime when he plugged into the company's
network and searched for the target computer. 

Not until he actually broke in to the computersystemdid he breakthe
law. 

SNOOPING ON KEVIN 
Many years ago when I was working in a small business, I began to
notice 
that each time I walked into the office that I shared with the three other 
computer people who made up the IT department, this one particular guy 
(Joe,  I'll call him here) would quickly toggle the display on his computer

to a different window. I immediately recognized this as suspicious. When

it happened two more times the same day, I was sure something was
going 
on that I should know about. What was this guy up to that he didn't want 
me to see? 

Joe's computer acted as a terminal to access the company's
minicomputers, 
so I installed a monitoring program on the VAX minicomputer 
that allowed me to spy on what he was doing. The program acted as if a 
TV camera was looking over his shoulder, showing me exactly what he 
was seeing on his computer. 

My desk was next to Joe's; I turned my monitor as best I could to partly 
mask his view, but he could have looked over at any moment and
realized 
I was spying on him. Not a problem; he was too enthralled in what he
was 
doing to notice. 

What I saw made my jaw drop. I watched, fascinated, as the bastard 
called up my payroll data. He was looking up my salary! 
I had only been there a few months at the time and I guessed Joe couldn't 
stand the idea that I might have been making more than he was. 



 



A few minuteslater I sawthathe wasdownloadinghackertools usedby
lessexperiencedhackerswho don't know enoughaboutprogrammingto
devisethe tools for themselves.So Joewasclueless,andhadno ideathat
oneof American'smostexperiencedhackerswassitting right nextto him.
I thought it was hilarious.

He alreadyhad the information aboutmy pay; so it was too late to stop
him. Besides,anyemployeewith computeraccessat theIRS or theSocial
SecurityAdministrationcanlook your salaryup. I suredidn't want to tip
my handby letting him know I'd found out what he wasup to. My main
goalat thetime wasmaintaininga low profile, anda goodsocialengineer
doesn'tadvertisehis abilities andknowledge.You alwayswant peopleto
underestimate you, not see you as a threat.

SoI let it go,andlaughedto myself thatJoethoughtheknewsomesecret
aboutme, when it was the other way around:I had the upperhandby
knowing what he had been up to.

In time I discoveredthat all three of my co-workersin the IT group
amusedthemselvesby looking up the take-homepay of this or that cute
secretaryor (for the one girl in the group) neat-lookingguy they had
spotted.And they wereall finding out the salaryandbonusesof anybody
at the company they were curious about, including senior management.

Analyzing the Con
This story illustrates an interesting problem. The payroll files were
accessibleto the peoplewho had the responsibilityof maintaining the
company'scomputersystems.So it all comesdown to a personnelissue:
deciding who can be trusted. In some cases,IT staff might find it
irresistibleto snooparound.And they havethe ability to do so because
they have privileges allowing them to bypassaccesscontrols on those
files.

One safeguard would be to audit any access to particularly sensitive files,
such as payroll. Of course,anyonewith the requisiteprivileges could
disableauditingor possiblyremoveany entriesthat would point backto
them,but eachadditionalsteptakesmoreeffort to hide on the part of an
unscrupulous employee.

PREVENTING THE CON



From pawing through your trash to duping a security guard or
receptionist,socialengineerscanphysically invadeyour corporatespace.
But you'll be glad to hear that there are preventive measures you can take.

 



Protection After Hours
All employeeswho arrive for work without their badgesshould be
requiredto stopat the lobby deskor securityoffice to obtaina temporary
badgefor theday.Theincidentin thefirst storyof thischaptercouldhave
cometo a muchdifferent conclusionif the companysecurityguardshad
had a specific set of stepsto follow when encounteringanyonewithout
the required employee badge.

For companiesor areaswithin a companywheresecurity is not a high-
level concern,it may not be importantto insist that everypersonhavea
badgevisible at all times. But in companieswith sensitiveareas,this
shouldbe a standardrequirement,rigidly enforced.Employeesmust be
trainedand motivatedto challengepeoplewho do not display a badge,
and higher-level employeesmust be taught to acceptsuch challenges
without causing embarrassment to the person who stops them.

Companypolicy shouldadviseemployeesof the penaltiesfor thosewho
consistentlyfail to weartheir badges;penaltiesmight includesendingthe
employeehomefor the day without pay, or a notation in his personnel
file. Somecompaniesinstitute a seriesof progressivelymore stringent
penaltiesthat mayincludereportingthe problemto theperson'smanager,
then issuing a formal warning.

In addition,wherethereis sensitiveinformation to protect,the company
should establishproceduresfor authorizing people who need to visit
during non-businesshours. One solution: require that arrangementsbe
madethrough corporatesecurity or someother designatedgroup. This
group would routinely verify the identity of any employeecalling to
arrangeanoff-hoursvisit by a call backto theperson'ssupervisoror some
other reasonably secure method.

Treating Trash with Respect
The Dumpster-diving story dug into the potential misuses of your
corporate trash. The eight keys to wisdom regarding trash:

Classify all sensitive information based on the degree of sensitivity.

Establish company-wide procedures for discarding sensitive information.
 



Insist that all sensitiveinformationto be discardedfirst be shredded,and
providefor a safeway for gettingrid of importantinformationon scraps
of paper too small for shredding.Shreddersmust not be the low-end
budgettype, which turn out strips of paperthat a determinedattacker,
given enoughpatience,canreassemble.Instead,they needto be the kind
called cross-shredders, or those that render the output into useless pulp. 

Provide a way for renderingunusableor completelyerasingcomputer
media--floppydisks, Zip disks, CDs and DVDs used for storing files,
removabletapes,old harddrives,andothercomputermedia--beforethey
are discarded.Rememberthat deleting files does not actually remove
them; they can still be recovered--asEnron executivesand many others
have learnedto their dismay. Merely dropping computermedia in the
trashis an invitation to your local friendly Dumpsterdiver. (SeeChapter
16 for specific guidelines on disposal of media and devices.) 

Maintain an appropriatelevel of control over the selectionof peopleon
your cleaning crews, using background checks if appropriate. 

Remind employees periodically to think about the nature of the materials
they are tossing into the trash. 

Lock trash Dumpsters. 

Use separate disposal containers for sensitive materials, and contract to
have the materials disposed of by a bonded company  that specializes in
this work. 

Saying Good-Bye to Employees 
Thepoint hasbeenmadeearlierin thesepagesabouttheneedfor ironclad
procedureswhen a departing employee has had accessto sensitive
information, passwords,dial-in numbers,and the like. Your security
proceduresneedto providea way to keeptrack of who hasauthorization
to varioussystems.It may be toughto keepa determinedsocialengineer
from slippingpastyour securitybarriers,but don'tmakeit easyfor anex-
employee. 



Anotherstepeasilyoverlooked:Whenan employeewho wasauthorized
to retrievebackuptapesfrom storageleaves,a written policy mustcall for
thestoragecompanyto beimmediatelynotified to removehernamefrom
its authorization list. 

Chapter 16 of this book provides .detailed information on this vital
subject, but it will be helpful to list here some of the key security
provisions that should be in place, as highlighted by this story: 

A complete and thorough checklist of steps to be taken upon the
departure of an employee, with special provisions for workers  who had
access to sensitive data. 

A policy of terminating the employee's computer access immediately--
preferably before the person has even left the building. 

A procedure to recover the person's ID badge, as well as any keys or
electronic access devices. 

Provisions that require security guards to see photo ID before admitting
any employee who does not have his or her security pass, and for
checking the name against a list to verify that the person is still employed
by the organization. 

Some further steps will seem excessive or too expensive for some
companies, but they are appropriate to others. Among these more
stringent security measures are:   

Electronic ID badges combined with scanners at entrances; each
employeeswipes his badge through the scannerfor an instantaneous
electronicdeterminationthat the personis still a currentemployeeand
entitled to enterthe building. (Note, however,that securityguardsmust
still betrainedto beon thealertfor piggybacking--anunauthorizedperson
slipping by in the wake of a legitimate employee.) 

A requirement that all employees in the same workgroup as the person
leaving (especially if the person is being fired) change their passwords.
(Does this seem extreme? Many years after my short time working at
General Telephone, I learned that the Pacific Bell security people, when
they heard General 



Telephone had hired me, "rolled on the ground with laughter." But to
General Telephone's credit when they realized they had 

 



a reputedhacker working for them after they laid me off, they then
required that passwords be changed for everyone in the company!)

You don't want your facilities to feel like jails, but at the sametime you
needto defendagainstthe guy who wasfired yesterdaybut is backtoday
intent on doing damage.

Don't Forget Anybody
Security policies tend to overlook the entry-level worker, people like
receptionistswho don't handle sensitivecorporateinformation. We've
seenelsewherethat receptionistsarea handytargetfor attackers,andthe
storyof thebreak-inat theautopartscompanyprovidesanotherexample:
A friendly person, dressedlike a professional,who claims to be a
companyemployeefrom anotherfacility may not be what he appears.
Receptionistsneedto be well-trainedaboutpolitely askingfor company
ID when appropriate,and the training needsto be not just for the main
receptionistbut also for everyonewho sits in as relief at the reception
desk during lunchtime or coffee breaks.

For visitors from outside the company, the policy should require that a
photo ID be shown and the information recorded. It isn't hard to get fake
ID, but at least demanding ID makes pre-texting one degree harder for the
would-be attacker.

In some companies,it makessenseto follow a policy requiring that
visitors be escorted from the lobby and from meeting to meeting.
Proceduresshouldrequirethat the escortmakeclearwhendeliveringthe
visitor to his first appointmentthat this personhasenteredthebuilding as
anemployee, or non-employee.Why is this important?Because,aswe've
seen in earlier
stories,an attackerwill often passhimself off in one guise to the first
personencountered,andassomeoneelseto the next. It's too easyfor an
attackerto showup in the lobby, convincethe receptionistthat hehasan
appointmentwith, say, an engineer..,then be escortedto the engineer's
office whereheclaimsto bea repfrom acompanythatwantsto sell some
productto thecompany..,andthen,afterthemeetingwith theengineer,he
has free access to roam the building.

Before admitting an off-site employee to the premises, suitable procedures
must be followed to verify that the person is truly an employee;
receptionistsandguardsmust be awareof methodsusedby attackersto



pretextthe identity of an employeein order to gain accessto company
buildings.

 



How aboutprotectingagainstthe attackerwho conshis way inside the
building and managesto plug his laptop into a network port behindthe
corporate firewall? Given today's technology, this is a challenge:
conferencerooms, training rooms, and similar areasshould not leave
networkportsunsecuredbut shouldprotectthemwith firewallsor routers.
But better protectionwould come from the use of a securemethodto
authenticate any users who connect to the network.

Secure IT!
A word to the wise: In your own company,everyworker in IT probably
knowsor canfind out in momentshow muchyou areearning,how much
the CEO takeshome,and who's using the corporatejet to go on skiing
vacations.

It's evenpossiblein somecompaniesfor IT peopleor accountingpeople
to increasetheir own salaries,makepaymentsto a phonyvendor,remove
negativeratingsfrom HR records,andsoon. Sometimesit's only the fear
of gettingcaughtthat keepsthemhonest..,andthenonedayalongcomes
somebody whose greed or native dishonesty makes him (or
her) ignore the risk and take whatever he thinks he can get away with.

There are solutions, of course. Sensitive files can be protected by
installing proper access controls so that only authorized people can open
them. Some operating systems have audit controls that can be configured
to maintain a log of certain events, such as each person who attempts to
access a protected file, regardless of whether or not the attempt succeeds.

If your companyhasunderstoodthis issueand hasimplementedproper
accesscontrols and auditing that protectssensitivefiles--you're taking
powerful steps in the right direction.

 



Chapter 11

Combining Technology and Social Engineering
A social engineerlives by his ability to manipulatepeople into doing
things that help him achievehis goal, but successoften also requiresa
large measureof knowledge and skill with computer systems and
telephone systems.

Here'sa samplingof typical social engineeringscamswheretechnology
played an important role.

HACKING BEHIND BARS
Whataresomeof themostsecureinstallationsyou canthink of, protected
againstbreak-in,whetherphysical,telecommunications,or electronicin
nature?Fort Knox? Sure.The White House?Absolutely. NORAD, the
North AmericanAir Defenseinstallationburieddeepundera mountain?
Most definitely.

How aboutfederalprisonsanddetentioncenters?They mustbe aboutas
secureasanyplacein thecountry,right?Peoplerarelyescape,andwhen
they do, they arenormally caughtin shortorder.You would think that a
federal facility would be invulnerableto socialengineeringattacks.But
you would be wrong--there is no such thing as foolproof security,
anywhere.

A few yearsago, a pair of grifters (professionalswindlers) ran into a
problem.It turnedout they hadlifted a largebundleof cashfrom a local
judge.The pair hadbeenin troublewith the law on andoff throughthe
years,but this time the federalauthoritiestook an interest.They nabbed
one of the grifters, Charles Gondorff, and tossed him into a correctional
 



center near San Diego. The federal magistrate ordered him detained as 
flight risk and a danger to the community. 

His pal Johnny Hooker knew that Charlie was going to need a defense
attorney. But where was the money going to come from? most grifters,
their money had always gone for good clothes, fancy cam and the ladies
as fast as it came in. Johnny larely had enough to live on. 

The moneyfor a goodlawyer would haveto comefrom runninganother
scam.Johnnywasn'tup to doing this on this own. CharlieGondorff had
alwaysbeenthebrainsbehindtheir cons.But Johnnydidn't darevisit the
detentioncenterto askCharliewhat to do, not whenthe Fedsknewthere
had beentwo men involved in the scamand were so eagerto lay their
handson the other one. Especially since only family can visit. which
meanthe'd have to show fake identification and claim to be a family
member.Trying to use fake ID in a federal prison didn't sound like a
smart idea. 

No, he'd have to get in touch with Gondorff some other way. 

It wouldn't be easy. No inmate in any federal, state, or local facility is 
allowed to receive phone calls. A sign posted by every inmate telephone
in 
a federal detention center says something like, "This notice is to advise
the 
user that all conversations from this telephone are subject to monitoring. 
and the use of the telephone constitutes consent to the monitoring. 
Having  government officials listen in on your phone calls while
committing 
a crime has a way of extending your federally funded vacation plans. 

Johnny knew, though, that certain phone calls were not monitored: calls 
between a prisoner and his attorney, protected by the Constitution as 
client-attorney communications, for example. In fact, the facility where 
Gondorff was being held had telephones connected directly to the federal 
Public Defender's Office. Pick up one of those phones, and a direct
connection
is made to the corresponding telephone in the PDO. The phone 
company calls this service Direct Connect. The unsuspecting authorities 
assume the service is secure and invulnerable to tampering because
outgoing



calls can only go to the PDO, and incoming calls are blocked. Even if 
someone were somehow able to find out the phone number, the phones 
are programmed in the telephone company switch as deny terminate, 
which is a clumsy phone company term for service where incoming calls 
are not permitted. 

Since any halfway decent grifter is well versed in the art of
deception, 

Johnnyfigured therehad to be a way aroundthis
problem. From the 

inside,Gondorffhadalreadytried picking up oneof
the PDO phones and 

saying,"This is Tom, at the phonecompanyrepair
center. 



LINGO
DIRECT CONNECT Phonecompanyterm for a phoneline that goes
directly to a specific number when picked up
DENY TERMINATE A phonecompanyserviceoptionwhereswitching
equipment is set that incoming calls cannot be received at a phone number

We're running a test on this line and I need you to try dialing nine, and
then zero-zero." The nine would have accessed an outside line, the zero-
zero would then have reached a long-distance operator. It didn't work the
person answering the phone at the PDO was already hip to that trick. 

Johnnywas having bettersuccess.He readily found out that therewere
ten housing units in the detentioncenter, each with a direct connect
telephoneline to the Public Defender'sOffice. Johnnyencounteredsome
obstacles,but like a socialengineer,he wasableto think his way around
theseannoyingstumblingblocks.Which unit wasGondorff in? Whatwas
the telephonenumberto the direct connectservicesin that housingunit?
And how would he initially get a messageto Gondorff without it being
intercepted by prison officials? 

Whatmayappearto betheimpossibleto averagefolks, like obtainingthe
secrettelephonenumberslocatedin federalinstitutions,is very often no
more than a few phonecalls away for a con artist. After a couple of
tossing-and-turningnights brainstorminga plan, Johnny woke up one
mormng with the whole thing laid out in his mind, in five steps. 

First, he'd find out the phone numbers for those ten direct-connect
telephones to the PDO. 

He'd have all ten changed so that the phones would allow incoming calls. 

He'd find out which housing unit Gondorff was on. 

Then he'd find out which phone number went to that unit. 

Finally, he'd arrange with Gondorff when to expect his call, without the
government suspecting a thing. 

Piece a' cake, he thought. 



Calling Ma Bell... 
Johnnybeganby calling the phonecompanybusinessoffice under the
pretext of being from the General Services Administration, the agency 
  



responsible for purchasing goods and services for the federal
government. 
He said he was working on an acquisition order for additional
services and needed to know the billing information for any
direct connect services currently in use, including the working
telephone numbers and monthly cost at the San Diego
detention center. The lady was happy to help. 

Just to make sure, he tried dialing into one of those lines and
was answered by the typical audichron recording, "This line
has been disconnected or is no longer in service"—which he
knew meant nothing of kind but instead meant that the line
was programmed to block incoming calls, just as he expected. 

He knew from his extensive knowledge of phone company
operations and procedures that he'd need to reach a department
called the Recent Change Memory Authorization Center or
RCMAC (I will always wonder who makes up these names!).
He began by calling the phone company Business Office, said
he was in Repair and needed to know the number for the
RCMAC that handled the service area for the area code and
prefix he gave, which was served out of the same central
office for all the to telephone lines in the detention center. It
was a routine request, the kind provided for technicians out in
the field in need of some assistance, and the clerk had no
hesitation in giving him the number. 

He called RCMAC, gave a phony name and again said he was
in Repair 
He had the lady who answered access one of the telephone
numbers he had conned out of the business office a few calls
earlier; when she had it up, Johnny asked, "Is the number set
to deny termination? 

"Yes," she said. 

"Well, that explains why the customer isn't able to receive
calls!" Johnny said. "Listen, can you do me a favor. I need you
to change the line class code or remove the deny terminate
feature, okay?" There was a pause as she checked another
computer system to verify that a service order had been placed



to authorize the change. She said, "That number is supposed to
be restricted for outgoing calls only. There's no service order
for a change."   

"Right, it's a mistake. We were supposed to process the order
yesterday but the regular account rep that handles this
customer went home sick and forgot to have someone else
take care of the order for her. So now of course the customer
is up in arms about it." 

After a momentary pause while the lady pondered this request,
which would be out of the ordinary and against standard
operating procedures, she said, "Okay." He could hear her
typing, entering the change. And  a few seconds later, it was
done. 

  
 



The ice had beenbroken,a kind of collusion establishedbetweenthem.
Reading the woman'sattitude and willingness to help, Johnny didn't
hesitateto go for it all. He said,"Do you havea few minutesmoreto help
me?" 

"Yeah," she answered. "What do you need?" 

"I've got a severalother lines that belongto the samecustomer,and all
havethe sameproblem.I'll readoff the numbers,so you can makesure
that they're not set for deny terminate--okay?" She said that was fine. 

A few minutes later, all ten phone lines had been "fixed" to accept
incoming calls. 

Finding Gondorff 
Next, find out what housingunit Gondorff was on. This is information
that the people who run detention centers and prisons definitely don't want
outsiders to know. Once again Johnny had to rely on his social
engineering skills. 

He placed a call to a federal prison in another city--he called Miami, 
but any one would have worked--andclaimed he was calling from the
detentioncenterin New York. He askedto talk to somebodywho worked
with the Bureau'sSentry computer,the computersystemthat contains
informationon every prisonerbeing held in a Bureauof Prisonsfacility
anywhere in the country. 

Whenthatpersoncameon thephone,Johnnyput on his Brooklyn accent.
"Hi," hesaid."This is Thomasat the FDC New York. Our connectionto
Sentrykeepsgoingdown,canyou find thelocationof a prisonerfor me,I
think this prisonermay beat your institution," andgaveGondorff'sname
and his registration number. 

"No, he's not here," the guy said after a couple of moments. "He's at the
correctional center in San Diego." 

Johnnypretendedto be surprised."San Diego! He was supposedto be
transferredto Miami on the Marshal'sairlift last week! Are we talking
about the same guy--what's the guy's DOB?" 



12/3/60," the man read from his screen. 

"Yeah, that's the same guy. What housing unit is he on?" 

"He's on Ten North," the man said--blithely answering the question 
even though there isn't any conceivable reason why a prison employee in 
New York would need to know this. 

 
 



Johnnynowhadthephonesturnedon for incomingcalls,andknewwhich
housing unit Gondorff was on. Next, find out which phone number
connected to unit Ten North. 

This onewasa bit difficult. Johnnycalledoneof the numbers.He knew
the ringer of the phonewould be turnedoff; no onewould know it was
ringing.SohesattherereadingFodor'sEurope}GreatCitiestravelguide.
while listening to the constant ringing on speakerphoneuntil finally
somebodypicked up. The inmateon the otherend would, of course,be
trying to reachhis court-appointedlawyer.Johnnywaspreparedwith the
expected response. "Public Defender's Office," he announced. 

When the man asked for his attorney, Johnny said, "I'll see if he's
available,what housingunit are you calling from?" He jotted down the
man'sanswer,clicked onto hold, camebackafter half a minuteandsaid,
"He's in court, you'll have to call back later," and hung up. 

He hadspentthe betterpart of a morning,but it could havebeenworse;
his fourth attemptturnedout to be from TenNorth. SoJohnnynow knew
the phone number to the PDO phone on Gondorff's housing unit. 

Synchronize Your Watches 
Now to get a messagethrough to Gondorff on when to pick up the
telephoneline that connectsinmatesdirectly to the Public Defender's
Office. ]'his was easier than it might sound. 

Johnny called the detention center using his official-sounding voice,
identified himself as an employee,and askedto be transferredto Ten
North. Thecall wasput right through.Whenthecorrectionalofficer there
picked up, Johnnyconnedhim by using the insider'sabbreviationfor
Receivingand Discharge,the unit that processesnew inmatesin, and
departingonesout: "This is Tysonin R&D," he said."I needto speakto
inmateGondorff. We havesomepropertyof his we haveto ship andwe
needan addresswherehe wantsit sent.Could you call him to thephone
for me?" 

Johnny could hear the guard shouting acrossthe day room. After an
impatient several minutes, a familiar voice came on the line. 



Johnnytold him, "Don't say anythinguntil I explain what this is." He
explainedthepretextsoJohnnycouldsoundlike hewasdiscussingwhere
his propertyshouldbe shipped.Johnnythen said,"If you can get to the
Public Defenderphoneat onethis afternoon,don't respond.If you can't,
thensaya time thatyou canbethere."Gondorffdidn't reply.Johnnywent
on, "Good. Be there at one o'clock. I'll call you then. Pick up the phone. 
 
 



If it startsto ring to the Public DefendersOffice, flash the switch hook
every twenty seconds. Keep trying till you hear me on the other end." 

At one o'clock, Gondorff picked up the phone,and Johnnywas there
waiting for him. They had a chatty, enjoyable,unhurriedconversation,
leadingto a seriesof similar calls to plan the scamthat would raisethe
money to pay Gondorff's legal fees--all free from government
surveillance. 

Analyzing the Con 
This episodeoffers a prime exampleof how a socialengineercanmake
the seeminglyimpossiblehappenby conning severalpeople,eachone
doing somethingthat, by itself, seemsinconsequential.In reality, each
action provides one small piece of the puzzle until the con is complete. 

The first phone company employee thought she was giving information 
to someone from the federal government's General Accounting Office. 

The next phonecompanyemployeeknew shewasn'tsupposedto change
the classof telephoneservicewithout a serviceorder,but helpedout the
friendly mananyway.This madeit possibleto placecalls throughto all
ten of the public defender phone lines in the detention center. 

For the man at the detention center in Miami, the request to help someone
at anotherfederal facility with a computerproblem seemedperfectly

reasonable.And eventhoughtheredidn't seemanyreasonhewould want
to know the housing unit, why not answer the question? 

And theguardon Ten North who believedthat thecallerwasreally from
within the samefacility, calling on official business?It was a perfectly
reasonablerequest,sohecalledtheinmateGondorff to thetelephone.No
big deal. 

A series of well-planned stories that added up to completing the sting. 

THE SPEEDY DOWNLOAD 
Ten years after they had finished law school, Ned Racine saw his
classmatesliving in nice homeswith front lawns, belongingto country
clubs, playing golf once or twice a week, while he was still handling
penny-antecasesfor the kind of peoplewho neverhadenoughmoneyto



payhis bill. Jealousycanbea nastycompanion.Finally oneday,Nedhad
had enough. 

The one good client he ever had was a small but very successful
accounting firm that specialized in mergers and acquisitions. They hadn't
used Ned for long, just long enough for him to realize they were involved
in 

 
 



dealsthat, oncethey hit the newspapers,would affect the stockprice of
oneor two publicly tradedcompanies.Penny-ante,bulletin-boardstocks,
but in some ways that was even better--asmall jump in price could
representabig percentagegainon aninvestment.If hecouldonly tap into
their files and find out what they were working on...

He knew a manwho knewa manwho waswiseaboutthingsnot exactly
in the mainstream. The man listened to the plan, got fired up and agreed to
help. For a smallerfee than he usually charged,againsta percentageof
Ned'sstockmarketkilling, the mangaveNed instructionson what to do.
He also gave him a handy little device to use, something brand-new on the
market.

For a few daysin a row Ned kept watchon the parking lot of the small
businesspark where the accounting company had its unpretentious,
storefront-likeoffices.Most peopleleft between5:30 and6. By 7, the lot
was empty. The cleaning crew showed up around 7:30. Perfect.

The next night at a few minutesbefore8 o'clock,Ned parkedacrossthe
streetfrom the parkinglot. As he expected,the lot wasemptyexceptfor
thetruck from thejanitorial servicescompany.Nedput his earto thedoor
and heard the vacuum cleanerrunning. He knocked at the door very
loudly, andstoodtherewaiting in his suit and tie, holding his well-worn
briefcase.No answer,but hewaspatient.He knockedagain.A manfrom
the cleaningcrew finally appeared."Hi," Ned shoutedthroughthe glass
door,showingthebusinesscardof oneof thepartnersthat hehadpicked
up sometime earlier."I lockedmy keysin my carandI needto getto my
desk."

The man unlockedthe door, locked it againbehindNed, and thenwent
downthecorridor turningon lights soNedcouldseewherehewasgoing.
And why not--he was being kind to one of the people who helped put food
on his table. Or so he had every reason to think.

MITNICK MESSAGE
Industrial spiesand computerintruderswill sometimesmakea physical
entry into the targetedbusiness.Ratherthanusinga crowbarto breakin,
thesocialengineerusestheart of deceptionto influencethepersonon the
other side of the door to open up for him.



Ned sat down at the computerof one of the partners,and turnedit on.
While it wasstartingup, he installedthe small devicehe hadbeengiven
into the USB port of the computer, a gadget small enough to carry on a
 



key ring, yet able to hold more than 120 megabytesof data.He logged
into the network with the usernameand passwordof the partner's
secretary,which wereconvenientlywritten down on a Post-it notestuck
to the display. In less than five minutes,Ned had downloadedevery
spreadsheetand documentfile storedon the workstationand from the
partner's network directory and was on his way home.

EASY MONEY
When I was first introducedto computersin high school, we had to
connectover a modem to one central DEC PDP 11 minicomputer in
downtown Los Angeles that all the high schoolsin L.A. shared.The
operatingsystemon that computerwas called RSTS/E,and it was the
operating system I first learned to work with.

At thattime, in 1981,DEC sponsoredanannualconferencefor its product
users,andoneyearI readthattheconferencewasgoingto beheldin L.A.
A popular magazine for users of this operating system carried an
announcementabouta new securityproduct,LOCK-11. Theproductwas
beingpromotedwith a cleverad campaignthat saidsomethinglike, "It's
3:30 ,.M. and Johnnydown the streetfound your dial-in number,555-
0336, on his 336th try. He's in and you're out. Get LOCK-11." The
product,the ad suggested,washacker-proof.And it wasgoing to be on
display at the conference.

I waseagerto seetheproductfor myself.A high schoolbuddyandfriend,
Vinny, my hackingpartnerfor severalyearswho later becamea federal
informant againstme, sharedmy interestin the new DEC product,and
encouraged me to go to the conference with him.

Cash on the Line
We arrivedto find a big buzzalreadygoingaroundthecrowdat the trade
showaboutLOCK-11. It seemedthat thedeveloperswerestakingcashon
theline in a bet thatno onecouldbreakinto their product.Soundedlike a
challenge I could not resist.

We headed straight for the LOCK-11 booth and found it manned by
threeguyswhowerethedevelopersof theproduct;I recognizedthemand
they recognizedme--evenas a teen, I already had a reputationas a
phreakerandhackerbecauseof a big story the LA Timeshadrun about
my first juvenilebrushwith theauthorities.Thearticle reportedthatI had



talked my way into a Pacific Telephonebuilding in the middle of the
night and walked out with computer manuals, right under the nose of their

 
 



securityguard.(It appearsthe Timeswantedto run a sensationaliststory
and it servedtheir purposesto publish my name;becauseI was still a
juvenile, the article violatedthe customif not the law of withholding the
names of minors accused of wrongdoing.)

When Vinny and I walked up, ir createdsomeintereston both sides.
Therewas an intereston their side becausethey recognizedme as the
hackerthey had read aboutand they were a bit shockedto seeme. It
createdan intereston our sidebecauseeachof the threedeveloperswas
standingtherewith a $100bill sticking out of his tradeshowbadge.The
prize money for anybodywho could defeat their systemwould be the
whole$300--whichsoundedlike a lot of moneyto apair of teenagers.We
could hardly wait to get started.

LOCK-11 was designedon an establishedprinciple that relied on two
levelsof security.A userhadto havea valid ID andpassword,asusual,
but in additionthat ID andpasswordwould only work whenenteredfrom
authorized terminals, an approachcalled terminal-basedsecurity. To
defeatthesystem,a hackerwould neednot only to haveknowledgeof an
accountID andpassword,but would alsohaveto enterthat information
from the correct terminal. The method was well established,and the
inventorsof LOCK-11 were convincedit would keepthe bad guys out.
We decidedwe weregoingto teachthema lesson,andearnthreehundred
bucks to boot.

A guy I knewwho wasconsideredanRSTS/Eguruhadalreadybeatenus
to the booth. Years before he had been one of the guys who had
challengedme to break into the DEC internal developmentcomputer,
after which his associateshad turned me in. Since those days he had
becomea respectedprogrammer.We foundout thathehadtried to defeat
the LOCK-11 securityprogramnot long beforewe arrived,but hadbeen
unableto. The incidenthadgiven the developersgreaterconfidencethat
their product really was secure.

LINGO
TERMINAL-BASED SECURITY Security based in part on the
identificationof the particularcomputerterminalbeingused;this method
of security was especially popular with IBM mainframe computers.



The contestwasa straightforwardchallenge:You breakin, you win the
bucks.A goodpublicity stunt..,unlesssomebodywasable to embarrass
them and take the money. They were so sure of their product that they
 
 



wereevenaudaciousenoughto havea printoutpostedat theboothgiving
the accountnumbersand correspondingpasswordsto someaccountson
the system.And not just regular user accounts,but all the privileged
accounts.

Thatwasactuallylessdaringthanit sounds:In this typeof set-up,I knew,
eachterminalis pluggedinto a port on thecomputeritself. It wasn'trocket
scienceto figure out they hadsetup the five terminalsin the conference
hall so a visitor could log in only asa non-privilegeduser--thatis, logins
werepossibleonly to accountswithout systemadministratorprivileges.It
looked as if there were only two routes: either bypass the security
softwarealtogether--exactlywhat theLOCK-11 wasdesignedto prevent;
or somehowget aroundthe softwarein a way that the developershadn't
imagined.

Taking Up the Challenge
Vinny andI walkedawayandtalkedaboutthe challenge,andI cameup
with aplan.We wanderedaroundinnocently,keepinganeyeon thebooth
from a distance.At lunchtime, when the crowd thinned out, the three
developerstook advantageof the break and took off together to get
somethingto eat,leavingbehinda womanwho might havebeenthewife
or girlfriend of oneof them.We saunteredbackoverandI distractedthe
woman,chattingher up about this and that, "How long haveyou been
with thecompany?"What otherproductsdoesyour companyhaveon the
market?" and so on.

Meanwhile Vinny, out of her sight line, had gone to work, making use of
a skill he and I had both developed. Besides the fascination of breaking
into computers, and my own interest in magic, we had both been intrigued
by learning how to open locks. As a young kid, I had scoured the shelves
of an underground bookstore in the San Fernando Valley that had
volumes on picking locks, getting out of handcuffs, creating fake
identities--all kinds of things a kid was not supposed to know about.

Vinny, like me, had practiced lock-picking until we were pretty good with
any run-of-the-mill hardware-store lock. There had been a time when I got
a kick out of pranks involving locks, like spotting somebody who was
using two locks for extra protection, picking the locks, and put-ring them
back in the opposite places, which would baffle and frustrate the owner
when he tried to open each with the wrong key.



In the exhibit hall, I continued to keep the young woman distracted while
Vinny, squatting down at the back of the booth so he couldn't be
 
 



seen, picked the lock on the cabinet that housed their PDP-11
minicomputer  and the cable terminations. To call the cabinet locked was
almost a joke. It was secured with what locksmiths refer to as a wafer
lock, notoriously  easy to pick, even for fairly clumsy, amateur lock-
pickers like us. 

It took Vinny all of about a minute to open the lock. Inside the cabinet he
found just what we had anticipated: the strip of ports for plugging in user
terminals, and one port for what's called the console terminal. This was
the terminal used by the computer operator or system administrator to
control all the computers. Vinny plugged the cable leading from the
console port into one of the terminals on the show floor. 

That meant this one terminal was now recognized as a console terminal. I
sat down at the recabled machine and logged in using a password the
developers had so audaciously provided. Because the LOCK-11 software
now identified that I was logging in from an authorized terminal, it
granted me access, and I was connected with system administrator
privileges.  I patched the operating system by changing it so that from any
of the terminals on the floor, I would be able to log in as a privileged user.

Once my secret patch was installed, Vinny went back to work
disconnecting  the terminal cable plugging it back in where it had been
originally.  Then he picked the lock once again, this time to fasten the
cabinet door closed. 

I did a directory listing to find out what files were on the computer,
looking for the LocK-11 programand associatedfiles and stumbledon
somethingI foundshocking:a directorythatshouldnot havebeenon this
machine.The developershad been so overconfident,so certain their
softwarewas invincible, that they hadn'tbotheredto removethe source
codeof their new product.Moving to the adjacenthard-copyterminal, I
startedprinting out portionsof thesourcecodeonto thecontinuoussheets
of the green-striped computer paper used in those days. 

Vinny hadonly just barely finishedpicking the lock closedandrejoined
me when the guys returnedfrom lunch. They found me sitting at the
computerpoundingthe keys while the printer continuedto churnaway.
"What'cha doing, Kevin?" one of them asked. 



"Oh, just printing out your sourcecode," I said. They assumedI was
joking, of course.Until they lookedat theprinterandsawthat it really u,
as the jealously guarded source code for their product. 

They didn't believeit was possiblethat I was logged in as a privileged
user."Type a Control-T," one of the developerscommanded.I did. The
display that appearedon the screen confirmed my claim. The guy
smacked his forehead, as Vinny said, "Three hundred dollars, please." 
  
 



MITNICK MESSAGE
Here'sanotherexampleof smartpeopleunderestimatingtheenemy.How
aboutyou--areyou so certainaboutyour company'ssecuritysafeguards
that you would bet $300againstan attackerbreakingin? Sometimesthe
way around a technological security device is not the one you expect. 

Theypaid up. Vinny andI walkedaroundthe tradeshowfloor for the rest
of thedaywith thehundred-dollarbills stuckinto our conferencebadges.
Everyone who saw the bills knew what they represented. 

Of course,Vinny andI hadn'tdefeatedtheir software,andif thedeveloper
teamhadthoughtto setbetterrules for the contest,or had useda really
securelock, or hadwatchedtheir equipmentmorecarefully,theywouldn't
havesufferedthe humiliation of that day--humiliationat the handsof a
pair of teenagers. 

I foundout laterthatthedeveloperteamhadto stopby abankto getsome
cash:thosehundred-dollarbills representedall the spendingmoneythey
had brought with them. 

THE DICTIONARY AS AN ATTACK TOOL 
When someone obtains your password, he's able to invade your system. In
most circumstances, you never even know that anything bad has
happened. 

A young attacker I'll call Ivan Peters had a target of retrieving the source
code for a new electronic game. He had no trouble getting into the
company's wide area network, because a hacker buddy of his had already
compromised one of the company's Web servers. After finding an un-
patched vulnerability in the Web server software, his buddy had just about
fallen out of his chair when he realized the system had been set up as a
dual-homed host, which meant he had an entry point into the internal
network. .

But once Ivan was connected,he then faced a challengethat was like
beinginsidetheLouvreandhopingto find theMonaLisa.Withouta floor
plan, you could wander for weeks. The company was global, with
hundredsof offices and thousandsof computerservers,and they didn't



exactlyprovideanindexof developmentsystemsor theservicesof a tour
guide to steer him to the right one. 

Insteadof usinga technicalapproachto finding out whatserverheneeded
to target,Ivan useda socialengineeringapproach.He placedphonecalls
based on methods similar to those described elsewhere in this 
   
 



book. First, calling IT technicalsupport,he claimed to be a company
employeehavinganinterfaceissueon a producthis groupwasdesigning.
and askedfor the phonenumber of the project leader for the gaming
development team.

Thenhecalledthenamehe'dbeengiven,posingasa guy from IT. "Later
tonight," hesaid,"we'reswappingout a routerandneedto makesurethe
peopleon your teamdon't loseconnectivityto your server.Sowe needto
knowwhich serversyour teamuses."Thenetworkwasbeingupgradedall
the time. And giving the name of the server wouldn't hurt anything
anyway,now would it? Sinceit waspassword-protected,just havingthe
namecouldn't help anybodybreak in. So the guy gavethe attackerthe
servername.Didn't evenbotherto call themanbackto verify his story,or
write down his nameand phonenumber.He just gavethe nameof the
servers, ATM5 and ATM6.

The Password Attack
At this point, Ivan switched to a technical approach to get the
authenticationinformation.The first stepwith most technicalattackson
systemsthat provide remoteaccesscapability is to identify an account
with a weak password,which provides an initial entry point into the
system.

Whenan attackerattemptsto usehackingtools for remotelyidentifying
passwords,the effort mayrequirehim to stayconnectedto thecompany's
network for hours at a time. Clearly he does this at his peril: The longer he
stays connected, the greater the risk of detection and getting caught.

As a preliminary step, Ivan would do an enumeration,which reveals
details about a target system. Once again the Internet conveniently
provides software for the purpose (at http://ntsleuth.0catch.com;the
characterbefore"catch" is a zero). Ivan found severalpublicly available
hacking tools on the Web that automatedthe enumerationprocess,
avoidingtheneedto do it by hand,which would takelongerandthusrun
a higher risk. Knowing that the organizationmostly deployedWindows-
basedservers,he downloadeda copy of NBTEnum, a NetBIOS (basic
input/output system) enumerationutility. He enteredthe IP (Internet
protocol) addressof the ATM5 server,and startedrunning the program.
Theenumerationtool wasableto identify severalaccountsthatexistedon
the server.



 
 



LINGO
ENUMERATION A processthat reveals the service enabledon the
targetsystem,theoperatingsystemplatform,anda list of accountsnames
of the users who have access to the system.

Oncetheexistingaccountshadbeenidentified,thesameenumerationtool
hadthe ability to launcha dictionaryattackagainstthe computersystem.
A dictionary attackis somethingthat many computersecurity folks and
intrudersare intimately familiar with, but that most other peoplewill
probably be shockedto learn is possible.Such an attack is aimed at
uncoveringthe passwordof eachuseron the systemby usingcommonly
used words.

We're all lazy about some things, but it never ceases to amaze me that
when people choose their passwords, their creativity and imagination
seem to disappear. Most of us want a password that gives us protection
but that is at the same time easy to remember, which usually means
something closely connected to us. Our initials, middle name, nickname,
spouse's name, favorite song, movie, or brew, for example. The name of
the street we live on or the town we live in, the kind of car we drive, the
beachfront village we like to stay at in Hawaii, or that favorite stream with
the best trout fishing around. Recognize the pattern here? These are
mostly personal names, place names, or dictionary words. A dictionary
attack runs through common words at a very rapid pace, trying each as a
password on one or more user accounts.

Ivan ran the dictionary attack in three phases. For the first, he used a
simple list of some 800 of the most common passwords; the list includes
secret, work, and password. Also the program permutated the dictionary
words to try each word with an appended digit, or appending the number
of the current month. The program tried each attempt against all of the
user accounts that had been identified. No luck.

For the next attempt, Ivan went to Google'ssearchengineand typed,
"wordlists dictionaries," and found thousandsof sites with extensive
wordlists anddictionariesfor Englishand severalforeign languages.He
downloadedanentireelectronicEnglishdictionary.He thenenhancedthis
by downloadinga numberof word lists that he found with Google.Ivan
chose the site at www.outpost9.com/files/WordLists.html.



This siteallowedhim to download(all of this for free)a selectionof files
including family names,given namek,congressionalnamesand words,
actor's names, and words and names from the Bible.

Anotherof themanysitesoffering word lists is actuallyprovidedthrough
Oxford University, at ftp://ftp.ox.ac.uk/pub/wordlists.

 



Othersitesoffer lists with thenamesof cartooncharacters,wordsusedin
Shakespeare,in theOdyssey,Tolkien, andtheStarTrek series,aswell as
in scienceandreligion, andon andon. (Oneon-line companysellsa list
containing 4.4 million words and names for only $20.) The attack
programcanbesetto testtheanagramsof thedictionarywords,aswell--
anotherfavorite methodthat many computerusersthink increasestheir
safety. 

Faster Than You Think 
Once Ivan had decided which wordlist to use, and started the attack, the
software ran on autopilot. He was able to turn his attention to other things.
And here's the incredible part: You would think such an attack would
allow the hacker to take a Rip van Winkle snooze and the software would
still have made little progress when he awoke. In fact, depending on the
platform being attacked, the security configuration of the system, and
network connectivity, every word in an English dictionary can, incredibly,
be attempted in less than thirty minutes! 

While this attack was running, Ivan started another computer running a
similar attack on the other server used by the development group, ATM6.
Twenty minutes later, the attack software had done what most
unsuspecting users like to think is impossible: It had broken a password,
revealing that one of the users had chosen the password "Frodo," one of
the Hobbits in the book The Lord of the Rings. 

With this password in hand, Ivan was able to connect to the ATM6 server
using the user's account. 

There was good news and bad news for our attacker. The good news was
that the account he cracked had administrator privileges, which would be
essential for the next step. The bad news was that the source code for the
game was not anywhere to be found. It must be, after all, on the other
machine, the ATM5, which he already knew was resistant to a dictionary
attack. But Ivan wasn't giving up just yet; he still had a few more tricks to
try. 

On some Windows and UNIX operating systems, password hashes
(encrypted passwords) are openly available to anyone who has access to
the computer they're stored on. The reasoning is that the encrypted
passwords  cannot be broken and therefore do not need to be protected.



The theory is wrong. Using another tool called pwdump3, also available
on the Internet, he was able to extract the password hashes from the
ATM6 machine and download them. 

    
 



A typical file of password hashes looks like this:

Administrator:
500:95E4321A38AD8D6AB75EOC8D76954A50:2E48927AO
BO4F3BFB341E26F6D6E9A97 : : : 

akasper :
1110:5A8D7E9E3C3954F642C5C736306CBFEF:393CE7F90A8357
F157873D72D0490821: : :

digger: 1111:5D15COD58DD216C525AD3B83FA6627C7 :
17AD564144308B4 2B8403DOIAE256558: : :

ellgan :
1112:2017D4A5D8D1383EFF17365FAFIFFE89:O7AEC950C22CBB
9 C2C734EB89320DB13: : : 

tabeck: 1115:9F5890B3FECCAB7EAAD3B435B51404EE:
1FO115A72844721 2FCO5EID2D820B35B: : : 

vkantar :
1116:81A6A5DO35596E7DAAD3B435B51404EE:B933D36DD1225
8 946FCC7BD153F1CD6E : : : 

vwallwick: 1119 :
25904EC665BA30F4449AF42E1054F192:15B2B7953FB6
32907455D2706A432469 : : : 

mmcdonald: 1121:A4AEDO98D29A3217AAD3B435B51404EE:
E40670F936B7 9C2ED522F5ECA9398A27 : : : 

kworkman : 1141:C5C598AF45768635AAD3B435B51404EE:
DEC8E827A1212 73EFO84CDBF5FD1925C : : :

With thehashesnow downloadedto his computer,Ivan usedanothertool
thatperformeda different flavor of passwordattackknownasbruteforce.
This kind of attack tries every combinationof alphanumericcharacters
and most special symbols.



Ivan useda softwareutility called L0phtcrack3(pronouncedloft-crack;
available at www.atstake.com;another source for some excellent
passwordrecoverytools is www.elcomsoft.com).Systemadministrators
use L0pht-crack3 to audit weak passwords;attackersuse it to crack
passwords.The brute force feature in LC3 tries passwordswith
combinations of letters, numerals, and most symbols including
!@#$%^&. It systematicallytries every possiblecombinationof most
characters.(Note, however,that if nonprintablecharactersareused,LC3
will be unable to discover the password )

Theprogramhasa nearlyunbelievablespeed,which canreachto ashigh
as2.8 million attemptsa secondon a machinewith a 1 GHz processor.
Evenwith this speed,andif the systemadministratorhasconfiguredthe
Windows operating system properly (disabling the use of LANMAN
hashes), breaking a password can still take an excessive amount of time.
 
 LINGO
BRUTE FORCE ATTACK A passworddetection stategy that tries
every possible combination of alphanumericcharactersand special
symbols.



For that reasonthe attackeroften downloadsthe hashesand runs the
attackon his or anothermachine,ratherthanstayingon line on thetarget
company's network and risking detection. 

For Ivan, the wait was not that long. Severalhours later the program
presentedhim with passwordsfor every one of the developmentteam
members.But thesewerethe passwordsfor userson the ATM6 machine,
andhe alreadyknew the gamesourcecodehe wasafter wasnot on this
server. 

Whatnow?He still hadnot beenableto geta passwordfor anaccounton
the ATM5 machine.Using his hackermindset,understandingthe poor
securityhabitsof typical users,hefiguredoneof theteammembersmight
have chosen the same password for both machines. 

In fact, that'sexactlywhathefound.Oneof theteammemberswasusing
the password "garners" on both ATM5 and ATM6. 

Thedoorhadswungwide openfor Ivan to huntarounduntil hefoundthe
programshewasafter.Oncehelocatedthesource-codetreeandgleefully
downloadedit, he took one further step typical of systemcrackers:He
changedthepasswordof a dormantaccountthathadadministratorrights,
just in casehe wantedto get an updatedversionof the softwareat some
time in the future. 

Analyzing the Con 
In this attack that called on both technical and people-based
vulnerabilities, theattackerbeganwith a pretexttelephonecall to obtain
the location and host namesof the developmentserversthat held the
proprietary information. 

He then useda softwareutility to identify valid account-usernamesfor
everyonewho hadanaccounton thedevelopmentserver.Next herantwo
successivepasswordattacks,includingadictionaryattack,whichsearches
for commonlyusedpasswordsby trying all of the words in an English
dictionary,sometimesaugmentedby severalword lists containingnames,
places, and items of special interest. 

Becauseboth commercial and public-domain hacking tools can be
obtainedby anyonefor whateverpurposethey havein mind, it's all the



more important that you be vigilant in protecting enterprisecomputer
systems and your network infrastructure. 

The magnitudeof this threat cannot be overestimated.According to
ComputerWorld magazine,ananalysisat New York-basedOppenheimer
Fundsled to a startlingdiscovery.The firm's Vice Presidentof Network
Security and Disaster Recovery ran a password attack against the
employeesof his firm using oneof the standardsoftwarepackages.The
magazinereportedthat within three minuteshe managedto crack the
passwords of 800 employees.
 
 



MITNICK MESSAGE
In the terminologyof the gameMonopoly, if you usea dictionaryword
for your password--Godirectly to Jail. Do not passGo, do not collect
$200.You haveto teachyour employeeshow to choosepasswordsthat
truly protect your assets.

PREVENTING THE CON
Social engineeringattacksmay becomeevenmore destructivewhen the
attacker adds a technology element. Preventing this kind of attack
typically involves taking steps on both human and technical levels.

Just Say No
In the first story of the chapter,the telephonecompanyRCMAC clerk
shouldnot haveremovedthe deny terminatestatusfrom the ten phone
lines when no service order existed authorizing the change.It's not
enough for employeesto know the security policies and procedures;
employeesmust understandhow important these policies are to the
company in preventing damage.

Security policies should discourage deviation from procedure through a
system of rewards and consequences. Naturally, the policies must be
realistic, not calling on employees to carry out steps so burdensome that
they are likely to be ignored. Also, a security awareness program needs to
convince employees that, while it's important to complete job assignments
in a timely manner, taking a shortcut that circumvents proper security
procedures can be detrimental to the company and co workers.

The same caution should be present when providing information to a
stranger on the telephone. No matter how persuasively the person presents
himself, regardless of the person's status or seniority in the company,
absolutely no information should be provided that is not designated as
publicly available until the caller's identity has been positively verified. If
this policy had been strictly observed, the social engineering scheme in
this story would have failed and federal detainee Gondorff would never
have been able to plan a new scare with his pal Johnny.

 



This one point is so important that I reiterateit throughoutthis book:
Verify, verify, verify. Any requestnot madein personshouldneverbe
accepted without verifying the requestor's identity--period. 

Cleaning Up 
For anycompanythatdoesnot havesecurityguardsaroundtheclock, the
scheme wherein an attacker gains access to an office after hours presents a
challenge.Cleaningpeoplewill ordinarily treatwith respectanyonewho
appearsto be with the companyandappearslegitimate.After all, this is
someonewho couldgetthemin troubleor fired. For thatreason,cleaning
crews,whetherinternal or contractedfrom an outsideagency,must be
trained on physical security matters. 

Janitorialwork doesn'texactly requirea college education,or even the
ability to speakEnglish, and the usual training, if any, involves non-
security relatedissuessuchaswhich kind of cleaningproductto usefor
different tasks.Generallythesepeopledon't get an instruction like, "If
someoneasks you to let them in after hours, you need to see their
companyID card,andthencall the cleaningcompanyoffice, explainthe
situation, and wait for authorization." 

An organizationneedsto plan for a situationlike the one in this chapter
before it happens and train people accordingly. In my personal
experience,I havefoundthatmost,if not all, privatesectorbusinessesare
very lax in this areaof physicalsecurity.You might try to approachthe
problemfrom the otherend,putting the burdenon your company'sown
employees.A companywithout 24-hour guard service should tell its
employeesthat to get in after hours,they are to bring their own keysor
electronicaccesscards,and must never put the cleaningpeoplein the
position of deciding who it is okay to admit. Then tell the janitorial
companythat their peoplemust alwaysbe trained that no one is to be
admittedto your premisesby themat any time. This is a simplerule: Do
not openthedoorfor anyone.If appropriate,this couldbeput into writing
as a condition of the contract with the cleaning company. 

Also, cleaningcrews should be trained about piggybackingtechniques
(unauthorizedpersonsfollowing an authorized person into a secure
entrance).They should also be trained not to allow anotherpersonto
follow them into the building just becausethe personlooks like they
might be an employee. 



Follow up every now and then--say, three or four times a year--by staging
a penetration test or vulnerability assessment. Have someone show up 
 
 



at thedoorwhenthecleaningcrew is at work andtry to talk herway into
the building. Ratherthanusingyour own employees,you canhire a firm
that specializes in this kind of penetration testing. 

Pass It On: Protect Your Passwords 
More and more, organizationsare becomingincreasinglyvigilant about
enforcing security policies through technical means--for example,
configuring the operatingsystemto enforcepasswordpolicies and limit
thenumberof invalid login attemptsthatcanbe madebeforelocking out
the account.In fact, Microsoft Windows businessplatforms generally
havethis featurebuilt in. Still, recognizinghow easilyannoyedcustomers
areby featuresthat requireextraeffort, theproductsareusuallydelivered
with security featuresturned off. It's really about time that software
manufacturersstopdeliveringproductswith securityfeaturesdisabledby
defaultwhen it shouldbe the otherway around.(I suspectthey'll figure
this out soon enough.) 

Of course, corporate security policy should mandate system
administrators to enforce security policy through technical means
wheneverpossible,with the goal of not relying on fallible humansany
morethannecessary.It's a no-brainerthat whenyou limit the numberof
successiveinvalid login attemptsto a particularaccount,for example,you
make an attacker's life significantly more difficult. 

Every organization faces that uneasy balance between strong security and
employee productivity, which leads some employees to ignore security
policies, not accepting how essential these safeguards are for protecting
the integrity of sensitive corporate information. 

If a company's policies leave some issues un-addressed, employees may
use the path of least resistance and do whatever action is most convenient
and makes their job easier. Some employees may resist change and openly
disregard good security habits. You may have encountered such an
employee, who follows enforced rules about password length and
complexity but then writes the password on a Post-it note and defiantly
sticks it to his monitor. 

A vital part of protecting your organization is the use of hard-to-discover
passwords, combined with strong security settings in your technology. 



For a detailed discussion of recommended password policies, see Chapter
16. 



Chapter 12
Attacks on the Entry-Level Employee

As manyof thestoriesheredemonstrate,theskilled socialengineeroften
targetslower-level personnelin the organizationalhierarchy.It can be
easy to manipulate these people into revealing seemingly innocuous
informationthat the attackerusesto advanceonestepcloserto obtaining
more sensitive company information.

An attacker targets entry-level employeesbecausethey are typically
unawareof the valueof specificcompanyinformationor of the possible
resultsof certainactions.Also, they tendto beeasilyinfluencedby some
of themorecommonsocialengineeringapproaches--acallerwho invokes
authority; a person who seemsfriendly and likeable; a person who
appearsto know peoplein the companywho areknown to the victim; a
requestthat the attackerclaimsis urgent;or the inferencethat the victim
will gain some kind of favor or recognition.

Hereare someillustrationsof the attackon the lower-level employeein
action.

THE HELPFUL SECURITY GUARD
Swindlershopeto find a personwho'sgreedybecausethey are the ones
most likely to fall for a con game. Social engineers,when targeting
someonesuchasa memberof a sanitationcrewor a securityguard,hope
to find someonewho is good-natured,friendly, and trusting of others.
They are the onesmost likely to be willing to help. That'sjust what the
attacker had in mind in the following story.

 
 



Elliot's View
Date/time: 3:26 a.m. on a Tuesday morning in February 1998.
Location: Marchand Microsystems facility, Nashua, New Hampshire

Elliot Staleyknewhewasn'tsupposedto leavehis stationwhenhewasn't
on his scheduledrounds.But it wasthemiddleof thenight, for crying out
loud,andhehadn'tseenasinglepersonsincehehadcomeon duty.And it
was nearly time to make his rounds anyway. The poor guy on the
telephonesoundedlike hereally neededhelp.And it makesa personfeel
fine when they can do a little good for somebody.

Bill's Story
Bill Goodrockhada simplegoal,onehe hadheld on to, unaltered,since
agetwelve: to retireby agetwenty-four,not evertouchinga pennyof his
trust fund. To showhis father,the almighty andunforgiving banker,that
he could be a success on his own.

Only two yearsleft and it's by now perfectly clear he won't make his
fortune in the next twenty-fourmonthsby being a brilliant businessman
and he won't do it by being a sharpinvestor.He oncewonderedabout
robbing bankswith a gun but that's just the stuff of fiction--the risk-
benefit
trade-offis solousy.Insteadhedaydreamsaboutdoinga Rifkin--robbing
a bankelectronically.Thelast time Bill wasin Europewith thefamily, he
openeda bankaccountin Monacowith 100 Francs.It still hasonly 100
francsin it, but he hasa plan that could help it reachsevendigits in a
hurry. Maybe even eight if he's lucky.

Bill's girlfriend Anne-marieworked in M&A for a large Boston bank.
Onedaywhile waiting atherofficesuntil shegotout of a latemeeting,he
gavein to curiosity and pluggedhis laptop into an Ethernetport in the
conferenceroom he was using. Yes!--hewas on their internal network,
connectedinsidethe bank'snetwork..,behindthe corporatefirewall. That
gave him an idea.

He pooledhis talentwith a classmatewho knew a youngwomannamed
Julia,a brilliant computersciencePh.D.candidatedoing an internshipat
MarchandMicrosystems.Julia looked like a great sourcefor essential
insiderinformation.They told her they werewriting a script for a movie
andsheactuallybelievedthem.Shethoughtit wasfun makingup a story



with them and giving themall the detailsabouthow you could actually
bring off thecapertheyhaddescribed.Shethoughtthe ideawasbrilliant,
actually, and kept badgering them about giving her a screen credit, too.
 
 



They warned her about how often screenplay ideas get stolen and made 
her swear she'd never tell anyone. 

Suitably coached by Julia, Bill did the risky part himself and never
doubted he could bring it off. 

I calledin theafternoonandmanagedto find out that thenight supervisor
of thesecurityforcewasa mannamedIsaiahAdams.At 9:30thatnight I
calledthebuilding andtalkedto theguardon the lobby securitydesk.My
story wasall basedon urgencyandI mademyself sounda little panicky.
"I'm havingcar troubleandI can'tget to the facility," I said."I havethis
emergencyand I really need your help. I tried calling the guard
supervisor,Isaiah,but he'snot at home.Canyou just do me this onetime
favor, I'd really appreciate it?" 

Theroomsin thatbig facility wereeachlabeledwith a mail-stopcodesoI
gavehim the mail-stopof the computerlab and askedhim if he knew
wherethat was.He said yes, and agreedto go there for me. He said it
would takehim a few minutesto get to theroom,andI saidI'd call him in
thelab,giving theexcusethat I wasusingtheonly phoneline availableto
me and I was using it to dial into the network to try to fix the problem. 

He was alreadythereand waiting by the time I called, and I told him
whereto find theconsoleI wasinterestedin, looking for onewith a paper
bannerreading"elmer"--thehostthatJuliahadsaidwasusedto build the
releaseversions of the operating systemthat the companymarketed.
Whenhesaidhehadfound it, I knewfor surethatJuliahadbeenfeeding
usgoodinformationandmy heartskippeda beat.I hadhim hit the Enter
key a coupleof times,andhesaidit printeda poundsign.Which told me
thecomputerwasloggedin asroot, thesuper-useraccountwith all system
privileges.He was a hunt-and-pecktypist and got all in a sweatwhen I
tried to talk him throughenteringmy next command,which was more
than a bit tricky: 

echo 'fix:x:0:0::/:/bin/sh' >> /etc/passwd 

Finally he got it right, and we had now provided an account with a name
fix. And then I had him type 

echo 'fix: :10300:0:0' 55 /etc/shadow 



This established the encrypted password, which goes between the double
colon. Putting nothing between those two colons meant the account would
have a null password. So just those two commands was all it took 
 
 



to appendtheaccountfix to thepasswordfile, with a null password.Best
of all, the account would have the same privileges as a super-user. 

The next thing I hadhim do wasto entera recursivedirectorycommand
that printedout a long list of file names.ThenI hadhim feedthe paper
forward,tearit off, andtakeit with him backto his guarddeskbecause"I
may need you to read me something from it later on." 

Thebeautyof this wasthathehadno ideahehadcreateda new account.
And I had him print out the directory listing of filenamesbecauseI
neededto make sure the commandshe typed earlier would leave the
computerroom with him. That way the systemadministratoror operator
wouldn't spotanythingthe next morningthat would alert themtherehad
been a security breach. 

I wasnow setup with anaccount,a password,andfull privileges.A little
before midnight I dialed in and followed the instructions Julia had
carefully typedup "for the screenplay."In a blink I hadaccessto oneof
the developmentsystemsthat containedthe mastercopy of the source
code for the new version of the company's operating system software. 

I uploadeda patch that Julia had written, which she said modified a
routine in one of the operatingsystem'slibraries. That patch would, in
effect, createa covertbackdoorthat would allow remoteaccessinto the
system with a secret password. 

NOTE
The type of backdoor used here does not change the operating system
login program itself Rather, a specific function contained within the
dynamic library used by the login program is replaced to create the secret
entry point. In typical attacks, computer intruders often replace or patch
the login program itself, but sharp system administrators can detect the
change by comparing it to the version shipped on media such as cd , or by
other distribution methods. 

I carefully followed the instructionsshehad written down for me, first
installing the patch, then taking stepsthat removedthe fix accountand
wiped clean all audit logs so therewould be no traceof my activities,
effectively erasing my tracks. 



Soon the company would begin shipping the new operating system
upgradeto their customers:Financialinstitutionsall over the world. And
everycopytheysentout would includethebackdoorI hadplacedinto the
masterdistribution before it was sent out, allowing me to accessany
computersystemof every bank and brokeragehousethat installed the
upgrade. 

 



LINGO
PATCH Traditionallya pieceof codethat , whenplacedin anexecutable
program, fixes a problem.

Of course,I wasn'tquite homefree--therewould still be work to do. I'd
still have to gain accessto the internal network of each financial
institution I wantedto "visit." Then I'd have to find out which of their
computerswasusedfor moneytransfers,andinstall surveillancesoftware
to learn the details of their operations and exactly how to transfer funds.

All of that I could do long distance.From a computerlocatedanywhere.
Say, overlooking a sandy beach. Tahiti, here I come.

I calledthe guardback,thankedhim for his help, andtold him he could
go ahead and toss the printout.

Analyzing the Con
The securityguardhad instructionsabouthis duties,but eventhorough,
well-thought-out instructions can't anticipate every possible situation.
Nobody had told him the harm that could be done by typing a few
keystrokeson a computer for a person he thought was a company
employee.

With the cooperation of the guard, it was relatively easy to gain access to
a critical system that stored the distribution master, despite the fact that it
was behind the locked door of a secure laboratory. The guard, of course,
had keys to all locked doors.

Even a basically honest employee (or, in this case, the Ph.D. candidate
and company intern, Julia) can sometimes be bribed or deceived into
revealing information of crucial importance to a social engineering attack,
such as where the target computer system is located and--the key to the
success of this attack---when they were going to build the new release of
the software for distribution. That's important, since a change of this kind
made too early has a higher chance of being detected or being nullified if
the operating system is rebuilt from a clean source.

Did you catch the detail of having the guard take the printout back to the
lobby desk and later destroying it? This was an important step. When the
computer operators came to work the next workday, the attacker didn't



want them to find this damning evidence on the hard-copy terminal, or
notice it in the trash. Giving the guard a plausible excuse to take the
printout with him avoided that risk.
 
 



MITNICK MESSAGE
When the computerintruder cannotgain physicalaccessto a computer
systemor networkhimself,hewill try to manipulateanotherpersonto do
it for him. In caseswherephysicalaccessis necessaryfor the plan,using
the victim as a proxy is even better than doing it himself, becausethe
attacker assumes much less risk of detection and apprehension.

THE EMERGENCY PATCH
You would think a tech supportguy would understandthe dangersof
giving accessto the computernetwork to an outsider.But when that
outsideris a clever social engineermasqueradingas a helpful software
vendor, the results might not be what you expect.

A Helpful Call
The caller wanted to know Who's in charge of computers there? and the
telephone operator put him through to the tech support guy, Paul Ahearn.

The caller identified himself as "Edward,with SeerWare,your database
vendor.Apparentlya bunchof our customersdidn't get the email about
our emergencyupdate,so we'recalling a few for a quality control check
to see whether there was a problem installing the patch. Have you
installed the update yet?"

Paul said he was pretty sure he hadn't seen anything like that.

Edwardsaid,"Well, it could causeintermittentcatastrophiclossof data,
so we recommendyou get it installedassoonaspossible."Yes, that was
something he certainly wanted to do, Paul said. "Okay," the caller
responded."We cansendyou a tapeor CD with thepatch,andI want to
tell you, it's really critical--two companiesalreadylost severaldays of
data.Soyou really shouldget this installedassoonasit arrives,beforeit
happens to your company."

"Can't I download it from your Web site?" Paul wanted to know.

"It shouldbe availablesoon--thetechteamhasbeenputting out all these
fires. If you want, we canhaveour customersupportcenterinstall it for
you, remotely. We can either dial up or use Telnet to connectto the
system, if you can support that."



"We don'tallow Telnet,especiallyfrom theInternet--it'snot secure,"Paul
answered."If you canuseSSH,that'dbeokay,"hesaid,naminga product
that provides secure file transfers.
 
 



"Yeah. We have SSH. So what's the IP address?" 

Paul gave him the IP address,and when Andrew asked, "and what
username  and password can I use," Paul gave him those, as well. 

Analyzing the Con 
Of coursethat phone call might really have come from the database
manufacturer. But then the story wouldn't belong in this book. 

Thesocialengineerhereinfluencedthevictim by creatinga senseof fear
that critical data might be lost, and offered an immediatesolution that
would resolve the problem. 

Also, whena socialengineertargetssomeonewho knowsthevalueof the
information,he needsto comeup with very convincingand persuasive
argumentsfor giving remote access.Sometimeshe needsto add the
elementof urgencyso the victim is distractedby the needto rush, and
complies before he has had a chance to give much thought to the request. 

THE NEW GIRL 
What kind of information in your company's files might an attacker want
to gain access to? Sometimes it can be something you didn't think you
needed to protect at all. 

Sarah’s Call
"Human Resources, this is Sarah." 

"Hi, Sarah.This is George,in theparkinggarage.You know the access
cardyou useto get into theparkinggarageandelevators?Well, we hada
problemandwe needto reprogramthecardsfor all thenewhiresfrom the
last fifteen days." 

"So you need their names?" 

"And their phone numbers." 

"I can check our new hire list and call you back. What's your phone
number?" 



"I'm at 73 . . . Uh, I'm going on .break, how about if I call you back in a
half-hour?" 

"Oh. Okay." 

When he called back, she said: 
 
 



"Oh, yes. Well, there's just two. Anna Myrtle, in Finance, she's a
secretary. And that new VP, Mr. Underwood."
"And the phone numbers?"
"Right Okay, Mr. Underwood is 6973. Anna Myrtle is 2127."
"Hey, you've been a big help. "thanks."

Anna’s Call
"Finance, Anna speaking."

"I'm glad I found somebody working late. Listen, this is Ron Vittaro, I'm
publisher of the business division. I don't think we've been introduced.
Welcome to the company."

"Oh, thank you."

"Anna, I'm in Los AngelesandI've got a crisis. I needto takeaboutten
minutes of your time."

"Of course. What do you need?"

"Go up to my office. Do you know where my office is?

"No."

"Okay, it's the corner office on the fifteenth floor—room 1502. I'll call
you there in a few minutes. When you get to the office, you'll need to
press the forward button on the phone so my call won't go directly to my
voice mail."

"Okay, I'm on my way now."

Tenminuteslater shewasin his office, hadcancelledhis call forwarding
and was waiting when the phonerang. He told her to sit down at the
computerandlaunchInternetExplorer.Whenit wasrunninghe told her
to type in an address: www.geocities.com/ron-insen/manuscript.doc.exe.

A dialog box appeared,and he told her to click Open. The computer
appearedto start downloadingthe manuscript,and then the screenwent
blank.Whenshereportedthatsomethingseemedto bewrong,hereplied,
"Oh, no. Not again.I've beenhaving a problemwith downloadingfrom



that Web site everyso often but I thoughtit wasfixed. Well, okay,don't
worry, I'll get the file anotherway later." Thenheaskedher to restarthis
computersohecould besureit would startup properlyafter theproblem
she had just had. He talked her through the steps for rebooting.

When the computerwas runningagainproperly,he thankedher warmly
andhungup, andAnnawentbackto theFinancedepartmentto finish the
job she had been working on.
 
 



Kurt Dillon's Story 
Millard-Fenton Publisherswas enthusiasticabout the new author they
were just aboutto sign up, the retired CEO of a Fortune500 company
who had a fascinatingstory to tell. Someonehad steeredthe man to a
businessmanagerfor handling his negotiations.The businessmanager
didn't want to admit he knew zip aboutpublishingcontracts,so he hired
an old friend to help him figure out what he neededto know. The old
friend, unfortunately,wasnot a very goodchoice.Kurt Dillon usedwhat
we might call unusualmethodsin his research,methodsnot entirely
ethical. 

Kurt signedup for a free site on Geocities,in the nameof Ron Vittaro,
andloadeda spy-wareprogramonto the new site. He changedthe name
of the programto manuscript.doc.exe,so the namewould appearto be a
Word documentandnot raisesuspicion.In fact, this workedevenbetter
than Kurt had anticipated;becausethe real Vittaro had neverchangeda
default setting in his Windows operating system called "Hide file
extensionsfor known file types." Becauseof that setting the file was
actually displayed with the name manuscript.doc. 

Then he had a lady friend call Vittaro's secretary.Following Dillon's
coaching,shesaid,"I'm theexecutiveassistantto PaulSpadone,president
of Ultimate Bookstores,in Toronto.Mr. Vittaro met my bossat a book
fair a while back,andaskedhim to call to discussa projecttheymight do
together.Mr. Spadoneis on the roada lot, so he said I shouldfind out
when Mr. Vittaro will be in the office." 

By thetime thetwo hadfinishedcomparingschedules,thelady friendhad
enoughinformationto providethe attackerwith a list of dateswhenMr.
Vittaro would be in the office. Which meanthe alsoknew whenVittaro
would be out of the office. It hadn'trequiredmuchextraconversationto
find out that Vittaro'ssecretarywould be takingadvantageof his absence
to get in a little skiing. For a shortspanof time, bothwould beout of the
office. Perfect. 

LINGO 
SPYWARE Specializedsoftware used to covertly monitor a targets
computeractivities. One form usedto track the sitesvisited by internet
shoppersso that on-line advertisementscan be tailored to their surfing



habits.The other form is analogousto a wiretap, exceptthat the target
device is a computer.The softwarecapturesthe activities of the user,
including passwordsand keystrokestyped, email, chat conversations,
instantmessenger,all thewebsitesvisited,andscreenshotsof thedisplay
screen.
 
 



LINGO
SILENT INSTALL  A method of installing a software application
without the computer user or operator being aware that such a action is
taking place.

The first day they were supposed to be gone he placed a pretext urgent
call just to make sure, and was told by a receptionist that "Mr. Vittaro is 
not in the office and neither is his secretary. Neither of them is expected
any time today or tomorrow or the next day." 

His very first try at conning a junior employee into taking part in his
scheme was successful, and she didn't seem to blink an eye at being told
to help him by downloading a "manuscript," which was actually a
popular,  commercially available spyware program that the attacker had
modified  for a silent install. Using this method, the installation would not
be detected by any antivirus software. For some strange reason, antivirus
manufacturers do not market products that will detect commercially
available  spyware. 

Immediately after the young woman had loaded the software onto
Vittaro's computer, Kurt went back up to the Geocities site and replaced
the doc.exe file with a book manuscript he found on the Internet. Just in
case anyone stumbled on the ruse and returned to the site to investigate
what had taken place, all they'd find would be an innocuous, amateurish,
un-publishable book manuscript. 

Once the program had been installed and the computer rebooted, it was
set to immediately become active. Ron Vittaro would return to town in a 
few days, start to work, and the spyware would begin forwarding all the
keystrokes typed on his computer, including all outgoing emails and
screen shots showing what was displayed on his screen at that moment. It
would all be sent at regular intervals to a free email service provider in the
Ukraine. 

Within a few daysafterVittaro'sreturn,Kurt wasplowing throughthelog
files piling up in his Ukrainian mailbox and before long had located
confidentialemailsthat indicatedjust how far Millard-FentonPublishing
was willing to go in making a deal with the author. Armed with that
knowledge,it was easyfor the author'sagentto negotiatemuch better
termsthanoriginally offered,without everrunningthe risk of losing the



deal altogether.Which, of course,meant a bigger commissionfor the
agent. 
 
 



Analyzing the Con
In this ruse,the attackermadehis successmore likely by picking a new
employeeto act as his proxy, counting on her being more willing to
cooperateandbe a teamplayer,andbeinglesslikely to haveknowledge
of the company,its people,and good security practiceswhich could
thwart the attempt.

BecauseKurt waspretextingasa vice presidentin his conversationwith
Anna,a clerk in Finance,heknewthat it would bevery unlikely thatshe
would questionhis authority. On the contrary, she might entertainthe
thought that helping a VP could gain her favor.

And the process he walked Anna through that had the effect of installing
the spywareappearedinnocuouson its face. Anna had no idea that her
seemingly innocent actions had set an attacker up to gain valuable
information that could be used against the interests of the company.

And why did he choose to forward the VP's message to an email account
in the Ukraine?For severalreasonsa far-off destinationmakestracingor
taking actionagainstan attackermuch lesslikely. Thesetypesof crimes
are generallyconsideredlow priority in countrieslike this, where the
policetendto hold theview thatcommittinga crimeovertheInternetisn't
a noteworthyoffense.For that reason,usingemail dropsin countriesthat
are unlikely to cooperatewith U.S. law enforcementis an attractive
strategy.

PREVENTING THE CON
A socialengineerwill alwayspreferto targetanemployeewho is unlikely
to recognizethat there is somethingsuspiciousabout his requests.It
makeshis job not only easier,but also less risky--as the storiesin this
chapter illustrate.

MITNICK MESSAGE
Asking a co-workeror subordinateto do a favor is a commonpractice.
Socialengineersknow how to exploit people'snaturaldesireto help and
bea teamplayer.An attackerexploitsthis positivehumantrait to deceive
unsuspectingemployeesinto performingactionsthat advancehim toward
his goal. It's importantto understandthis simple conceptso you will be
more likely to recognize when another person is trying to manipulate you.

 



 



Deceiving the Unwary

I've emphasizedearlier the needto train employeesthoroughly enough
that they will neverallow themselvesto be talked into carrying out the
instructionsof a stranger.All employeesalso need to understandthe
dangerof carrying out a requestto take any action on anotherperson's
computer.Companypolicy shouldprohibit this exceptwhenspecifically
approved by a manager. Allowable situations include:

When the request is made by a person well known to you, with the request
made either face-to-face, or over the telephone when you unmistakably
recognize the voice of the caller.

Whenyou positivelyverify the identity of therequestorthroughapproved
procedures.

When the action is authorized by a supervisor or other person in authority
who is personally familiar with the requestor.

Employeesmust be trained not to assistpeoplethey do not personally
know, evenif the personmaking the requestclaims to be an executive.
Once security policies concerningverification have beenput in place,
managementmust supportemployeesin adheringto thesepolicies,even
when it meansthat an employeechallengesa memberof the executive
staff who is asking the employee to circumvent a security policy.

Every companyalso needsto have policies and proceduresthat guide
employeesin respondingto requeststo takeanyactionwith computersor
computer-relatedequipment.In the story aboutthe publishingcompany,
thesocialengineertargeteda newemployeewho hadnot beentrainedon
information security policies and procedures.To prevent this type of
attack,everyexistingandnew employeemustbe told to follow a simple
rule: Do not useanycomputersystemto performanactionrequestedby a
stranger. Period.

Rememberthat any employeewho hasphysicalor electronicaccessto a
computeror anitem of computer-relatedequipmentis vulnerableto being
manipulated into taking some malicious action on behalf of an attacker.



Employees,andespeciallyIT personnel,needto understandthatallowing
an outsiderto gain accessto their computernetworksis like giving your
bank accountnumberto a telemarketeror giving your telephonecalling
card number to a stranger in jail. Employeesmust give thoughtful
attention to whether carrying out a requestcan lead to disclosureof
sensitive information or the compromisingof the corporatecomputer
system.

 



IT peoplemustalsobe on their guardagainstunknowncallersposingas
vendors.In general,a companyshould considerhaving specific people
designatedas the contactsfor eachtechnologyvendor,with a policy in
place that other employeeswill not respond to vendor requestsfor
information aboutor changesto any telephoneor computerequipment.
That way, the designatedpeople become familiar with the vendor
personnelwho call or visit, and are less likely to be deceivedby an
imposter. If a vendor calls even when the companydoes not have a
support contract, that should also raise suspicions. 

Everyonein the organizationneedsto be made aware of information
securitythreatsandvulnerabilities.Note that securityguardsandthe like
needto be given not just security training, but training in information
security,aswell. Becausesecurityguardsfrequentlyhavephysicalaccess
to the entire facility, they must be able to recognizethe typesof social
engineering attacks that may be used against them. 

Beware Spyware 
Commercialspywarewasonceusedmostly by parentsto monitor what
theirchildrenweredoingon theInternet,andby employers,supposedlyto
determinewhich employeeswere goofing off by surfing the Internet.A
more serioususe was to detectpotential theft of information assetsor
industrialespionage.Developersmarkettheir spywareby offering it asa
tool to protectthe children,whenin fact their true marketis peoplewho
want to spy on someone.Nowadays,the saleof spywareis driven to a
greatextentby people'sdesireto know if their spouseor significantother
is cheating on them. 

Shortly beforeI beganwriting the spywarestory in this book, the person
who receivesemail for me (becauseI'm not allowedto usethe Internet)
found a spamemail messageadvertisinga group of spywareproducts.
One of the items offered was described like this: 

FAVORITE! MUST HAVE:

This powerful monitoring and spy program secretly captures all
keystrokesandthetime andtitle of all activewindowsto a text file, while
running hidden in the background. Logs can be encrypted and
automaticallysent to a specifiedemail address,or just recordedon the



hard drive. Accessto the programis passwordprotectedand it can be
hidden from the CTRL+ALT+DEL menu. 
Use it to monitor typed URLs, chat sessions, emails and many other
things (even passwords). 

Install without detection on ANY PC and email yourself the logs! 
 

 



Antivirus Gap?
Antivirus softwaredoesn'tdetectcommercialspyware,therebytreating
the softwareas not maliciouseventhoughthe intent is to spy on other
people. So the computer equivalent of wiretapping goes unnoticed,
creatingthe risk thateachof usmight beunderillegal surveillanceat any
time. Of course,the antivirus software manufacturersmay argue that
spywarecanbe usedfor legitimatepurposes,andthereforeshouldnot be
treatedasmalicious.But the developersof certaintoolsonceusedby the
hacking community,which are now being freely distributedor sold as
security-relatedsoftware, are nonethelesstreated as malicious code.
There's a double standard here, and I'm left wondering why.

Anotheritem offeredin the sameemail promisedto capturescreenshots
of the user'scomputer,just like havinga video cameralooking over his
shoulder.Someof thesesoftwareproductsdo not evenrequirephysical
accessto the victim's computer.Justinstall andconfigurethe application
remotely,andyou havean instantcomputerwiretap! The FBI must love
technology.

With spywareso readily available,your enterpriseneedsto establishtwo
levelsof protection.You shouldinstall spyware-detectionsoftwaresuch
as SpyCop(availablefrom www.spycop.com)on all workstations,and
you shouldrequirethatemployeesinitiate periodicscans.In addition,you
must train employees against the danger of being deceived into
downloadinga program,or openinganemailattachmentthatcould install
malicious software.

In additionto preventingspywarefrom beinginstalledwhile anemployee
is away from his deskfor a coffee break,lunch, or a meeting,a policy
mandatingthat all employeeslock their computersystemswith a screen
saverpasswordor similar methodwill substantiallymitigatetherisk of an
unauthorizedpersonbeing able to accessa worker's computer.No one
slipping into the person'scubicleor office will be able to accessany of
their files, readtheir email,or install spywareor othermalicioussoftware.
The resourcesnecessaryto enablethe screensaverpasswordarenil, and
the benefit of protectingemployeeworkstationsis substantial.The cost-
benefit analysis in this circumstance should be a no-brainer.
 
 



Chapter 13

Clever Cons
By now you've figured out that whena strangercalls with a requestfor
sensitiveinformationor somethingthat could be of value to an attacker,
the personreceiving the call must be trained to get the caller's phone
number,andcall backto verify that the personis really who heclaimsto
be--a companyemployee,or an employeeof a businesspartner,or a
technical support representative from one of your vendors, for example.

Evenwhen a companyhasan establishedprocedurethat the employees
follow carefully for verifying callers,sophisticatedattackersarestill able
to usea numberof tricks to deceivetheir victims into believing they are
who they claim to be. Even securityconsciousemployeescan be duped
by methods such as the following.

THE MISLEADING CALLER ID
Anyone who hasever receiveda call on a cell phonehasobservedthe
featureknown as caller ID--that familiar display showingthe telephone
numberof the caller. In a businesssetting, it offers the advantageof
allowing a worker to tell at a glancewhetherthecall comingin is from a
fellow employee or from outside the company.

Many yearsagosomeambitiousphonephreakersintroducedthemselves
to the wondersof caller ID beforethe phonecompanywasevenallowed
to offer the serviceto the public. They hada greattime freakingpeople
out by answeringthe phoneandgreetingthe caller by namebeforethey
said a word.

 



Justwhen you thought it was safe,the practiceof verifying identity by
trusting what you see--whatappearson the caller ID display--isexactly
what the attacker may be counting on.

Linda's Phone Call
Day/Time: Tuesday, July 23, 3:12 P.M.
Place." The offices of the Finance Department, Starbeat Aviation

Linda Hill's phone rang just as she was in the middle of writing a memo to
her boss.Sheglancedat her caller ID, which showedthat the call was
from the corporateoffice in New York, but from someonenamedVictor
Martin--not a name she recognized.

She thought of letting the call roll over to voice mail so she wouldn't
breaktheflow of thoughton thememo.But curiositygot thebetterof her.
She picked up the phone and the caller introduced himself and said he was
from PR,andworking on somematerialfor theCEO."He'son his way to
Boston for meetingswith someof our bankers.He needsthe top-line
financialsfor the currentquarter,"hesaid."And onemorething. He also
needsthe financial projectionson the Apache project," Victor added,
using the codenamefor a productthat was to be one of the company's
major releases in the spring.

Sheaskedfor his email address,but he said he was having a problem
receiving email that tech supportwas working on, so could she fax it
instead?Shesaid that would be fine, andhe gaveher the internalphone
extension to his fax machine.

She sent the fax a few minutes later.

But Victor did not work for the PR department.In fact, he didn't even
work for the company.

Jack's Story
Jack Dawkins had startedhis professionalcareerat an early age as a
pickpocket working games at Yankee Stadium, on crowded subway
platforms,andamongthe night-timethrongof TimesSquaretourists.He
provedso nimble andartful that he could takea watchoff a man'swrist
without his knowing. But in his awkward teenageyearshe had grown



clumsyandbeencaught.In JuvenileHall, Jacklearneda newtradewith a
much lower risk of getting nabbed.

His currentassignmentcalledfor him to get a company'squarterlyprofit
and loss statement and cash flow information, before the data was
 
 



filed with the Securities and Exchange Commission (SEC) and made
public.  His client was a dentist who didn't want to explain why he wanted
the information. To Jack the man's caution was laughable. He'd seen it all
before--the guy probably had a gambling problem, or else an expensive
girlfriend his wife hadn't found out about yet. Or maybe he had just been
bragging to his wife about how smart he was in the stock market; now he
had lost a bundle and wanted to make a big investment on a sure thing by
knowing which way the company's stock price was going to go when they
announced their quarterly results. 

People are surprised to find out how little time it takes a thoughtful social
engineer to figure out a way of handling a situation he's never faced
before. By the time Jack got home from his meeting with the dentist, he
had already formed a plan. His friend Charles Bates worked for a
company,  Panda Importing, that had its own telephone switch, or PBX. 

In terms familiar to people knowledgeable about phone systems, the PBX
was connected to a digital telephone service known as a T1, configured
as Primary Rate Interface ISDN (integrated services digital network) or
PRI ISDN. What this meant was that every time a call was placed from
Panda, setup and other call processing information went out over a data
channel to the phone company's switch; the information included the 
calling party number, which (unless blocked) is delivered to the caller ID
device at the receiving end. 

Jack's friend knew how to program the switch so the person receiving 
the call would see on his caller ID, not the actual phone number at the 
Panda office, but whatever phone number he had programmed into the
switch. This trick works because local phone companies do not bother to
validate the calling number received from the customer against the actual
phone numbers the customer is paying for. 

All Jack Dawkins needed was access to any such telephone service.
Happily his friend and sometime partner in crime, Charles Bates, was
always glad to lend a helping hand for a nominal fee. On this occasion,
Jack and Charles temporarily reprogrammed the company's telephone
switch so that calls from a particular telephone line located on the Panda
premises would spoof Victor Martin's internal telephone number, making
the call appear to be coming from within Starbeat Aviation. 



The idea that your caller ID can be made to show any number you wish is
so little known that it's seldom questioned. In this case, Linda was happy
to fax the requested information to the guy she thought was from PR. 

When Jack hung up, Charles reprogrammed his company's telephone
switch, restoring the telephone number to the original settings. 
 
 



Analyzing the Con
Somecompaniesdon'twant customersor vendorsto know the telephone
numbersof their employees.For example,Ford may decide that calls
from their CustomerSupportCentershouldshowthe 800-numberfor the
Centerand a namelike "Ford Support," insteadof the real direct-dial
phonenumberof eachsupport representativeplacing a call. Microsoft
maywant to give their employeestheoptionof telling peopletheir phone
number,insteadof having everyonethey call be able to glanceat their
caller ID and know their extension.In this way the companyis able to
maintain the confidentiality of internal numbers.

But this samecapabilityof reprogrammingprovidesa handytactic for the
prankster, bill collector, telemarketer, and, of course, the social engineer.

VARIATION: THE PRESIDENT OF THE UNITED STATES IS
CALLING
As co-host of a radio show in Los Angeles called "Darkside of the
Internet" on KFI Talk Radio, I worked under the station's program
director.David, oneof the mostcommittedandhardworkingpeopleI've
evermet,is very difficult to reachby telephonebecausehe'ssobusy.He's
one of thosepeoplewho doesn'tanswera call unlesshe seesfrom the
caller ID that it's someone he needs to talk to.

WhenI'd phonehim, becauseI havecall blocking on my cell phone,he
couldnot tell who wascalling andwouldn'tpick up thecall. It would roll
over to voice mail, and it became very frustrating for me.

I talked over what to do about this with a long-time friend who is the
cofounderof a real estatefirm that providesoffice spacefor high-tech
companies.Togetherwe came up with a plan. He had accessto his
company'sMeridian telephoneswitch, which gives him the ability to
program the calling party number,as describedin the previousstory.
WheneverI neededto reachthe programdirectorandcouldn'tget a call
through,I would askmy friend to programanynumberof my choosingto
appearon thecaller ID. SometimesI'd havehim makethecall look asif it
wascomingfrom David'soffice assistant,or sometimesfrom the holding
company that owns the station.

But my favorite was programmingthe call to appearfrom David's own
home telephonenumber,which he alwayspicked up. H1 give the guy



credit, though.He alwayshada goodsenseof humoraboutit whenhe'd
pick up the phone and discover I had fooled him once again. The best part
 
 



was that he'd then stay on the line long enough to find out what I wanted
and resolve whatever the issue was. 

When I demonstrated this little trick on the Art Bell Show, I spoofed my
caller ID to display the name and number of the Los Angeles headquarters
of the FBI. Art was quite shocked about the whole affair and admonished
me for doing something illegal. But I pointed out to him that it's perfectly
legal, as long as it's not an attempt to commit fraud. After the program I
received several hundred emails asking me to explain how I had done it.
Now you know. 

This is the perfecttool to build credibility for the socialengineer.If, for
example,during the researchstageof the socialengineeringattackcycle,
it wasdiscoveredthatthetargethadcaller ID, theattackercouldspoofhis
or her own numberasbeingfrom a trustedcompanyor employee.A bill
collector can make his or her calls appearto comefrom your placeof
business. 

But stop and think about the implications. A computer intruder can call
you at home claiming to be from the IT department at your company. The
person on the line urgently needs your password to restore your files from
a server crash. Or the caller ID displays the name and number of your
bank or stock brokerage house, the pretty sounding girl just needs to
verify your account numbers and your mother's maiden name. For good
measure, she also needs to verify your ATM PIN because of some system
problem. A stock market boiler-room operation can make their calls seem
to come from Merrill Lynch or Citibank. Someone out to steal your
identity could call, apparently from Visa, and convince you to tell him
your Visa card number. A guy with a grudge could call and claim to be
from the IRS or the FBI. 

If you have access to a telephone system connected to a PRI, plus a bit of
programming knowledge that you can probably acquire from the system
vendor's Web site, you can use this tactic for playing cool tricks on  your
friends. Know anybody with overblown political aspirations? You could
program the referral number as 202 456-1414, and his caller ID will
display the name "WHITE HOUSE." 

He'll think he's getting a call from the president! 



The moral of the story is simple: Caller ID cannot be trusted, except when
being used to identify internal calls. Both at work and at home, everyone
needs to become aware of the caller ID trick and recognize that the name
or phone number shown in a caller ID display cannot ever be trusted for
verification of identity. 
 
 



MITNICK MESSAGE
The next time you receive a call and your caller ID shows it's from your
dear old mom, you never know--it might be from a sweet little old social
engineer. 

THE INVISIBLE EMPLOYEE 
ShirleyCutlasshasfoundanewandexcitingway to makefastmoney.No
more putting in long hours at the salt mine. She has joined the hundreds of
otherscamartistsinvolved in the crime of the decade.Sheis an identity
thief. 

Todayshehassether sightson gettingconfidentialinformationfrom the
customerservicedepartmentof a credit card company.After doing the
usual kind of homework, she calls the target company and tells the
switchboardoperatorwho answersthat she'dlike to be connectedto the
Telecom Department.ReachingTelecom, she asks for the voice mail
administrator. 

Using informationgatheredfrom her research,sheexplainsthathername
is Norma Todd from the Clevelandoffice. Using a ruse that shouldby
now be familiar to you, she says she'll be traveling to corporate
headquartersfor a week, and she'll needa voice mailbox there so she
won't haveto makelong distancecalls to checkhervoicemail messages.
No need for a physical telephoneconnection,she says, just a voice
mailbox.He sayshe'll takecareof it, he'll call herbackwhenit's setup to
give her the information she'll need. 

In a seductivevoice, shesays"I'm on my way into a meeting,canI call
you back in an hour. 

Whenshecallsback,hesaysit's all setup,andgiveshertheinformation--
her extensionnumber and temporarypassword.He asks whether she
knowshow to changethe voice mail password,andshelets him talk her
through the steps, though she knows them at least as well as he does. 

"And by the way," sheasks,"from my hotel, what numberdo I call to
check my messages?" He gives her the number. 

Shirley phonesin, changesthe password,and recordsher new outgoing
greeting. 



Shirley Attacks 
So far it's all been an easysetup.She'snow ready to use the art of
deception. 

 



She calls the customerservice departmentof the company."I'm with
Collections,in the Clevelandoffice," shesays,and then launchesinto a
variationon theby-now familiar excuse."My computeris beingfixed by
technicalsupportandI needyour help looking up this information."And
shegoeson to provide the nameand dateof birth of the personwhose
identity sheis intenton stealing.Thenshelists the informationshewants:
address,mother's maiden name, card number, credit limit, available
credit, and paymenthistory. "Call me back at this number," she says,
giving the internalextensionnumberthat the voicemail administratorset
up for her. "And if I'm not available,just leave the information on my
voice mail." 

Shekeepsbusywith errandsfor the restof themorning,andthenchecks
her voice mail that afternoon.It's all there, everything she askedfor.
Before hanging up, Shirley clears the outgoing message;it would be
careless to leave a recording of her voice behind. 

And identify theft, thefastestgrowingcrimein America,the"in" crimeof
the new century,is aboutto haveanothervictim. Shirley usesthe credit-
card and identity information she just obtained,and beginsrunning up
charges on the victim's card. 

Analyzing the Con 
In this ruse, the attacker first duped the company’s voice mail
administratorinto believingshewasanemployee,sothathewould setup
a temporaryvoice mailbox. If hebotheredto checkat all, he would have
found that the nameandtelephonenumbershegavematchedthe listings
in the corporate employee database. 

The rest was simply a matter of giving a reasonableexcuseabout a
computer
problem, asking for the desired information, and requestingthat the

responsebeleft on voicemail. And why would anyemployeebereluctant
to share information with a co-worker?Since the phone number that
Shirley providedwas clearly an internal extension,therewas no reason
for any suspicion. 



MITNICK MESSAGE
Try calling your own voice mail once in a while; if you hear an outgoing
message that's not yours, you may have just encountered your first social
engineer. 
 



THE HELPFUL SECRETARY 
CrackerRobertJordayhadbeenregularlybreakinginto the computernet
works of a global company, Rudolfo Shipping, Inc. The company
eventually recognizedthat someonewas hacking into their terminal
server,an,thatthroughthatservertheusercouldconnectto anycomputer
systemat thecompany.To safeguardthecorporatenetwork,thecompany
decide, to require a dial-up password on every terminal server. 

Robertcalledthe Network OperationsCenterposingasan attorneywith
the Legal Departmentand said he was having trouble connectingto the
network.The networkadministratorhe reachedexplainedthat therehad
beensomerecentsecurityissues,soall dial-upaccessuserswould needto
obtainthe monthly passwordfrom their manager.Robertwonderedwhat
methodwas being usedto communicateeachmonth'spasswordto the
managersandhow hecould obtainit. The answer,it turnedout, wasthat
thepasswordfor theupcomingmonthwassentin a memovia office, mail
to each company manager. 

That madethings easy.Robertdid a little research,called the company
just after thefirst of themonth,andreachedthesecretaryof onemanager
who gavehernameasJanet.He said,"Janet,hi. This is RandyGoldstein
in ResearchandDevelopment.I know I probablygot the memowith this
month'spasswordfor logging into the terminal serverfrom outsidethe
companybut I can't find it anywhere.Did you get your memofor this,
month?" 

Yes, she said, she did get it. 

He askedher if shewould fax it to him, andsheagreed.He gaveher the
fax number of the lobby receptionist in a different building on the
companycampus,wherehe had alreadymadearrangementsfor faxesto
be held for him, and would then arrangefor the passwordfax to be
forwarded. This time, though, Robert used a different fax-forwarding
method.He gavethereceptionista fax numberthatwent to anon-linefax
service.Whenthis servicereceivesa fax, theautomatedsystemsendsit to
the subscriber's email address. 

Thenew passwordarrivedat theemail deaddrop thatRobertsetup on a
free email servicein China.He wassurethat if the fax wasever traced,
the investigatorwould be pulling out his hair trying to gain cooperation
from Chineseofficials, who, heknew,weremorethana little reluctantto



be helpful in matterslike this. Best of all, he never had to show up
physically at the location of the fax machine. 
 



MITNICK MESSAGE
Theskilled socialengineeris very cleverat influencingotherpeopleto do
favors for him. Receivinga fax and forwarding it to anotherlocation
appearsso harmlessthat it's all too easy to persuadea receptionistor
someoneelseto agreeto do it. Whensomebodyasksfor a favor involving
information, if you don't know him or can't verify his identity, just say no.

TRAFFIC COURT 
Probably everyone who has ever been given a speedingticket has
daydreamedaboutsomeway of beatingit. Not by going to traffic school,
or simply paying the fine, or taking a chanceon trying to convincethe
judgeaboutsometechnicalitylike how long it hasbeensincethe police-
car speedometeror the radargun waschecked.No, the sweetestscenario
would be beating the ticket by outsmarting the system. 

The Con 
Although I would not recommend trying this method of beating a traffic
ticket (as the saying goes, don't try this at home) still, this is a good
example of how the art of deception can be used to help the social
engineer. 

Let's call this traffic violater Paul Durea. 
 

First Steps
"LAPD, Hollenbeck Division." 
"Hi, I'd like to talk to the Subpoena Control." 
"I'm the subpoena clerk." 
"Fine. This is Attorney John Leland, of Meecham, Meecham, and Talbott.
I need to subpoena an officer on a case." 
"Okay, which officer?" 
"Do you have Officer Kendall in your division?" 
"What's his serial number?" 
"21349." 
"Yes. When do you need him?" 
"Some time next month, but I need to subpoena several other witnesses on
the case and then tell the court what days will work for us. Are there any
days next month Officer Kendall won't be available?" 
 



"Let'ssee...Hehasvacationdayson the20ththroughthe23rd,andhehas
training days on the 8th and 16th." 
"Thanks. That's all I need right now. I'll call you back when the court date

is set." 

Municipal Court, Clerk’s Counter
Paul: "I'd like to schedule a court date on this traffic ticket."  
Clerk: "Okay. I can give you the 26th of next month." 
"Well, I'd like to schedule an arraignment." 
"You want an arraignment on a traffic ticket?" 
"Yes." 
"Okay.Wecansetthearraignmenttomorrowin themorningor afternoon.

What would you like?" 
"Afternoon." 
"Arraignment is tomorrow at 1:30 P.M. in Courtroom Six." "Thanks. I'll
be there." 

 
Municipal Court, Courtroom Six
Date: Thursday, 1:45 P.M. 
Clerk:  "Mr. Durea, please approach the bench." 
    
Judge: "Mr. Durea, do you understand the rights that have been explained
to you this afternoon?" 

Paul: "Yes, your honor." 

Judge: "Do you want to take the opportunity to attend traffic  school?
Your case will be dismissed after successful completion of an eight-hour
course. I've checked your record and you are presently eligible." 

Paul: "No, your honor. I respectfully request that the case be set for trial.
One more thing, your honor, I'll be travelling  out of the country, but I'm
available on the 8th or 9th. Would it be possible to set my case for trial on
either of those days? I'm leaving on a business trip for Europe tomorrow,
and I return in four weeks." 

Judge: "Very well. Trial is set for June 8th, 8:30 A.M., Courtroom Four."

Paul: "Thank you, your honor." 



 



Municipal  Court, Courtroom Four
Paularrivedat court early on the 8th. Whenthe judgecamein, the clerk
gavehim a list of the casesfor which the officers hadnot appeared.The
judge called the defendants,including Paul, and told them their cases
were dismissed. 

Analyzing the Con 
Whenan officer writes a ticket, he signsit with his nameandhis badge
number(or whateverhis personalnumberis calledin hisagency).Finding
his stationis a pieceof cake.A call to directoryassistancewith the name
of the law enforcementagencyshown on the citation (highway patrol,
countysheriff, or whatever)is enoughto get a foot in thedoor.Oncethe
agencyis contacted,they can refer the caller to the correct telephone
numberfor the subpoenaclerk servingthe geographicalareawhere the
traffic stop was made. 

Law enforcementofficers are subpoenaedfor court appearanceswith
regularity; it comes with the territory. When a district attorney or a
defenselawyer needsan officer to testify, if he knows how the system
works, he first checksto makesurethe officer will be available.That's
easy to do; it just takes a call to the subpoena clerk for that agency. 

Usually in thoseconversations,theattorneyasksif the officer in question
will beavailableon such-and-sucha date.For this ruse,Paulneededa bit
of tact; he had to offer a plausiblereasonwhy the clerk shouldtell him
what dates the officer would not be available. 

When he first went to the court building, why didn't Paul simply tell the 
court clerk what datehe wanted?Easy--fromwhat I understand,traffic-
court clerks in most placesdon't allow membersof the public to select
courtdates.If a datetheclerk suggestsdoesn'twork for theperson,she'll
offer analternativeor two, but that'sasfar asshewill bend.On the other
hand,anyonewho is willing to takethe extratime of showingup for an
arraignment is likely to have better luck. 

Paul knew he was entitled to ask for an arraignment.And he knew the
judgesareoftenwilling to accommodatea requestfor a specificdate.He
carefully askedfor datesthat coincidedwith the officer's training days,
knowing that in his state, officer training takes precedenceover an
appearance in traffic court. 
 



MITNICK MESSAGE
The human mind is a marvelouscreation. It's interestingto note how
imaginativepeoplecanbeat developingdeceptivewaysto getwhat they
want or to get out of a sticky situation. You have to use the same
creativityandimaginationto safeguardinformationandcomputersystems
in thepublicandprivatesectors.So,folks, whendevisingyour company's
security policies--be creative and think outside the box. 

And in traffic court, when the officer does not show up--case dismissed.
No fines. No traffic school. No points. And, best of all, no record of a
traffic offense! 

My guess is that some police officials, court officers, district attorneys
and the like will read this story and shake their heads because they know 
that this ruse does work. But shaking their heads is all they'll do. Nothing
will change. I'd be willing to bet on it. As the character Cosmo says in the
1992 movie Sneakers, "It's all about the ones and zeros"--meaning that in
the end, everything comes down to information. 

As long as law enforcement agencies are willing to give information
about an officer's schedule to virtually anyone who calls, the ability to get
out of traffic tickets will always exist. Do you have similar gaps in your 
company or organization's procedures that a clever social engineer can
take advantage of to get information you'd rather they didn't have? 

SAMANTHA'S REVENGE 
Samantha Gregson was angry.   

Shehadworkedhardfor hercollegedegreein business,andstackedup a
pile of studentloansto do it. It hadalwaysbeendrummedinto her that a
collegedegreewashow you got a careerinsteadof a job, how you earned
the big bucks. And then she graduatedand couldn't find a decentjob
anywhere. 

How glad shehad beento get the offer from LambeckManufacturing.
Sure,it washumiliating to accepta secretarialposition,but Mr. Cartright
hadsaidhow eagerthey were to haveher, and taking the secretarialjob
would put her on the spot when the next non-administrativeposition
opened up. 



Two months later she heard that one of Cartright's junior product
managerswas leaving. She could hardly sleep that night, imagining
herselfon the fifth floor, in an office with a door,attendingmeetingsand
making decisions. 



The next morningshewent first thing to seeMr. Cartright.He said they
felt she needed to learn more about the industry before she was ready for a
professionalposition. And then they went and hired an amateurfrom
outside the company who knew less about the industry than she did. 

It was about then that it began to dawn on her: The company had plenty of
women,but they werealmostall secretaries.They weren'tgoing to give
her a management job. Ever. 

Payback 
It took her almost a week to figure out how she was going to pay them
back. About a month earlier a guy from an industry trade magazine had
tried to hit on her when he came in for the new product launch. A few
weeks later he called her up at work and said if she would send him some
advance information on the Cobra 273 product, he'd send her flowers, and
if it was really hot information that he used in the magazine, he'd make a
special trip in from Chicago just to take her out to dinner. 

She had been in young Mr. Johannson's office one day shortly after that
when he logged onto the corporate network. Without thinking, she had
watched his fingers (shoulder surfing, this is sometimes called). He had
entered "marty63" as his password. 

Her plan was beginning to come together. There was a memo she
remembered typing not long after she came to the company. She found a
copy in the files and typed up a new version, using language from the
original  one. Her version read: 

TO: C. Pelton, IT dept. 
FROM: L. Cartright, Development 
Martin Johansson will be working with a special projects team in my
department. 

I hereby authorize him to have access to the servers used by the
engineering group. Mr. Johansson's security profile is to be updated to
grant him the same access rights as a product developer. 

Louis Cartright 

LINGO



SHOULDER SURFING The act of watching a person type at his
computer keyboard to detect and steal his password or other user
information.



When most everybody was gone at lunch, she cut Mr. Cartright's
signaturefrom the original memo,pastedit onto her new version,and
daubedWite-Out aroundthe edges.Shemadea copy of the result, and
thenmadea copyof the copy.You couldbarelyseetheedgesaroundthe
signature. She sent the fax from the machine "near Mr. Cartright's office. 

Threedayslater,shestayedafterhoursandwaitedtill everyoneleft. She
walked into Johannson'soffice, and tried logging onto the networkwith
his username and the password, marry63. It worked. 

In minutesshehad locatedthe productspecificationfiles for the Cobra
273, and downloaded them to a Zip disk. 

The disk was safely in her purseas she walked in the cool night-time
breeze to the parking lot. It would be on its way to the reporter that night. 

Analyzing the Con 
A disgruntledemployee,a searchthroughthe files, a quick cut-paste-and
Wite-Out operation,a little creativecopying,anda fax. And, voila!--she
has access to confidential marketing and product specifications.   

And a few days later, a trade magazine journalist has a big scoop with the
specs and marketing plans of a hot new product that will be in the hands
of magazine subscribers throughout the industry months in 
advanceof theproduct'srelease.Competitorcompanieswill haveseveral
monthsheadstarton developingequivalentproductsandhavingtheir ad
campaigns ready to undermine the Cobra 273. 

Naturally the magazine will never say where they got the scoop. 

PREVENTING THE CON 
Whenaskedfor anyvaluable,sensitive,or critical informationthatcould
be of benefit to a competitoror anyoneelse,employeesmust be aware
that using caller ID as a meansof verifying the identity of an outside
caller is not acceptable.Someothermeansof verification mustbe used,
such as checking with the person'ssupervisor that the request was
appropriate and that the user has authorization to receive the information. 

Theverificationprocessrequiresa balancingact thateachCompanymust
definefor itself: Securityversusproductivity.Whatpriority is goingto be
assignedto enforcingsecuritymeasures?Will employeesbe resistantto



following security procedures,and even circumvent them in order to
complete their job responsibilities?Do employees understandwhy
security is important to the companyand themselves?Thesequestions
need to 

 



be answered to develop a security policy based on corporate culture and
business needs.

Most peopleinevitablyseeanythingthatinterfereswith gettingtheir work
doneas an annoyance,and may circumventany security measuresthat
appearto bea wasteof time. Motivating employeesto makesecuritypart
of their everyday responsibilities through education and awareness is key.

Although caller ID service should never be used as a means of
authenticationfor voice calls from outsidethe company,anothermethod
called automatic number identification (ANI) can. This service is
provided when a company subscribesto toll-flee serviceswhere the
companypays for the incoming calls and is reliable for identification.
Unlike caller ID, the telephonecompany switch does not use any
information that is sent from a customerwhen providing the calling
number.Thenumbertransmittedby ANI is thebilling numberassignedto
the calling party.

Note that severalmodemmanufacturershaveaddeda caller ID feature
into their products,protectingthe corporatenetworkby allowing remote-
accesscallsonly from a list ofpreauthorizedtelephonenumbers.CallerID
modemsare an acceptablemeansof authenticationin a low-security
environmentbut, as should be clear by now, spoofing caller ID is a
relatively easy techniquefor computerintruders,and so should not be
relied on for proving the caller's identity or location in a high-security
setting.

To addressthe caseof identity theft, as in the story aboutdeceivingan
administratorto createa voice mailbox on the corporatephonesystem,
makeit a policy thatall phoneservice,all voicemailboxes,andall entries
to the corporatedirectory,both in print andon line, mustbe requestedin
writing, on a form provided for the purpose.The employee'smanager
shouldsigntherequest,andthevoicemail administratorshouldverify the
signature.

Corporatesecuritypolicy shouldrequire that new computeraccountsor
increasesin accessrightsbegrantedonly afterpositiveverificationof the
personmaking the request,suchasa callbackto the systemmanageror
administrator,or his or her designee,at the phonenumberlisted in the
print or on-line companydirectory. If the companyusessecureemail



whereemployeescandigitally signmessages,this alternativeverification
method may also be acceptable.

Rememberthat every employee,regardlessof whetherhe hasaccessto
companycomputersystems,maybedupedby a socialengineer.Everyone
must be included in security awareness training. Administrative assistants,
 



receptionists,telephoneoperators,and security guards must be made
familiar with the types of social engineeringattack most likely to be
directedagainstthemsothattheywill bebetterpreparedto defendagainst
those attacks. 



Chapter 14
Industrial Espionage
The threatof information attacksagainstgovernment,corporations,and
university systemsis well established.Almost every day, the media
reportsa new computervirus, denial of serviceattack,or theft of credit
card information from an e-commerce Web site.

We read about casesof industrial espionagesuch as Borland accusing
Symantecof stealingtradesecrets,CadenceDesignSystemsfiling a suit
chargingthe theft of sourcecodeby a competitor.Many businesspeople
read these stories and think it could never happen at their company.
It's happening every day.

VARIATION ON A SCHEME
The ruse describedin the following tale has probably beenpulled off
many times, even though it sounds like something taken out of a
Hollywood movie like The Insider,or from the pagesof a JohnGrisham
novel.

Class Action
Imagine that a massiveclass-actionlawsuit is raging againsta major
pharmaceuticalcompany,Pharmomedic.The suit claims that they knew
oneof their very populardrugshada devastatingsideeffect,but onethat
would not beevidentuntil a patienthadbeenon themedicationfor years.
The suit allegesthat they had resultsfrom a numberof researchstudies
that revealedthis danger,but suppressedtheevidenceandneverturnedit
over to the FDA as required.

 



William ("Billy") Chaney,the attorneyof recordon the mastheadof the
New York law firm that filed the class-actionsuit, hasdepositionsfrom
two Pharmomedicdoctors supporting the claim. But both are retired,
neitherhasany files or documentation,andneitherwould makea strong,
convincingwitness.Billy knowshe'son shakyground.Unlesshecanget
a copyof oneof thosereports,or someinternalmemoor communication
between company executives, his whole case will fall apart.

So he hires a firm he's used before: Andreesonand Sons, private
investigators.Billy doesn'tknow how Peteand his peopleget the stuff
they do, and he doesn't want to know. All he knows is that Pete
Andreeson is one good investigator.

To Andreeson,an assignmentlike this is what he calls a black bag job.
Thefirst rule is thatthelaw firms andcompaniesthathire him neverlearn
how hegetshis informationso that they alwayshavecomplete,plausible
deniability.If anybodyis goingto havehis feetshovedinto boiling water,
it's going to be Pete,andfor what he collectsin feeson the big jobs, he
figuresit's worth therisk. Besides,hegetssuchpersonalsatisfactionfrom
outsmarting smart people.

If the documentsthat Chaneywants him to find actually existed and
haven'tbeendestroyed,they'll besomewherein thefiles of Pharmomedic.
But finding them in the massivefiles of a large corporationwould be a
hugetask.On the otherhand,supposethey'veturnedcopiesover to their
law firm, Jenkins and Petry? If the defense attorneys knew those
documentsexisted and didn't turn them over as part of the discovery
process,thentheyhaveviolatedthelegalprofession'scanonof ethics,and
violated the law, as well. In Pete's book, that makes any attack fair game.

Pete's Attack
Petegetsa coupleof his peoplestartedon researchand within dayshe
knows what companyJenkinsand Petty uses for storing their offsite
backups.And he knows that the storagecompanymaintainsa list of the
namesof peoplewhom thelaw firm hasauthorizedto pick up tapesfrom
storage.He also knows that eachof thesepeoplehas his or her own
password. Pete sends two of his people out on a black bag job.

The men tackle the lock using a lock pick gun orderedon the Web at
www.southord.com.Within severalminutesthey slip into the offices of
the storagefirm around3 a.m. one night and boot up a PC. They smile



whentheyseetheWindows98 logo becauseit meansthis will bea piece
of cake. Windows 98 does not require any form of authentication. After a
 



bit of searching,they locatea Microsoft Accessdatabasewith the names
of peopleauthorizedby eachof thestoragecompanycustomersto pick up
tapes.They add a phony nameto the authorizationlist for Jenkinsand
Petry,a namematchingoneon a phonydriver's licenseone of the men
hasalreadyobtained.Could theyhavebrokeninto the lockedstoragearea
and tried to locate the tapestheir client wanted?Sure--butthen all the
company'scustomers,including the law firm, would havecertainly been
notified of the breach.And the attackerswould havelost an advantage:
Professionalsalwayslike to leaveanopeningfor futureaccess,shouldthe
need arise. 

Following a standardpracticeof industrialspiesto keepsomethingin the
backpocketfor futureuse,just in case,they alsomadea copy of the file
containingtheauthorizationlist ontoa floppy disk.Noneof themhadany
ideahow it might everproveuseful,but it's just oneof those"We'rehere,
we might just as well" things that every now and then turns out to be
valuable. 

The next day,oneof the samemencalledthestoragecompany,usedthe
nametheyhadaddedto theauthorizationlist, andgavethecorresponding
password.He askedfor all the Jenkinsand Petry tapesdatedwithin the
last month,andsaid that a messengerservicewould comeby to pick up
the package.By mid-afternoon,Andreesonhad the tapes.His people
restoredall the data to their own computersystem,ready to searchat
leisure.Andreesonwas very pleasedthat the law firm, like most other
businesses, didn't bother encrypting their backup data. 

The tapes were delivered back to the storage company the next day and no
one was the wiser. 

MITNICK MESSAGE
Valuable information must be protected no matter what form it takes or
where it is located. An organization's customer list has the same value
whether in hardcopy  form or an electronic file at your office or in a
storage box. Social engineers always prefer the easiest to circumvent,
least defended point of attack. A company's offsite backup storage facility
is seen as having less risk of detection or getting caught. Every
organization that stores any valuable, sensitive, or critical data with third
parties should encrypt their data to protect its confidentiality.

Analyzing the Con 



Because of lax physical security, the bad guys were easily able to pick the
lock of the storage company, gain access to the computer, and modify the 



databasecontainingthe list of peopleauthorizedto have accessto the
storageunit. Adding a nameto the list allowedtheimpostersto obtainthe
computerbackuptapesthey wereafter, without having to breakinto the
firm's storageunit. Becausemost businessesdon't encryptbackupdata,
the information was theirs for the taking. 

This incidentprovidesonemoreexampleof how a vendorcompanythat
doesnot exercisereasonablesecurityprecautionscanmakeit easyfor an
attacker to compromise their customer's information assets. 

THE NEW BUSINESS PARTNER 
Socialengineershavea big advantageover conmenandgrifters,andthe
advantageis distance.A grifter can only cheat you by being in your
presence,allowing you to give a good descriptionof him afterwardor
even call the cops if you catch on to the ruse early enough. 

Social engineersordinarily avoid that risk like the plague.Sometimes,
though, the risk is necessary, and justified by the potential reward. 

Jessica's Story 
JessicaAndoverwasfeeling very goodaboutgettinga job with a hotshot
roboticscompany.Sure,it wasonly a start-upandtheycouldn'tpay very
much, but it was small, the people were friendly, and there was the
excitementof knowing her stockoptionsjust might turn out to makeher
rich. Okay,maybenot a millionaire like thecompanyfounderswould be,
but rich enough. 

Which washow it happenedthat Rick Daggotgot a glowing smile when
he walked into the lobby that Tuesday morning in August. In his
expensive-looking suit (Armani) andhis heavygold wrist-watch(a Rolex
President),with his immaculatehaircut, he had that samemanly, self-
confidentair that haddriven all the girls crazywhenJessicawasin high
school. 

"Hi," he said. "I'm Rick Daggot and I'm here for my meeting with Larry." 

Jessica's smile faded. "Larry?" she said. "Larry's on vacation all week." "I
have an appointment with him at one o'clock. I just flew in from
Louisville to meet with him," Rick said, as he drew out his Palm, turned it
on, and showed her. 



Shelookedat it andgavea smallshakeof herhead."The 20th," shesaid.
"That'snext week."He took the palmtopbackandstaredat it. "Oh, no!"
he groaned. "I can't believe what a stupid mistake I made." 



"Can I book a return flight for you, at least?" she asked, feeling sorry for 
him. 

While she madethe phonecall, Rick confided that he and Larry had
arrangedto set up a strategicmarketingalliance.Rick's companywas
producingproductsfor the manufacturingand assemblyline, items that
would perfectly complementtheir new product, the C2Alpha. Rick's
productsand the C2Alpha togetherwould make a strong solution that
would open up important industrial markets for both companies. 

When Jessicahad finished making his reservationon a late afternoon
flight, Rick said,"Well, at leastI couldtalk to Steveif he'savailable."But
Steve, the company's VP and cofounder, was also out of the office. 

Rick, beingvery friendly to Jessicaandflirting just a little, thensuggested
that,aslong ashewasthereandhis flight homewasn'ttill lateafternoon,
he'd like to take some of the key people to lunch. And he added,
"Including you, of course--istheresomebodywho can fill in for you at
lunchtime. 

Flushed at the idea of being included, Jessica asked, "Who do you want
to come?" He tapped his palmtop again and named a few people--two
engineers from R&D, the new sales and marketing man, and the finance
guy assigned to the project. Rick suggested she tell them about his
relationship with the company, and that he'd like to introduce himself to
them. He named the best restaurant in the area, a place where Jessica had
always wanted to go, and said he'd book the table himself, for 12:30, and
would call back later in the morning to make sure everything was all set. 

When  they gathered at the restaurant--the four of them plus Jessica their
table wasn't ready yet, so they settled at the bar, and Rick made it  clear
that drinks and lunch were on him. Rick was a man with style and class,
the kind of person who makes you feel comfortable from the very first,
the same way you feel with someone you've known for years. He always
seemed to know just the right thing to say, had a lively remark or
something funny whenever the conversation lagged, and made you feel
good just being around him. 

He shared just enough details about his own company's products that they
could envision the joint marketing solution he seemed so animated about.
He named several Fortune 500 companies that his firm was already



selling to, until everyone at the table began to picture their product
becoming a success from the day the first units rolled out of the factory. 

Then Rick walked over to Brian, one of the engineers. While the others
chatted among themselves, Rick shared some ideas privately with Brian,
and drew him out about the unique features of the C2Alpha and what set 
 



it apart from anything the competition had. He found out about a couple
of features the company was downplaying that Brian was proud of and
thought really "neat." 

Rick worked his way along the line, chatting quietly with each. The
marketing guy was happy for a chance to talk about the roll-out date and
marketing plans. And the bean counter pulled an envelope from his pocket
and wrote down details of the material and manufacturing costs, price
point and expected margin, and what kind of deal he was trying to work
out with each of the vendors, which he listed by name. 

By the time their table was ready, Rick had exchanged ideas with
everybody  and had won admirers all along the line. By the end of the
meal, they each shook hands with Rick in turn and thanked him. Rick 
swapped business cards with each and mentioned in passing to Brian, the
engineer, that he wanted to have a longer discussion as soon as Larry
returned. 

The following day Brian picked up his telephone to find that the caller
was Rick, who said he had just finished speaking with Larry. I'll be
coming  back in on Monday to work out some of the specifics with him,"
Rick said, "and he wants me to be up to speed on your product. He said
you should email the latest designs and specs to him. He'll pick out the
parts he wants me to have and forward them on to me." 

The engineersaidthat would be fine. Good,Rick answered.He went on,
"Larry wantedyou to know he'shaving a problemretrieving his email.
Insteadof sendingthe stuff to his regularaccount,he arrangedwith the
hotel'sbusinesscenterto setup a Yahoomail accountfor him. He says
you should send the files to larryrobotics@yahoo.com." 

The following Monday morning, when Larry walked into the office
looking tannedand relaxed,Jessicawas primed and eagerto gushover
Rick. "What a greatguy.He took a bunchof usto lunch,evenme." Larry
looked confused. "Rick? Who the hell is Rick?" 

"What're you talking about?--your new business partner." "What!!!???" 

"And everybodywassoimpressedwith whatgoodquestionsheasked.""I
don't know any Rick ..." 



"What'sthematterwith you?Is thisa joke,Larry--you'rejust fooling with
me, right?" 

"Get the executiveteaminto the conferenceroom. Like now. No matter
what they're doing. And everybody who was at that lunch. Including you."

 



They sat around the table in a sombermood, hardly speaking.Larry
walkedin, satdown andsaid,"I do not know anybodynamedRick. I do
not havea new businesspartnerI've beenkeepingsecretfrom all of you.
Which I would havethoughtwasobvious.If there'sa practical,joker in
our midst, I want him to speak up now." 

Not a sound. The room seemed to be growing darker moment by moment.

Finally Brian spoke. "Why didn't you say something when I sent you 
that email with the product specs and source code?" 

"What email! ?" 

Brian stiffened. "Oh... shit!" 

Cliff, the other engineer, chimed in. "He gave us all business cards. We
just need to call him and see what the bell's going on." 

Brian pulled out his palmtop, called up an entry, and scooted the device 
acrossthe tableto Larry. Still hopingagainsthope,they all watchedasif
entranced while Larry dialed. After a moment, he stabbed the
speakerphonebuttonandeveryonehearda busysignal.After trying the
numberseveraltimesover a periodof twenty minutes,a frustratedLarry
dialed the operator to ask for an emergency interruption. 

A few momentslater, the operatorcameback on the line. Shesaid in a
challengingtone,"Sir, wheredid you get this number?"Larry told her it
was on the businesscard of a man he neededto contacturgently. The
operator,said,"I'm sorry.That'sa phonecompanytestnumber.It always
rings busy." 

Larry started making a list of what information had been shared with 
Rick. The picture was not pretty. 

Two police detectives came and took a report. After listening to the story,
they pointed out that no state crime had been committed; there was
nothing they could do. They advised Larry to contact the FBI because
they have jurisdiction over any crimes involving interstate commerce.
When Rick Daggot asked the engineer to forward the test results by
misrepresenting himself, he may have committed a federal crime, but
Rick would have to speak with the FBI to find out. 



Three months later Larry was in his kitchen reading the morning paper
over breakfast, and almost spilled his coffee. The thing he had been
dreading since he had first heard about Rick had come true, his worst
nightmare. There it was in black and white, on the front page of the
business section: A company he'd never heard of was announcing the
release of a new product that sounded exactly like the C2Alpha his
company had been developing for the past two years. 

 



Throughdeceit,thesepeoplehad beatenhim to market.His dreamwas
destroyed.The millions of dollars investedin researchanddevelopment
wasted. And he probably couldn't prove a single thing against them.

Sammy Sanford's Story
Smartenoughto be earninga big salaryat a legitimatejob, but crooked
enoughto prefermakinga living asa conman,SammySanfordhaddone
very well for himself. In time he cameto the attentionof a spy who had
beenforced into early retirementbecauseof a drinking problem; bitter
and revengeful,the man had found a way of selling the talentsthat the
governmenthadmadehim anexpertin. Always on the lookoutfor people
he could use,he hadspottedSammythe first time they met.Sammyhad
found it easy,andvery profitable,to shift his focusfrom lifting people's
money to lifting company secrets.

Most peoplewouldn't havethe gutsto do what I do. Try to cheatpeople
over the telephoneor over the Internetandnobodyevergetsto seeyou.
But anygoodconman,theold-fashioned,face-to-facekind (andthereare
plenty of themstill around,more thanyou would think) canlook you in
the eye, tell you a whopper,and get you to believe it. I've known a
prosecutor or two who think that's criminal. I think it's a talent.

But youcan'tgowalking in blind, you haveto sizethingsup first. A street
con,you can takea man'stemperaturewith a little friendly conversation
andcoupleof carefully wordedsuggestions.Get the right responsesand
Bingo!--you've bagged a pigeon.

A companyjob is more like what we call a big con.You've got setupto
do. Find out what their buttonsare, find out what they want. What they
need.Planan attack.Be patient,do your homework.Figureout the role
you'regoingto play andlearnyour lines.And don'twalk in thedooruntil
you're ready.

I spentbetterthanthreeweeksgettingup to speedfor this one.Theclient
gaveme a two-daysessionin what I shouldsay"my" companydid and
how to describewhy it was going to be such a good joint marketing
alliance.

Then I got lucky. I called the companyand said I was from a venture
capital firm and we were interestedin setting up a meetingand I was



juggling schedulesto find a time when all of our partnerswould be
availablesometimein thenext coupleof months,andwasthereany time
slot I

 



shouldavoid,anyperiodwhenLarry wasn'tgoingto be in town?And she
said,Yes, he hadn'thadany time off in the two yearssincethey started
the companybut his wife wasdragginghim awayon a golf vacationthe
first week in August.

That was only two weeks away. I could wait.

Meanwhile an industry magazinegave me the nameof the firm's PR
company.I said I liked the amountof spacethey were getting for their
robotics company client and I wanted to talk to whoever was handling that
accountabout handling my company.It turned out to be an energetic
young lady who liked the idea she might be able to bring in a new
account.Overa pricey lunchwith onemoredrink thanshereally wanted,
shedid herbestto convincemetheywereoh, sogoodat understandinga
client's problemsand finding the right PR solutions. I played hard to
convince.I neededsomedetails.With a little prodding,by the time the
plateswere being clearedshehad told me more aboutthe new product
and the company's problems than I could have hoped for.

The thing went like clockwork. The story about being so embarrassed that
the meeting was next week but I might as well meet the team as long as
I'm here, the receptionist swallowed whole. She even felt sorry for me
into the bargain. The lunch set me back all of $150. With tip. And I had
what I needed. Phone numbers, job titles, and one very key guy who
believed I was who I said I was.

Brian had me fooled, I admit. He seemed like the kind of guy who'd just
emailmeanythingI askedfor. But hesoundedlike hewasholdingbacka
little whenI broughtup thesubject.It paysto expecttheunexpected.That
emailaccountin Larry'sname,I hadit in my backpocketjust in case.The
Yahoo security people are probably still sitting there waiting for
somebodyto usethe accountagainso they cantracehim. They'll havea
long wait. The fat lady has sung. I'm off on another project.

Analyzing the Con
Anyonewho works a face-to-faceconhasto cloak himself in a look that
will makehim acceptableto themark.He'll put himself togetheroneway
to appearat theracetrack,anotherto appearat a local wateringhole,still
another for an upscale bar at a fancy hotel.



It's the sameway with industrialespionage.An attackmay call for a suit
andtie andan expensivebriefcaseif the spy is posingasan executiveof
an established firm, a consultant, or a sales rep. On another job, trying to

 



passasa softwareengineer,a technicalperson,or someonefrom themail
room, the clothes, the uniform--the whole look would be different.

For infiltrating the company,the man who called himself Rick Daggot
knew he hadto projectan imageof confidenceandcompetence,backed
by a thorough knowledge of the company's product and industry.

Not much difficulty laying his handson the information he neededin
advance.He devisedan easyruseto find out when the CEO would be
away.A smallchallenge,but still not very tough,wasfinding out enough
detailsaboutthe project that he could sound"on the inside" aboutwhat
they were doing. Often this information is known to various company
suppliers,as well as investors,venture capitalists they've approached
aboutraisingmoney,their banker,andtheir law firm. The attackerhasto
takecare,though:Findingsomeonewho will partwith insiderknowledge
canbetricky, but trying two or threesourcesto turn up someonewho can
be squeezedfor informationrunstherisk thatpeoplewill catchon to the
game.That way lies danger.The Rick Daggotsof the world needto pick
carefully and tread each information path only once.

The lunch wasanothersticky proposition.First therewasthe problemof
arrangingthingsso he'dhavea few minutesalonewith eachperson,out
of earshotof the others.He told Jessica12:30but bookedthe tablefor 1
P.M., at an upscale,expense-accounttype of restaurant.He hopedthat
would meanthey'dhaveto havedrinks at the bar, which is exactlywhat
happened.A perfect opportunity to move around and chat with each
individual.

Still, there were so many ways that a misstep--awrong answeror a
carelessremarkcould revealRick to be an imposter.Only a supremely
confidentand wily industrial spy would daretake a chanceof exposing
himself that way. But yearsof working the streetsas a confidenceman
had built Rick's abilities and given him the confidencethat, even if he
made a slip, he'd be able to cover it up well enough to quiet any
suspicions.This was the most challenging,most dangeroustime of the
entire operation,and the elation he felt at bringing off a sting like this
madehim realizewhy hedidn't haveto drive fastcarsor skydiveor cheat
on his wife--he got plenty of excitementjust doing his job. How many
people, he wondered, could say as much?



 



 MITNICK MESSAGE
While mostsocialengineeringattacksoccurover the telephoneor email,
don't assumethat a bold attackerwill never appearin personat your
business. In most cases, the imposter uses some form of social
engineeringto gain accessto a building after counterfeitingan employee
badge using a commonly available software program such as Photoshop.
What about the businesscardswith the phonecompanytest line? The
televisionshow The Rockford Files, which was a seriesabouta private
investigator, illustrated a clever and somewhathumorous technique.
Rockford (played by actor JamesGarner)had a portablebusinesscard
printing machinein his car,which heusedto print out a cardappropriate
to whateverthe occasioncalledfor. Thesedays,a socialengineercanget
businesscardsprinted in an hour at any copy store,or print them on a
laser printer.

NOTE
JohnLe Carre,authorof TheSpyWho Camein from theCold,A Perfect
Spy,andmanyotherremarkablebooks,grewup asthesonof a polished,
engaginglifelong canman.Le Carrewasstruckasayoungsterto discover
that, successful as his father was in deceiving other, he was also gullible, a
victim morethanonceto anotherconmanor woman.Which just goesto
showthat everyoneis at risk of beingtakenin by a socialengineer,even
another social engineer.

What leadsa groupof smartmenandwomento acceptan imposter?We
size up a situationby both instinct and intellect. If the story addsup--
that's the intellect part--anda con man managesto project a believable
image,we're usually willing to let down our guard. It's the believable
imagethat separatesa successfulcon man or social engineerfrom one
who quickly lands behind bars. 

Ask yourself: How sure am I that I would never fall for a story like
Rick's?If you'resureyou wouldn't,askyourselfwhetheranyonehasever
put anythingoveron you. If theanswerto this secondquestionis yes,it's
probably the correct answer to the first question, as well. 

LEAPFROG 
A challenge:The following story doesnot involve industrial espionage.
As you readit, seeif you canunderstandwhy I decidedto put it in this
chapter! 



Harry Tardy was back living at home,and he was bitter. The Marine
Corpshadseemedlike a greatescapeuntil he washedout of boot camp.
Now he had returnedto the hometownhe hated,was taking computer
coursesat the local communitycollege,"andlooking for a way to strike
out at the world. 
Finally he hit upon a plan. Over beers with a guy in one of his classes,
he'd been complaining about their instructor, a sarcastic know-it-all, and
together they cooked up a wicked scheme to burn the guy: They'd grab 

 



thesourcecodefor a popularpersonaldigital assistant(PDA) andhaveit
sent to the instructor'scomputer,and make sure to leave a trail so the
company would think the instructor was the bad guy.

The new friend, Karl Alexander,saidhe "knew a few tricks" andwould
tell Harry how to bring this off. Arid get away with it.

Doing Their Homework
A little initial research showed Harry that the product had been
engineeredat theDevelopmentCenterlocatedat thePDA manufacturer's
headquartersoverseas.But therewasalsoan R&D facility in the United
States.That wasgood,Karl pointedout, becausefor the attemptto work
there had to be some companyfacility in the United Statesthat also
needed access to the source code.

At that point Harry was readyto call the overseasDevelopmentCenter.
Here'swherea pleafor sympathycamein, the"Oh, dear,I'm in trouble,I
needhelp, please,please,help me." Naturally the pleawas a little more
subtle than that. Karl wrote out a script, but Harry soundedcompletely
phonytrying to readit. In theend,hepracticedwith Karl sohecouldsay
what he needed to in a conversational tone.

WhatHarry finally said,with Karl sitting by his side,wentsomethinglike
this:

"I'm calling from R&D Minneapolis. Our server had a worm that infected
the whole department. We had to install the operating system again and
then when we went to restore from backup, none of the backups was any
good. Guess who was supposed to be checking the integrity of the
backups? Yours truly. So I'm getting yelled at by my boss, and
management is up in arms that we've lost the data. Look, I need to have
the latest revision of the source-code tree as quick as you can. I need you
to gzip the source code and send it to me."

At this point Karl scribbledhim a note,and Harry told the man on the
other end of the phone that he just wanted him to transfer the file
internally, to MinneapolisR&D. This was highly important: When the
manon the otherendof thephonewasclearthat hewasjust beingasked
to send the file to another part of the company, his mind was at ease--what
could be wrong with that?



LINGO
GZIP To archive files in a single compressedfile using a Linux GNU
utility.

 



He agreedto gzip andsendit. Stepby step,with Karl at his elbow,Harry
talked the man there through getting started on the procedure for
compressingthe hugesourcecode into a single, compactfile. He also
gavehim a file nameto useon thecompressedfile, "newdata,"explaining
that this name would avoid any confusion with their old, corrupted files.

Karl had to explain the next step twice beforeHarry got it, but it was
centralto the little gameof leapfrogKarl haddreamedup. Harry wasto
call R&D Minneapolisand tell somebodythere"I want to senda file to
you,andthenI wantyou to sendit somewhereelsefor me"—of courseall
dressedup with reasonsthat would make it all soundplausible.What
confusedHarry wasthis: He wassupposedto say"I’m goingto sendyou
a file," whenit wasn'tgoingto beHarry sendingthe file at all. He hadto
make the guy he was talking to at the R&D Centerthink the file was
comingfrom him, whenwhat theCenterwasreally going to receivewas
the file of proprietary source code from Europe. "Why would I tell him it's
comingfrom mewhenit's really comingfrom overseas?"Harry wantedto
know.

"The guy at theR&D Centeris the linchpin," Karl explained."He'sgot to
think he's just doing a favor for a fellow employeehere in the U.S.,
getting a file from you and then just forwarding it for you."

Harry finally understood.He calledthe R&D Center,wherehe askedthe
receptionistto connecthim to the ComputerCenter,wherehe askedto
speakto a computeroperator.A guy cameon the line who soundedas
youngasHarry himself.Harrygreetedhim, explainedhewascalling from
the Chicagofabricatingdivision of the companyandthat he hadthis file
he'dbeentrying to sendto oneof their partnersworking on a projectwith
them,but, he said, "We've got this router problemand can't reachtheir
network. I'd like to transferthe file to you, and after you receiveit, I'll
phone you so I can walk you through transferring it to the partner's
computer.

So far, so good.Harry then askedthe youngman whetherhis computer
centerhad an anonymousFTP account,a setupthat allows anyoneto
transferfiles in andout of adirectorywhereno passwordis required.Yes,
ananonymousFTPwasavailable,andhegaveHarry the internalInternet
Protocol (IP) address for reaching it.
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ANONYMOUS FTP A program that provides accessto a remote
computereven though you don’t have an account by using the File
Transfer protocol (FTP). Although anonymousFTP can be accessed
without a password,generallyuser-accessrights to certain folders are
restricted.
 



 

With that informationin hand,Harry calledbacktheDevelopmentCenter
overseas.By now the compressedfile was ready, and Harry gave the
instructionsfor transferringthe file to the anonymousFTP site. In less
thanfive minutes,the compressedsource-codefile wassentto the kid at
the R&D Center. 

Setting Up the Victim 
Halfway to thegoal.Now Harry andKarl hadto wait to makesurethefile
had arrived beforeproceeding.During the wait, they walked acrossthe
room to the instructor'sdeskandtook careof two othernecessarysteps.
They first setup ananonymousFTPserveron his machine,which would
serve as a destination for the file in the last leg of their scheme. 

The secondstep provided a solution for an otherwisetricky problem.
Clearly theycouldn'ttell their manat the R&D Centerto sendthe file to
anaddresssuchas,say,warren@rms.ca.edu.The".edu"domainwouldbe
a deadgiveaway,sinceany half-awakecomputerguy would recognizeit
asthe addressof a school,immediatelyblowing the whole operation.To
avoid this, they went into Windows on the instructor'scomputerand
lookedup themachine'sIP address,which theywould give astheaddress
for sending the file. 

By then it was time to call back the computer operator at the R&D Center.
Harry got him on the phone and said, "I just transferred the file that I
talked to you about. Can you check that you received it "
Yes, it had arrived. Harry then asked him to try forwarding it, and gave
him the IP address. He stayed on the phone while the young man made
the connection and started transmitting the file, and they watched with big
grins from across the room as the light on the hard drive of the instructor's
computer blinked and blinked--busy receiving the download. 

Harry exchangeda coupleof remarkswith theguy abouthow maybeone
day computersandperipheralswould be more reliable,thankedhim and
said goodbye. 

The two copiedthe file from the instructor'smachineonto a pair of Zip
disks,onefor eachof them,just sotheycould look at it later,like stealing
a paintingfrom a museumthatyou canenjoyyourselfbut don'tdareshow
to your friends.Except,in this case,it was more like they had takena



duplicateoriginal of the painting, and the museumstill had their own
original. 



Karl thentalkedHarry throughthestepsof removingtheFTPserverfrom
the instructor'smachine,anderasingthe audit trail so therewould be no
evidence of what they had done--only the stolen file, left where it could be
located easily. 

As a final step,theyposteda sectionof thesourcecodeon Usenetdirectly
from the instructor'scomputer.Only a section,so they wouldn't do any
greatdamageto thecompany,but leavingcleartracksdirectly backto the
instructor. He would have some difficult explaining to do. 

Analyzing the Con 
Although it took the combinationof a numberof elementsto makethis
escapadework, it could not have succeededwithout some skill-ful
playacting of an appeal for sympathy and help: I'm getting yelled at by my
boss,and managementis up in arms,and so on. That, combinedwith a
pointedexplanationof how the manon the otherendof the phonecould
help solve the problem, proved to be a powerfully convincing con. It
worked here, and has worked many other times. 

The second crucial element: The man who understood the value of the file
was asked to send it to an address within the company. 

And the third piece of the puzzle: The computer operator could see that
the file had been transferred to him from within the company. That could
only mean--or so it seemed--that the man who sent it to him could himself
have sent it on to the final destination if only his external network
connection had been working. What could possibly be wrong with helping
him out by sending it for him? 

But what abouthaving the compressedfile assigneda different name?
Seemingly a small item, but an important one. The attacker couldn't afford
taking a chanceof the file arriving with a nameidentifying it assource
code,or a namerelatedto the product.A requestto senda file with a
namelike thatoutsidethecompanymight havesetoff alarmbells.Having
thefile re-labeledwith aninnocuousnamewascrucial.As workedout by
theattackers,thesecondyoungmanhadno qualmsaboutsendingthefile
outsidethe company;a file with a namelike new data,giving no clue as
to the true nature of the information, would hardly make him suspicious. 

MITNICK MESSGAE



Theunderlyingrule thateveryemployeeshouldhavefirmly plantedin his
or her brain: Except with managementapproval,don't transferfiles to
peopleyou don't personallyknow, evenif the destinationappearsto be
within your company's internal network.

 



 
Finally, did you figure out what this story is doing in a chapteron

industrial espionage?If not, here'sthe answer:What thesetwo students
did as a malicious prank could just as easily have been done by a
professionalindustrialspy,perhapsin the payof a competitor,or perhaps
in the pay of a foreign government.Either way, the damagecould have
beendevastatingto the company,severelyerodingthe salesof their new
product once the competitive product reached the market. 

How easily could the sametype of attack be carried out againstyour
company? 

PREVENTING THE CON 
Industrialespionage,which haslong beena challengeto businesses,has
now becomethe breadand butter of traditional spieswho havefocused
their efforts on obtainingcompanysecretsfor a price, now that the Cold
War has ended.Foreign governmentsand corporationsare now using
freelanceindustrial spiesto steal information.Domesticcompaniesalso
hire information brokers who cross the line in their efforts to obtain
competitiveintelligence.In many casestheseare former military spies
turned industrial information brokers who have the prerequisite
knowledgeandexperienceto easilyexploit organizations,especiallythose
that have failed to deploy safeguardsto protect their information and
educate their people. 

Safety Off-Site 
What could havehelpedthe companythat ran into problemswith their
off-site storagefacility? The dangerherecould havebeenavoidedif the
companyhad beenencryptingtheir data.Yes, encryptionrequiresextra
time andexpense,but it's well worth theeffort. Encryptedfiles needto be
spot-checkedregularly to be sure that the encryption/decryptionis
working smoothly. 

There'salwaysthedangerthat theencryptionkeyswill be lost or that the
only personwho knows the keyswill be hit by a bus.But the nuisance
level canbeminimized,andanyonewho storessensitiveinformationoff-
sitewith a commercialfirm anddoesnot useencryptionis, excusemefor
being blunt, an idiot. It's like walking down the street in a bad 
 



neighborhood with twenty-dollar bills sticking out of your pockets,
essentially  asking to be robbed. 

Leaving backup media where someone could walk off with it is a
common  flaw in security. Several years ago, I was employed at a firm
that could have made better efforts to protect client information. The
operation's  staff left the firm's backup tapes outside the locked computer
room door for a messenger to pick up each day. Anyone could have
walked off with the backup tapes, which contained all of the firm's word-
processed documents in unencrypted text. If backup data is encrypted,
loss of the material is a nuisance; if it's not encrypted--well, you can
envision the impact on your company better than I can. 

The need in larger companies for reliable offsite storage is pretty much a
given. But your company's security procedures need to include an
investigation  of your storage company to see how conscientious they are
about their own security policies and practices. If they're not as dedicated
as your own company, all your security efforts could be undermined. 

Smaller companies have a good alternate choice for backup: Send the new
and changed files each night to one of the companies offering online
storage. Again, it's essential that the data be encrypted. Otherwise, the
information is available not just to a bent employee at the storage
company but to every computer intruder who can breach the on-line
storage companys computer systems or network. 

And of course, when you set up an encryption system to protect the
security of your backup files, you must also set up a highly secure proce
dure  for storing the encryption keys or the pass phrases that unlock them.

Secret keys used to encrypt data should be stored in a safe or vault.
Standard company practice needs to provide for the possibility that the
employee handling this data could suddenly leave, die, or take another
job. There must always be at least two people who know the storage place
and the encryption/decryption procedures, as well as the policies for how
and when keys are to be changed. The policies must also require that
encryption keys be changed immediately upon the departure of any 
employee who had access to them. 

Who Is That? 
The examplein this chapterof a slick con artist who usescharmto get
employeesto shareinformationreinforcesthe importanceof verification



of identity. Therequestto havesourcecodeforwardedto anFTPsitealso
points to the importance of knowing your requester. 

 



In Chapter16 you will find specificpoliciesfor verifying the identity of
any strangerwho makesa requestfor informationor a requestthat some
actionbe taken.We'vetalkedaboutthe needfor verification throughout
the book; in Chapter 16 you'll get specifics of how this should be done. 

Part 4
Raising the bar



Information Security Awareness and
Training 
A social engineer has been given the assignment of obtaining the plans to
your hot new product due for release in two months. 

What's going to stop him? 

Your firewall? No. 

Strong authentication devices? No. Intrusion detection systems? No.
Encryption? No. 

Limited access to phone numbers for dial-up modems? No. 

Code names for servers that make it difficult for an outsider to determine
which server might contain the product plans? No. 

The truth is that there is no technology in the world that can prevent a
social engineering attack. 

SECURITY THROUGH TECHNOLOGY, TRAINING, AND
PROCEDURES 
Companies that conduct security penetration tests report that their
attempts to break into client company computer systems by social
engineering methods are nearly 100 percent successful. Security
technologiescanmakethesetypesof attacksmoredifficult by removing
people from the decision-makingprocess. However the only truly
effective way to mitigate the threatof social engineeringis throughthe
use of security technologiescombinedwith security policies that set
ground rules for employee behavior, and appropriateeducation and
training for employees. 

 



There is only one way to keep your product plans safe and that is by
having a trained, aware,and a conscientiousworkforce. This involves
trainingon thepoliciesandprocedures,but also--andprobablyevenmore
important--anongoingawarenessprogram.Someauthoritiesrecommend
that 40 percentof a company'soverall security budgetbe targetedto
awareness training.

The first step is to make everyone in the enterprise aware that
unscrupulouspeople exist who will use deceptionto psychologically
manipulatethem. Employeesmust be educatedabout what information
needsto be protected,and how to protect it. Oncepeoplehavea better
understandingof how they can be manipulated,they are in a far better
position to recognize that an attack is underway.

Security awareness also means educating everyone in the enterprise on the
company'ssecuritypoliciesandprocedures.As discussedin Chapter17,
policies are necessaryrules to guide employee behavior to protect
corporate information systems and sensitive information.

This chapterandthenextoneprovidea securityblueprintthatcouldsave
you from costly attacks.If you don't have trained and alert employees
following well-thought-outprocedures,it's not a matterof if, but when
you will losevaluableinformationto a socialengineer.Don't wait for an
attack to happento you before instituting thesepolicies: It could be
devastating to your business and to your employees' welfare.

UNDERSTANDING HOW ATTACKERS TAKE ADVANTAGE OF
HUMAN NATURE
To developa successfultraining program,you haveto understandwhy
peopleare vulnerableto attacksin the first place.By identifying these
tendenciesin your training--forexample,by drawingattentionto themin
role-playingdiscussions--youcanhelpyour employeesto understandwhy
we can all be manipulated by social engineers.

Manipulationhasbeenstudiedby socialscientistsfor at leastfifty years.
Robert B. Cialdini, writing in Scientific American (February 2001),
summarizedthis research,presentingsix "basic tendenciesof human
nature" that are involved in an attempt to obtain compliance to a request.



Thesesix tendenciesare thosethat socialengineersrely on (consciously
or, most often, unconsciously) in their attempts to manipulate.
 
 



Authority
Peoplehavea tendencyto complywhena requestis madeby a personin
authority. As discussedelsewherein these pages,a person can be
convincedto complywith a requestif heor shebelievestherequestoris a
person in authority or a person who is authorized to make such a request.

In his book Influence, Dr. Cialdini writes of a study at three Midwestern
hospitalsin which twenty-twoseparatenurses'stationswerecontactedby
a callerwho claimedto bea hospitalphysician,andgiveninstructionsfor
administeringaprescriptiondrugto a patienton theward.Thenurseswho
receivedtheseinstructionsdid not know the caller. They did not even
know whetherhe was really a doctor (he was not). They receivedthe
instructionsfor the prescriptionby telephone,which was a violation of
hospitalpolicy. Thedrugthey weretold to administerwasnot authorized
for useon the wards,and the dosagethey were told to administerwas
twice themaximumdaily dosage,andthuscouldhaveendangeredthelife
of thepatient.Yet in 95 percentof thecases,Cialdini reported,"the nurse
proceededto obtainthenecessarydosagefrom thewardmedicinecabinet
and was on her way to administer it to the patient" before being
intercepted by an observer and told of the experiment.

Examplesof attacks: A socialengineerattemptsto cloak himself in the
mantleof authorityby claiming thathe is with the IT department,or that
he is an executive or works for an executive in the company.

Liking
Peoplehavethe tendencyto comply when the personmaking a request
hasbeenableto establishhimselfaslikable,or ashavingsimilar interests,
beliefs, and attitudes as the victim.

Examples of attacks: Through conversation, the attacker manages to
learn a hobby or interest of the victim, and claims an interest and
enthusiasm for the same hobby or interest. Or he may claim to be from the
same state or school, or to have similar goals. The social engineer will
also attempt to mimic the behaviors of his target to create the appearance
of similarity.

Reciprocation
We may automatically comply with a request when we have been given or
promised something of value. The gift may be a material item, or advice,



 
 



or help. When someonehas done something for you, you feel an
inclination to reciprocate.This strongtendencyto reciprocateexistseven
in situationswherethepersonreceivingthegift hasn'taskedfor it. Oneof
the most effective ways to influencepeopleto do us a "favor" (comply
with a request) is by giving some gift r assistancethat forms an
underlying obligation.

Members of the Hare Krishna religious cult were very effective at
influencingpeopleto donateto their causeby first giving thema bookor
flower as a gift. If the recipienttried to return the gift, the giver would
refuse remarking, "It's our gift to you." This behavioral principle of
reciprocation was used by the Krishnas to substantially increase
donations.

Examples of attacks: An employee receives a call from a person who
identifies himself as being from the IT department. The caller explains
that some company computers have been infected with a new virus not
recognized by the antivirus software that can destroy all files on a
computer, and offers to talk the person through some steps to prevent
problems. Following this, the caller asks the person to test a software
utility that has just been recently upgraded for allowing users to change
passwords. The employee is reluctant to refuse, because the caller has just
provided help that will supposedly protect the user from a virus. He
reciprocates by complying with the caller's request.

Consistency
People have the tendency to comply after having made a public
commitmentor endorsementfor a cause.Oncewe havepromisedwe will
do something,we don't want to appearuntrustworthyor undesirableand
will tendto follow throughin orderto beconsistentwith our statementor
promise.

Example of attack: The attacker contacts a relatively new employee and
advises her of the agreement to abide by certain security policies and
procedures as a condition of being allowed to use company information
systems. After discussing a few security practices, the caller asks the user
for her password "to verify compliance" with policy on choosing a
difficult-to-guess password. Once the user reveals her password, the caller
makes a recommendation to construct future passwords in such a way that
the attacker will be able to guess it. The victim complies because of her



prior agreement to abide by company policies and her assumption that the
caller is merely verifying her compliance.
 
 



Social Validation 
Peoplehavethe tendencyto comply whendoing so appearsto be in line
with whatothersaredoing.The actionof othersis acceptedasvalidation
that the behavior in question is the correct and appropriate action. 

Examples of attacks: The caller says he is conducting a survey and
names other people in the department who he claims have already
cooperated with him. The victim, believing that cooperation by others
validates the authenticity of the request, agrees to take part. The caller
then asks a series of questions, among which are questions that draw the
victim into revealing his computer username and password. 

Scarcity 
Peoplehavethe tendencyto comply when it is believedthat the object
sought is in short supply and othersare competingfor it, or that it is
available only for a short period of time. 

Example of attack: The attacker sends emails claiming that the first 500
people to register at the company's new Web site will win free tickets to a
hot new movie. When an unsuspecting employee registers at the site, he is
asked to provide his company email address and to choose a password.
Many people, motivated by convenience, have the propensity to use the
same or a similar password on every computer system they use. Taking
advantage of this, the attacker then attempts to compromise the target's
work and home computer systems with the username and password that
have been entered during the Web site registration process. 

CREATING TRAINING AND AWARENESS PROGRAMS 
Issuinganinformationsecuritypolicy pamphletor directingemployeesto
an intranetpagethat detailssecuritypolicieswill not, by itself, mitigate
your risk. Every businessmust not only define the rules with written
policies, but must make the extra effort to direct everyonewho works
with corporateinformation or computersystemsto learn and follow the
rules.Furthermore,you mustensurethateveryoneunderstandsthereason
behindeachpolicy sothat peopledon'tcircumventthe rule asa matterof
convenience.Otherwise,ignorancewill alwaysbe the worker's excuse,
and the precise vulnerability that social engineers will exploit. 

The central goal of any security awareness program is to influence people
to change their behavior and attitudes by motivating every employee 



 
 



to want to chip in anddo his part to protecttheorganization'sinformation
assets.A great motivator in this instance is to explain how their
participation will benefit not just the company, but the individual
employeesaswell. Sincethe companyretainscertainprivateinformation
abouteveryworker,whenemployeesdo their part to protectinformation
or information systems, they are actually protecting their own
information, too. 

A security training program requiressubstantialsupport. The training
effort needsto reacheverypersonwho hasaccessto sensitiveinformation
or corporate computer systems, must be on-going, and must be
continuously revised to update personnel on new threats and
vulnerabilities. Employeesmust see that senior managementis fully
committed to the program.That commitmentmust be real, not just a
rubber-stamped"We give our blessings"memo.And theprogrammustbe
backedup with sufficient resourcesto develop,communicate,test it, and
to measure success. 

Goals 
Thebasicguidelinethatshouldbekept in mind duringdevelopmentof an
informationsecuritytraining andawarenessprogramis that the program
needsto focus on creating in all employeesan awarenessthat their
companymight be underattackat any time. They must learn that each
employeeplaysa role in defendingagainstany attemptto gain entry to
computer systems or to steal sensitive data. 

Becausemanyaspectsof informationsecurityinvolve technology,it's too
easyfor employeesto think that theproblemis beinghandledby firewalls
andothersecuritytechnologies.A primary goal of training shouldbe to
createawarenessin eachemployeethat they arethe front line neededto
protect the overall security of the organization. 

Security training must have a significantly greater aim than simply
impartingrules.The training programdesignermustrecognizethe strong
temptationon the part of employees,underpressureof gettingtheir jobs
done, to overlook or ignore their security responsibilities.Knowledge
about the tactics of social engineeringand how to defendagainstthe
attacksis important,but it will only beof valueif thetraining is designed
to focus heavily on motivating employees to use the knowledge. 



The companycan count the programas meetingits bottom-linegoal if
everyonecompletingthe training is thoroughlyconvincedandmotivated
by one basic notion: that information security is part of his or her job. 

Employeesmust cometo appreciateand acceptthat the threatof social
engineering attacks is real, and that a serious loss of sensitive corporate 
 
 



information could endangerthe companyas well as their own personal
informationandjobs.In asense,beingcarelessaboutinformationsecurity
at work is equivalentto beingcarelesswith one'sATM PIN or credit card
number.This can be a compellinganalogyfor building enthusiasmfor
security practices. 

Establishing the Training and Awareness Program
The personresponsiblefor designingthe information security program
needsto recognizethat this is not a one-size-fits-allproject.Rather,the
trainingneedsto bedevelopedto suit thespecificrequirementsof several
differentgroupswithin theenterprise.While manyof thesecuritypolicies
outlined in Chapter16 apply to all employeesacrossthe board,many
others are unique. At a minimum, most companieswill need training
programs tailored to these distinct groups: managers;IT personnel;
computer users; non-technical personnel; administrative assistants;
receptionists;andsecurityguards.(Seethe breakdownof policiesby job
assignment in Chapter 16.) 

Since the personnelof a company'sindustrial security force are not
ordinarily expectedto be computerproficient, and, exceptperhapsin a
very limited way,do not comeinto contactwith companycomputers,they
arenot usuallyconsideredwhendesigningtrainingof this kind. However,
socialengineerscandeceivesecurityguardsor othersinto allowing them
into a building or office, or into performingan action that resultsin a
computerintrusion. While membersof the guard force certainly don't
need the full training of personnelwho operate or use computers,
nonethelessthey must not be overlooked in the security awareness
program. 

Within the corporate world there are probably few subjects about which 
all employeesneedto be educatedthat are simultaneouslyas important
andasinherentlydull assecurity.The bestdesignedinformationsecurity
training programs must both inform and capture the attention and
enthusiasm of the learners. 

The aim should be to make security information awareness and training 
an engaging and interactive experience. Techniques could include
demonstrating social engineering methods through role-playing;
reviewing media reports of recent attacks on other less fortunate
businessesanddiscussingthe waysthe companiescould haveprevented



the loss;or showinga securityvideothat'sentertainingandeducationalat
the same time. There are several security awarenesscompaniesthat
market videos and related materials. 

 



NOTE
For thosebusinessesthat do not havetheresourcesto developa program
in-house, there are several training companies that offer security
awarenesstraining services.Trade showssuch as SecureWorld Expo
(www.secureworldexpo.com) are gathering places for these companies

Thestoriesin this bookprovideplentyof materialto explainthemethods
andtacticsof socialengineering,to raiseawarenessof the threat,andto
demonstratethe vulnerabilitiesin humanbehavior.Considerusing their
scenariosas a basis for role-playing activities. The stories also offer
colorful opportunitiesfor lively discussionon how thevictims couldhave
responded differently to prevent the attacks from being successful.

A skillful course developer and skillful trainers will find plenty of
challenges,but also plenty of opportunities,for keeping the classroom
time lively, and, in the process,motivatepeopleto becomepart of the
solution.

Structure of the Training
A basicsecurityawarenesstrainingprogramshouldbe developedthatall
employeesarerequiredto attend.New employeesshouldbe requiredto
attendthetrainingaspartof their initial indoctrination.I recommendthat
no employeebe providedcomputeraccessuntil he hasattendeda basic
security awareness session.

For this initial awarenessandtraining,I suggesta sessionfocusedenough
to hold attention,and short enoughthat the importantmessageswill be
remembered.While the amount of material to be covered certainly
justifies longer training, the importance of providing awarenessand
motivationalong with a reasonablenumberof essentialmessagesin my
view outweighsany notion of half-day or full-day sessionsthat leave
people numb with too much information.

Theemphasisof thesesessionsshouldbeon conveyinganappreciationof
theharmthatcanbedoneto thecompany,andto employeesindividually,
unlessall employeesfollow good securitywork habits.More important
thanlearningaboutspecificsecuritypracticesis themotivationthat leads
employees to accept personal responsibility for security.



In situations where some employeescannot readily attend classroom
sessions,the companyshould considerdeveloping awarenesstraining
usingotherformsof instruction,suchasvideos,computer-basedtraining,
online courses, or written materials.

 



After the initial shorttrainingsession,longersessionsshouldbedesigned
to educateemployeesaboutspecificvulnerabilitiesandattacktechniques
relative to their position in the company.Refreshertraining should be
requiredat leastoncea year. The natureof the threatand the methods
usedto exploit peopleare ever-changing,so the contentof the program
should be kept up to date.Moreover,people'sawarenessand alertness
diminishover time,sotrainingmustberepeatedat reasonableintervalsto
reinforce security principles. Here again the emphasis needs to be as much
on keepingemployeesconvincedof the importanceof securitypolicies
and motivated to adhereto them, as on exposingspecific threatsand
social engineering methods. 

Managersmust allow reasonabletime for their subordinatesto become
familiar with securitypolicies and procedures,and to participatein the
securityawarenessprogram.Employeesshouldnot be expectedto study
security policies or attend security classeson their own time. New
employeesshould be given ample time to review security policies and
published security practices prior to beginning their job responsibilities. 

Employeeswho changepositionswithin the organizationto a job that
involves accessto sensitiveinformation or computersystemsshould,of
course,be requiredto completea security training programtailored to
their new responsibilities.For example, when a computer operator
becomes a systems administrator, or a receptionist becomes an
administrative assistant, new training is required. 

Training Course Contents 
When reducedto their fundamentals,all social engineeringattackshave
thesamecommonelement:deception.Thevictim is led to believethatthe
attackeris a fellow employeeor someotherpersonwho is authorizedto
accesssensitiveinformation,or authorizedto give thevictim instructions
that involve taking actions with a computer or computer-related
equipment.Almost all of theseattackscould be foiled if the targeted
employee simply follows two steps: 

Verify the identity of the person making the request: Is the person making
the request really who he claims to be? 

Verify whether the person is authorized: Does the person have the need to
know, or is he otherwise authorized to make this request? 



 
 



NOTE 
Becausesecurity awarenessand training are neverperfect,usesecurity
technologieswheneverpossibleto createa systemof defensein depth.
This meansthat thesecuritymeasureis providedby thetechnologyrather
thanby individual employees,for example,whentheoperatingsystemis
configuredto preventemployeesfrom downloadingsoftware from the
Internet, or choosing a short, easily guessed password. 

If awarenesstraining sessionscould change behavior so that each
employeewould always be consistentabout testingany requestagainst
thesecriteria,the risk associatedwith socialengineeringattackswould be
dramatically reduced. 

A practical information security awarenessand training program that
addresseshumanbehaviorandsocialengineeringaspectsshouldinclude
the following: 

A description of how attackers use social engineering skills to deceive
people. 

The methods used by social engineers to accomplish their objectives. 

How to recognize a possible social engineering attack. 

The procedure for handling a suspicious request. 

Where to report social engineering attempts or successful attacks. 

The importanceof challenginganyonewho makesa suspiciousrequest,
regardless of the person's claimed position or importance. 

The fact that they should not implicitly trust others without proper
verification,eventhoughtheir impulseis to give othersthebenefitof the
doubt. 

The importanceof verifying the identity and authority of any person
making a request for information or action. (See "Verification and
Authorization Procedures," Chapter 16, for ways to verify identity.) 



Procedures for protecting sensitive information, including familiarity with
any data classification system. 
 
 



The location of the company's security policies and procedures, and their
importance to the protection of information and corporate information
systems. 

A summaryof key securitypoliciesandanexplanationof their meaning.
For example,every employeeshouldbe instructedin how to devisea
difficult-to-guess password. 

The obligation of every employee to comply with the policies, and the
consequences for non-compliance. 

Socialengineeringby definition involvessomekind of humaninteraction.
An attackerwill very frequentlyusea variety of communicationmethods
andtechnologiesin attemptingto achievehis or her goal.For this reason,
a well-roundedawarenessprogramshouldattemptto coversomeor all of
the following: 

Security policies related to computer and voice mail passwords. 

The procedure for disclosing sensitive information or materials. 

Email usage policy, including the safeguards to prevent malicious code
attacks including viruses, worms, and Trojan Horses. 

Physical security requirements such as wearing a badge. 

The responsibility to challenge people on the premises who aren't wearing
a badge. 

Best security practices of voice mail usage. 

How to determine the classification of information, and the proper
safeguards for protecting sensitive information. 

Proper disposal of sensitive documents and computer media that contain,
or have at any time in the past contained, confidential materials. 

Also, if the companyplans to use penetrationtesting to determinethe
effectivenessof defensesagainstsocial engineeringattacks,a warning
should be given putting employeeson notice of this practice. Let



employeesknow thatat sometime theymayreceivea phonecall or other
communicationusingan attacker'stechniquesaspart of sucha test.Use
the results of those tests not to punish, bur to define the need for
additional training in some areas. 

Details concerning all of the above items will be found in Chapter 16. 
 
 



TESTING
Your company may want to test employeeson their mastery of the
informationpresentedin the securityawarenesstraining,beforeallowing
computersystemaccess.If you designteststo be given on line, many
assessmentdesignsoftwareprogramsallow you to readily analyzetest
results to determine areas of the training that need to be strengthened.

Your companymay alsoconsiderproviding a certificatetestifying to the
completion of the security training as a reward and employee motivator.

As a routinepartof completingtheprogram,it is recommendedthat each
employeebeaskedto sign anagreementto abideby the securitypolicies
andprinciplestaughtin theprogram.Researchsuggeststhatapersonwho
makesthe commitmentof signing suchan agreementis more likely to
make an effort to abide by the procedures.

ONGOING AWARENESS
Most peopleareawarethat learning,evenaboutimportantmatters,tends
to fade unless reinforced periodically. Becauseof the importanceof
keepingemployeesup to speedon the subjectof defendingagainstsocial
engineering attacks, an ongoing awareness program is vital.

One methodto keepsecurityat the forefront of employeethinking is to
makeinformationsecuritya specificjob responsibilityfor everypersonin
the enterprise.This encouragesemployeesto recognizetheir crucial role
in the overall security of the company. Otherwise there is a strong
tendency to feel that security "is not my job."

While overall responsibility for an information security program is
normally assigned to a person in the security department or the
information technology department,development of an information
securityawarenessprogramis probablybeststructuredasa joint project
with the training department.

The ongoing awarenessprogram needsto be creative and use every
availablechannelfor communicatingsecuritymessagesin ways that are
memorable so that employeesare constantly reminded about good
securityhabits.Methodsshoulduseall of thetraditionalchannels,plusas
many non-traditional ones as the people assigned to develop and
implement the program can imagine. As with traditional advertising,



humorandclevernesshelp.Varying the wordingof messageskeepsthem
from becoming so familiar that they are ignored.

 



The list of possibilities for an ongoing awareness program might include: 

Providing copies of this book to all employees. 

Including informational items in the company newsletter: articles, boxed
reminders (preferably short, attention-getting items), or cartoons, for
example. 

Posting a picture of the Security Employee of the Month. 

Hanging posters in employee areas. 

Posting bulletin-board notices. 

Providing printed enclosures in paycheck envelopes. 

Sending email reminders. 

Using security-related screen savers. 

Broadcasting security reminder announcements through the voice mail
system. 

Printing phone stickers with messages such as "Is your caller who he says
he is?'! 

Setting up reminder messages to appear on the computer when logging in,
such as "If you are sending confidential information in an email, encrypt
it." 

Including security awareness as a standard item on employee performance
reports and annual reviews. 

Providing security awareness reminders on the intranet, perhaps using
cartoons or humor, or in some other way enticing employees to read them.

Using an electronic message display board in the cafeteria, with a
frequently changing security reminder. 

Distributing flyers or brochures. 



And think gimmicks, such as free fortune cookies in the cafeteria,  each
containing a security reminder instead of a fortune. 

The threat is constant; the reminders must be constant as well. 

WHAT'S IN IT FOR ME?" 
In addition to security awareness and training programs, I strongly
recommend an active and well-publicized reward program. You must 
 
 



acknowledgeemployeeswho havedetectedand preventedan attempted
socialengineeringattack,or in someotherway significantly contributed
to the successof the information securityprogram.The existenceof the
reward program should be made known to employeesat all security
awarenesssessions,and securityviolations shouldbe widely publicized
throughout the organization. 

On the other side of the coin, people must be made aware of the
consequencesof failing to abideby informationsecuritypolicies,whether
through carelessnessor resistance.Though we all make mistakes,
repeated violations of security procedures must not be tolerated. 

 
 



Chapter 16
Recommended Corporate Information Security Policies 
Nine out of every ten large corporations and government agencies have
been attacked by computer intruders, to judge from the results of a survey
conducted by the FBI and reported by the Associated Press in April 2002.
Interestingly, the study found that only about one company in three
reported or publicly acknowledged any attacks. That reticence to reveal
their victimization makes sense. To avoid loss of customer confidence and
to prevent further attacks by intruders who learn that a company may be
vulnerable, most businesses do not publicly report computer security
incidents. 

It appears that there are no statistics on social engineering attacks, and if
there were, the numbers would be highly unreliable; in most cases a
company never knows when a social engineer has "stolen" information, so
many attacks go unnoticed and unreported. 

Effective countermeasures can be put into place against most types of
social engineering attacks. But let's face reality here--unless everyone in
the enterprise understands that security is important and makes it his or
her business to know and adhere to a company's security policies, social
engineering attacks will always present a grave risk to the enterprise. 
 
In fact, as improvements are made if I the technological weapons against
security breaches, the social engineering approach to using people to
access proprietary company information or penetrate the corporate
network will almost certainly become significantly more frequent and
attractive to information thieves. An industrial spy will naturally attempt
to 
 
 



accomplishhis or her objective using the easiestmethodand the one
involving the leastrisk of detection.As a matterof fact, a companythat
hasprotectedits computersystemsandnetworkby deployingstate-ofthe-
art security technologiesmay thereafterbe at more risk from attackers
who usesocialengineeringstrategies,methods,andtacticsto accomplish
their objectives. 

This chapterpresentsspecificpoliciesdesignedto minimize a company's
risk with respect to social engineeringattacks. The policies address
attacksthat are basednot strictly on exploiting technicalvulnerabilities.
They involve using some kind of pretext or ruse to deceivea trusted
employeeinto providing information or performingan action that gives
the perpetratoraccessto sensitivebusinessinformation or to enterprise
computer systems and networks. 

WHAT IS A SECURITY POLICY? 
Security policies are clear instructionsthat provide the guidelinesfor
employeebehaviorfor safeguardinginformation,and are a fundamental
building block in developing effective controls to counter potential
securitythreats.Thesepoliciesareevenmoresignificantwhenit comesto
preventing and detecting social engineering attacks. 

Effective securitycontrolsare implementedby training employeeswith
well-documentedpolicies and procedures.However, it is important to
notethat securitypolicies,evenif religiously followed by all employees,
arenot guaranteedto preventeverysocialengineeringattack.Rather,the
reasonable goal is always to mitigate the risk to an acceptable level. 

The policies presentedhere include measuresthat, while not strictly
focusedon social engineeringissues,nonethelessbelong here because
they deal with techniquescommonlyusedin social engineeringattacks.
For example,policies about opening email attachments--whichcould
install maliciousTrojanHorsesoftwareallowing theattackerto takeover
the victim's computer--addressa method frequently used by computer
intruders. 

Steps to Developing a Program 
A comprehensiveinformationsecurityprogramusuallystartswith a risk
assessment aimed at determining: 



What enterprise information assets need to be protected? 

What specific threats exist against these assets? 
 
 What damage would be caused to the enterprise if these potential threats
were to materialize?



The primary goal of risk assessmentis to prioritize which information
assetsare in need of immediate safeguards,and whether instituting
safeguardswill be cost-effectivebasedon a cost-benefitanalysis.Simply
put, what assetsare going to be protectedfirst, and how much money
should be spent to protect these assets?

It's essentialthat seniormanagementbuy into and strongly support the
necessityof developing security policies and an information security
program.As with anyothercorporateprogram,if a securityprogramis to
succeed,managementmustdo morethanmerelyprovideanendorsement,
it mustdemonstratea commitmentby personalexample.Employeesneed
to be aware that managementstrongly subscribesto the belief that
informationsecurityis vital to thecompany'soperation,thatprotectionof
companybusinessinformation is essentialfor the companyto remainin
business,andthateveryemployee'sjob maydependon thesuccessof the
program.

The person assignedto draft information security policies needs to
understandthat the policiesshouldbe written in a style free of technical
jargon and readily understoodby the non-technicalemployee.It's also
important that the documentmake clear why eachpolicy is important;
otherwiseemployeesmaydisregardsomepoliciesasa wasteof time.The
policy writer shouldcreatea documentthat presentsthe policies, and a
separatedocumentfor procedures,becausepolicieswill probablychange
much less frequently than the specific proceduresused to implement
them.

In addition,the policy writer shouldbe awareof waysin which security
technologiescanbe usedto enforcegood informationsecuritypractices.
For example,mostoperatingsystemsmakeit possibleto requirethatuser
passwordsconform to certain specificationssuch as length. In some
companies,a policy prohibitingusersfrom downloadingprogramscanbe
controlledvia local or global policy settingswithin the operatingsystem.
The policies should require use of security technologywhenevercost-
effective to remove human-based decision-making.

Employeesmust be advisedof the consequencesfor failing to comply
with securitypoliciesandprocedures.A setof appropriateconsequences
for violating the policies should be developedand widely publicized.
Also, a rewardprogramshouldbecreatedfor employeeswhodemonstrate



goodsecuritypracticesor who recognizeand report a security incident.
Whenever an employee is rewarded for foiling a security breach, it should

 



bewidely publicizedthroughoutthecompany,for examplein anarticle in
the company newsletter.

One goal of a security awarenessprogram is to communicatethe
importanceof securitypoliciesandtheharmthatcanresultfrom failure to
follow suchrules.Given humannature,employeeswill, at times,ignore
or circumventpoliciesthatappearunjustifiedor too time-consuming.It is
a managementresponsibility to insure that employeesunderstandthe
importanceof the policies and are motivated to comply, rather than
treating them as obstacles to be circumvented.

It's importantto note that informationsecuritypoliciescannotbe written
in stone.As businessneedschange,asnewsecuritytechnologiescometo
market, and as security vulnerabilities evolve, the policies need to be
modified or supplemented.A processfor regular review and updating
should be put into place. Make the corporatesecurity policies and
procedures available via the corporate intranet or maintain such policies in
a publicly availablefolder.This increasesthelikelihood thatsuchpolicies
and procedureswill be reviewed more frequently, and provides a
convenientmethod for employeesto quickly find the answer to any
information-security related question.

Finally, periodic penetrationtests and vulnerability assessmentsusing
socialengineeringmethodsandtacticsshouldbeconductedto exposeany
weaknessin training or lack of adherenceto company policies and
procedures.Prior to using any deceptive penetration-testingtactics,
employeesshouldbe put on noticethatsuchtestingmay occurfrom time
to time.

How to Use These Policies
The detailedpoliciespresentedin this chapterrepresentonly a subsetof
the information security policies I believe are necessaryto mitigate all
security risks. Accordingly, the policies included here should not be
consideredas a comprehensivelist of information security policies.
Rather,they are the basisfor building a comprehensivebody of security
policies appropriate to the specific needs of your company.

Policy writersfor anorganizationwill haveto choosethepoliciesthatare
appropriatebasedon their company'sunique environmentand business
goals.Eachorganization,havingdifferentsecurityrequirementsbasedon
business needs, legal requirements,organizational culture, and the



information systemsusedby the company,will takewhat it needsfrom
the policies presented, and omit the rest.

 



Therearealsochoicesto bemadeabouthow stringentpolicieswill be in
eachcategory.A smallercompanylocatedin a singlefacility wheremost
employeesknow oneanotherdoesnot needto be muchconcernedabout
an attacker calling on the phone and pretendingto be an employee
(although of coursean imposter may masqueradeas a vendor). Also,
despitethe increasedrisks, a companyframedarounda casual,relaxed
corporate culture may wish to adopt only a limited subset of
recommended policies to meet its security objectives.

DATA CLASSIFICATION
A dataclassificationpolicy is fundamentalto protectinganorganization's
information assets,and setsup categoriesfor governing the releaseof
sensitiveinformation. This policy providesa framework for protecting
corporateinformation by making all employeesaware of the level of
sensitivity of each piece of information.

Operating without a data classification policy--the status quo in almost
all companiestoday--leavesmost of these decisionsin the hands of
individual workers.Naturally, employeedecisionsare largely basedon
subjectivefactors,ratherthan on the sensitivity,criticality, andvalue of
information.Informationis alsoreleasedbecauseemployeesareignorant
of the possibility that in respondingto a requestfor the information,they
may be putting it into the hands of an attacker.

Thedataclassificationpolicy setsforth guidelinesfor classifyingvaluable
information into one of several levels. With each item assigneda
classification, employees can follow a set of data-handling procedures that
protect the company from inadvertentor carelessreleaseof sensitive
information.Theseproceduresmitigatethepossibility thatemployeeswill
be duped into revealing sensitive information to unauthorized persons.

Every employeemust be trained on the corporatedata classification
policy, including thosewho do not typically usecomputersor corporate
communicationssystems. Because every member of the corporate
workforce--includingthe cleaningcrew, building guards,andcopy-room
staff, as well as consultants,contractors,and even interns--mayhave
access to sensitive information, anyone could be the target of an attack.

Management must assign an Information Owner to be responsible for any
information that is currently in use at the company. Among other things,
the Information Owner is responsible for the protection of the information



assets. Ordinarily, the Owner decides what level of classification to assign
based on the need to protect the information, periodically

 



reassessestheclassificationlevel assigned,anddecidesif anychangesare
needed.The Information Owner may also delegatethe responsibilityof
protecting the data to a Custodian or Designee.

Classification Categories. and Definitions
Informationshouldbeseparatedinto varyinglevelsof classificationbased
on its sensitivity.Oncea particularclassificationsystemis setup, it's an
expensiveandtime-consumingprocessto reclassifyinformationinto new
categories.In our examplepolicy I chosefour classificationlevels,which
is appropriatefor most medium-to-largebusinesses.Dependingon the
numberand typesof sensitiveinformation,businessmay chooseto add
morecategoriesto furthercontrolspecifictypesof information.In smaller
businesses,a three-level classification scheme may be sufficient.
Remember--themore complex the classification scheme, the more
expenseto the organizationin training employeesand enforcing the
system.

Confidential. This category of information is the most sensitive.
Confidential information is intended for use only within the organization.
In most cases, it should only be shared with a very limited number of
people with an absolute need to know. The nature of Confidential
information is such that any unauthorized disclosure could seriously
impact the company, its shareholders, its business partners, and/or its
customers. Items of Confidential information generally fall into one of
these categories:

Information concerning trade secrets, proprietary source code, technical or
functional specifications, or product information that could be of
advantage to a competitor.

Marketing and financial information not available to the public.

Any other information that is vital to the operation of the company such
as future business strategies.

Private. This category covers information of a personal nature that is
intended for use only within the organization. Any unauthorized
disclosure of Private information could seriously impact employees, or the
company if obtained by any unauthorized persons (especially social
engineers). Items of Private information would include employee medical



history, health benefits, bank account information, salary history, or any
other personal identifying information that is not of public record.

 



NOTE
The Internal category of information is often termed Sensitive by security
personnel. I have to use Internal because the term itself explains the
intented audience. I have used the term Sensitive not as a security
classification but as a convenient method of referring to Confidential,
Private, and Internal information; put another way, Sensitive refers to any
company information that is not specifically designated as Public.

Internal. This categoryof information can be freely provided to any
persons employed by the organization. Ordinarily, unauthorized
disclosureof Internalinformationis not expectedto causeseriousharmto
the company,its shareholders,its businesspartners,its customers,or its
employees.However,personsadeptin social engineeringskills can use
this informationto masqueradeasanauthorizedemployee,contractor,or
vendorto deceiveunsuspectingpersonnelinto providing more sensitive
information that would result in unauthorized access to corporate
computer systems.

A confidentiality agreement must be signed before Internal information
may be disclosed to third parties, such as employees of vendor firms,
contractor labor, partner firms, and so on. Internal information generally
includes anything used in the course of daily business activity that should
not be released to outsiders, such as corporate organizational charts,
network dial-up numbers, internal system names, remote access
procedures, cost center codes, and so on.

Public. Information that is specifically designated for release to the
public. This type of information can be freely distributed to anyone, such
as press releases, customer-support contact information, or product
brochures. Note that any information not specifically designated as Public
should be treated as Sensitive information.

Classified Data Terminology
Basedon its classification,datashouldbedistributedto certaincategories
of people.A numberof policiesin this chapterrefer to informationbeing
given to an Unverified Person.For the purposesof thesepolicies, an
Unverified Personis someonewhom the employeedoesnot personally
know to beanactiveemployeeor to b anemployeewith theproperrank
to have accessto information, or who has not beenvouchedfor by a
trusted third party.



For thepurposesof thesepolicies,a TrustedPersonis a personyou have
metface-to-facewho is knownto you asa companyemployee,customer,
or consultantto the companywith the proper rank to have accessto
information.A TrustedPersonmight alsobe an employeeof a company
having an establishedrelationship,with your company(for example,a
customer, vendor, or strategic business partner that has signed a
nondisclosure  agreement). 

In third party vouching, a Trusted Personprovides verification of a
person'semploymentor status, and the person'sauthority to request
information or an action. Note that in some instances,thesepolicies
require you to verify that the Trusted Personis still employedby the
companybefore respondingto a requestfor information or action by
someone for whom they have vouched. 

A privileged accountis a computeror other accountrequiring access
permissionbeyondthebasicuseraccount,suchasa systemsadministrator
account.Employeeswith privilegedaccountstypically havethe ability to
modify user privileges or perform system functions. 

A generaldepartmentalmailbox is a voice mailbox answeredwith a
genericmessagefor the department.Sucha mailbox is usedin order to
protect names and phone extensionsof employeeswho work in a
particular department. 

VERIFICATION AND AUTHORIZATION PROCEDURES 
Information thievescommonlyusedeceptivetactics to accessor obtain
confidential business information by masquerading as legitimate
employees,contractors, vendors, or business partners. To maintain
effectiveinformationsecurity,anemployeereceivinga requestto perform
an action or provide sensitiveinformation must positively identify the
caller and verify his authority prior to granting a request. 

The recommendedproceduresgiven in this chapteraredesignedto help
anemployeewho receivesa requestvia anycommunicationmethodsuch
as telephone,email, or fax to determinewhether the requestand the
person making it are legitimate. 

Requests from a Trusted Person 
A request for information or action from a Trusted Person may require: 
 



Verification that the company actively employs or has a relationship with
the person where such a relationship is a condition of access to this
category of information. This is to prevent terminated employees,
vendors, contractors, and others who no longer are associated with the
company from masquerading as active personnel.

Verification that the person has a need to know, and is authorized to have
access to the information or to request the action.

Requests from an Unverified Person
When a request is made by an Unverified Person, a reasonable
verification processmust be deployedto positively identify the person
making the requestas authorizedto receivethe requestedinformation,
especiallywhentherequestin any way involvescomputersor computer-
related equipment.This processis the fundamentalcontrol to prevent
successfulsocialengineeringattacks:If theseverification proceduresare
followed, they will dramatically reduce successfulsocial engineering
attacks.

It is important that you not make the process so cumbersome that it is
cost-prohibitive, or that employees ignore it.

As detailed below, the verification process involves three steps:

Verifying that the person is who he or she claims to be.

Determining that the requester is currently employed or shares a need-to-
know relationship with the company.

Determining that the person is authorized to receive the specific
information or to call for the requested action.

Step One: Verification of Identity
The recommendedsteps for verification are listed below in order of
effectiveness--thehigherthenumber,themoreeffectivethemethod.Also
included with each item is a statemen.tabout the weaknessof that
particularmethod,and the way in which a socialengineercan defeator
circumvent the method to deceive an employee.

 



1. Caller ID (assuming this feature is included in the company
telephone system). From the caller ID display, ascertain
whether the call is from inside or outside the company, and
that the name or telephone number displayed matches the
identity provided by the caller.

Weakness:Externalcaller ID informationcanbefalsified by anyonewith
access to a PBX or telephone switch connected to digital phone service.

2. Callback. Look up the requester in the company directory,
and call back to the listed extension to verify that the
requester is an employee.

Weakness:An attacker with sufficient knowledge can call-forward a
companyextensionsothat,whentheemployeeplacestheverificationcall
to the listedphonenumber,the call is transferredto the attacker'soutside
phone number.

3. Vouching. A Trusted Person who vouches for the requester's
identity verifies the requester.

Weakness: Attackers using a pretext are frequently able to convince
another employee of their identity, and get that employee to vouch for
them.

4. Shared Secret. Use an enterprise-wide shared secret, such as a
password or daily code.

Weakness."If manypeopleknow thesharedsecret,it maybeeasyfor an
attacker to learn it.

5. Employee's Supervisor/Manager. Telephone the employee's
immediate supervisor and request verification.

Weakness: If the requester has provided the telephone number for
reaching his or her manager, the person the employee reaches when
calling the number may not be the real manager but may, in fact, be an
accomplice of the attacker.
 



6. Secure Email. Request a digitally signed message.

Weakness: If an attacker has already compromised an employee's
computer and installed a keystroke logger to obtain the employee's pass
phrase, he can send digitally signed email that appears to be from the
employee.

7. Personal Voice Recognition. The person receiving the
request has dealt with the requester (preferably face-to-face),
knows for certain that the person actually is a Trusted Person,
and is familiar enough with the person to recognize his or her
voice on the telephone.

Weakness: This is a fairly secure method, not easily circumvented by an
attacker, but is of no use if the person receiving the request has never met
or spoken with the requester.

8. Dynamic Password Solution. The requester authenticates himself or
herself through the use of a dynamic password solution such as a
Secure ID.

Weakness: To defeat this method, an attacker would have to obtain one of
the dynamic password devices, as well the accompanying PIN of the
employee to whom the device rightfully belongs, or would have to
deceive an employee into reading the information on the display of the
device and
providing the PIN.

9. In Person with ID. The requester appears in person and
presents an employee badge or other suitable identification,
preferably a picture ID.

Weakness: Attackers are often able to steal an employee badge, or create
a phony badge that appears authentic; however, attackers generally shun
this approach because appearing in person puts the attacker at significant
risk of being identified and apprehended.

 



Step Two: Verification of Employment Status 

Thegreatestinformationsecuritythreatis not from theprofessionalsocial
engineer,nor from theskilled computerintruder,but from someonemuch
closer:the just-fired employeeseekingrevengeor hoping to set himself
up in businessusing information stolenfrom the company.(Note that a
version of this procedurecan also be usedto verify that someonestill
enjoysanotherkind of businessrelationshipwith your company,suchasa
vendor, consultant, or contract worker.) 

Before providing Sensitiveinformation to anotherpersonor accepting
instructions for actions involving the computer or computer-related
equipment,verify that the requesteris still a currentemployeeby using
one of these methods: 

Employee Directory Check. If the company maintains an online
employee directory that accurately reflects active employees, verify that
the  requester is still listed. 

Requester's Manager Verification. Call the requester's manager using a
phone number listed in the company directory, not a number provided by
the requester. 

Requester's Department or Workgroup Verification. Call the requester's
department or workgroup and determine from anyone in that department
or workgroup that the requester is still employed by the company. 

Step Three: Verification of Need to Know 
Beyond verifying that the requester is a current employee or has a
relationship  with your company, there still remains the issue of whether
the requester is authorized to have access to the information being
requested, or is authorized to request that specific actions affecting
computers or computer-related equipment be taken. 

This determination may be made by using one of these methods: 

Consult job title/workgroup/responsibilities lists. A company can provide
ready access to authorization information by publishing lists of which
employees are entitled to what information. These lists may be organized
in terms of employee job title, employee departments and workgroups,
employee responsibilities, or by some combination of these. Such lists



would need to be maintained on line to be kept current and provide quick
access to authorization information. Ordinarily, Information Owners
would be responsible for overseeing the creation and maintenance of the
lists for access to information under the Owner's control. 

 



NOTE
It is important to note that maintaining such lists is an invitation to the
social engineer. Consider: If an attacker targets a company becomes
aware that the company maintains such lists, there is a strong motivation
to obtain one. Once in hand, such a list opens many doors to the attacker
and puts the company at serious risk.

Obtain Authority from a Manager. An employee contacts his or her own
manager, or the manager of the requester, for authority to comply with the
request.

Obtain Authority from the Information Owner or a Designee.The
information Owner is the ultimate judge of whethera particularperson
shouldbe grantedaccess.The processfor computer-basedaccesscontrol
is for theemployeeto contacthis or her immediatemanagerto approvea
requestfor accessto informationbasedon existingjob profiles. If sucha
profile doesnot exist, it is the manager'sresponsibility to contact the
relevantdataOwner for permission.This chain of commandshould be
followed sothat InformationOwnersarenot barragedwith requestswhen
there is a frequent need to know.

ObtainAuthority by Meansof a ProprietarySoftwarePackage.Fora large
companyin a highly competitiveindustry,it maybepracticalto developa
proprietarysoftwarepackagethat providesneed-to-knowauthorization.
Sucha databasestoresemployeenamesandaccessprivilegesto classified
information.Userswould not be ableto look up eachindividual'saccess
rights, but insteadwould enter the requester'sname,and the identifier
associatedwith the informationbeingsought.Thesoftwarethenprovides
a responseindicatingwhetheror not the employeeis authorizedto access
suchinformation.This alternativeavoidsthe dangerof creatinga list of
personnelwith respectiveaccessrights to valuable,critical, or sensitive
information that could be stolen.

MANAGEMENT POLICIES
Thefollowing policiespertainto management-levelemployees.Theseare
divided into the areasof Data Classification, Information Disclosure,
Phone Administration, and Miscellaneous Policies. Note that each
category of policies uses a unique numbering structure for easy
identification of individual policies.

 



Data Classification Policies
DataClassificationrefersto how your companyclassifiesthe sensitivity
of information and who should have access to that information.

1-1 Assign data classification
Policy: All valuable,sensitive,or critical businessinformation must be
assignedto a classificationcategoryby thedesignatedInformationOwner
or delegate.

Explanation/Notes:The designatedOwner or delegatewill assignthe
appropriatedata classification to any information routinely used to
accomplishbusinessgoals.TheOwneralsocontrolswho canaccesssuch
information and what use can be made of it. The Owner of the
information may reassignthe classificationand may designatea time
period for automatic declassification.
Any item not otherwise marked should be classified as Sensitive.

1-2 Publish classified handling procedures
Policy: The company must establish procedures governing the release of
information in each category.

Explanation/Notes."Onceclassificationsare established,proceduresfor
releaseof information to employeesand to outsidersmust be set up, as
detailedin the Verification andAuthorizationProceduresoutlinedearlier
in this chapter.

1-3 Label all items
Policy." Clearlymarkbothprintedmaterialsandmediastoragecontaining
Confidential,Private,or Internalinformationto showtheappropriatedata
classification.

Explanation/Notes."Hard copy documentsmusthavea coversheet,with
a classificationlabel prominentlydisplayed,anda classificationlabel on
every page that is visible when the document is open.

All electronic files that cannoteasily be labeledwith appropriatedata
classifications(databaseor raw data files) must be protectedvia access
controlsto insurethat suchinformation is not improperly disclosed,and
that it cannot be changed, destroyed, or made inaccessible.



All computer media such as floppy disks, tapes, and CD-ROMs must be
labeled with the highest classification of any information contained
therein.
 



Information Disclosure 
Information disclosureinvolves the releaseof information to various
parties based on their identity and need to know. 

2-1 Employee verification procedure 
Policy: The company should establish comprehensive procedures to be 
used by employeesfor verifying the identity, employmentstatus,and
authorizationof an individual beforereleasingConfidentialor Sensitive
information or performing any task that involves use of any computer
hardware or software. 

Explanation/Notes: Where justified by size of company and security
needs,advancedsecurity technologiesshould be used to authenticate
identity. The best security practice would be to deploy authentication
tokensin combinationwith a sharedsecretto positively identify persons
making requests.While this practicewould substantiallyminimize risk,
the costmay be prohibitive for somebusinesses.In thosecircumstances,
the companyshouldusea company-widesharedsecret,suchas a daily
password or code. 

2-2 Release of information to third parties 
Policy: A set of recommended information disclosure procedures must 
be made available and all employees should be trained to follow them. 

Explanation/Notes: Generally, distribution procedures need to be
established for: 

Information made available within the company. 

Distribution of information to individuals and employees of organizations
having an established relationship with the company, such as consultants,
temporary workers, interns, employees of organizations that have a
vendor relationship or strategic partnership arrangement with the
company, and so on. 

Information made available outside the company. 

Information at each classification level, when the information is being
delivered in person, by telephone, by email, by facsimile,  by voice mail,
by postal service, by signature delivery service, and by electronic transfer.
 



2-3 Distribution of Confidential information 
Policy: Confidential information, which is company information that
couldcausesubstantialharmif obtainedby unauthorizedpersons,maybe
delivered only to a Trusted Person who is authorized to receive it. 

Explanation/Notes:Confidential information in a physicalform (that is,
printed copy or on a removable storage medium) may be delivered: 

In person. 

By internal mail, sealed and marked with the Confidential classification. 

Outside the company by a reputable delivery service (that is, FedEx, UPS,
and so on) with signature of recipient required, or by a postal service
using a certified or registered class of mail. 

Confidential information in electronic form (computer files, database
files, email) may be delivered: 

Within the body of encrypted email. 

By email attachment, as an encrypted file. 

By electronic transfer to a server within the company internal network. 

By a fax program from a computer, provided that only the intended
recipient uses the destination machine, or that the intended recipient is
waiting at the destination machine while the fax is being sent. As an
alternative, facsimiles can be sent without the recipient present if sent
over an encrypted telephone link to a password-protected fax server. 

Confidentialinformationmaybediscussedin person;by telephonewithin
the company; by telephone outside the company if encrypted; by
encryptedsatellitetransmission;by encryptedvideoconferencinglink; and
by encrypted Voice Over Internet Protocol (VoIP). 

For transmissionby fax machine,the recommendedmethodcalls for the
senderto transmit a cover page; the recipient, on receiving the page,
transmitsa page in response,demonstratingthat he/sheis at the fax
machine. The sender then transmits the fax.   



Thefollowing meansof communicationarenot acceptablefor discussing
or distributing Confidential information: unencryptedemail, voice mail
message,regularmail, or any wirelesscommunicationmethod(cellular,
Short Message Service, or cordless). 

2-4 Distribution of Private information 
Policy: Private information, which is personal information about an
employee or employees that, if disclosed, could be used to harm
employeesor the company,may be deliveredonly to a TrustedPerson
who is authorized to receive it. 

Explanation/Notes:Privateinformation in a physicalform (that is, hard-
copy or data on a removable storage medium) may be delivered: 

In person 

By internal mail, sealed and marked with the Private classification 

By regular mail   

Private information in electronic form (computer files, database files,
email) may be delivered: 

By internal email. 

By electronic transfer to a server within the company internal network. 

By facsimile, provided that only the intended recipient uses the
destination machine, or that the intended recipient is waiting at the
destination machine while the fax is being sent. Facsimiles can also be
sent to password-protected fax servers. As an alternative, facsimiles can
be sent without the recipient present if sent over an encrypted telephone
link to a password-protected fax server. 

Private information may be discussed in person; by telephone; by satellite
transmission; by videoconferencing link; and by encrypted Vole 

Thefollowing meansof communicationarenot acceptablefor discussing
or distributing Private information: unencrypted email, voice mail
message,regular mail, and by any wireless communicationmethod
(cellular, SMS, or cordless). 



 



2-5 Distribution of Internal information
Policy: Internal information is information to be sharedonly within the
companyor with otherTrustedpersonswho havesigneda nondisclosure
agreement.You must establishguidelinesfor the distributionof Internal
information.

Explanation/Notes:Internal information may be distributedin any form,
including internalemail,but may not be distributedoutsidethe company
in email form unless encrypted.

2-6 Discussing Sensitive information over the telephone
Policy: Prior to releasing any information that is not designated as Public
over the telephone, the person releasing such information must personally
recognize the requester's voice through prior business contact, or the
company phone system must identify the call as being from an internal
telephone number that has been assigned to the requester.

Explanation/Notes: If the requester's voice is not known, call the
requester's internal phone number to verify the requester voice through a
recorded voice mail message, or have the requester's manager verify the
requester's identity and need to know.

2-7 Lobby or reception personnel procedures
Policy: Lobby personnel must obtain photo identification prior to
releasing any package to any person who is not known to be an active
employee. A log should be kept for recording the person's name, driver's
license number, birth date, the item picked up, and the date and time of
such pickup.

Explanation/Notes:This policy also applies to handing over outgoing
packagesto any messengeror courier servicesuch as FedEx,UPS, or
AirborneExpress.Thesecompaniesissueidentificationcardsthat canbe
used to verify employee identity.

2-8 Transfer of software to third parties
Policy: Prior to the transferor disclosureof any software,program,or
computerinstructions,the requester'sidentity mustbe positivelyverified,
andit mustbeestablishedwhethersuchreleaseis consistentwith thedata
classification assigned to such information. Ordinarily, software
developed in-house in source-code format is considered highly
proprietary, and classified Confidential.



 



Explanation/Notes:Determinationof authorizationis usually basedon
whether the requester needs access to the software to do his or her job.

2-9 Sales and marketing qualification of customer leads
Policy: Salesandmarketingpersonnelmustqualify leadsbeforereleasing
internalcallbacknumbers,productplans,productgroupcontacts,or other
Sensitive information to any potential customer.

Explanation/Notes:It is a commontactic for industrialspiesto contacta
sales and marketing representativeand make him believe that a big
purchasemay be in the offing. In an effort to takeadvantageof thesales
opportunity,salesand marketingrepsoften releaseinformation that can
be usedby the attackeras a poker chip to obtain accessto Sensitive
information.

2-10 Transfer of files or data
Policy: Files or other electronicdata should not be transferredto any
removablemediaunlessthe requesteris a TrustedPersonwhoseidentity
has been verified and who has a need to have such data in that format.

Explanation/Notes:A social engineercan easily dupe an employeeby
providinga plausiblerequestfor havingSensitiveinformationcopiedto a
tape,Zip disc, or other removablemedia,andsentto him or held in the
lobby for pickup.

Phone Administration
Phoneadministrationpolicies ensurethat employeescan verify caller
identity, andprotecttheir own contactinformationfrom thosecalling into
the company.

3-1 Call forwarding on dial-up or fax numbers
Policy: Call forwarding servicesthat permit forwarding calls to external
telephonenumberswill not be placed on any dial-up modem or fax
telephone numbers within the company.

Explanation/Notes:Sophisticatedattackersmayattemptto dupetelephone
companypersonnelor internal telecomworkers into forwarding internal
numbersto anexternalphoneline undercontrolof anattacker.Thisattack
allows the intruderto interceptfaxes,requestConfidentialinformationto
be faxed within the company(personnelassumethat faxing within the
organization must be safe) or dupe dial-in users into



 



providing their accountpasswordsby forwarding the dial-up lines to a
decoy computer that simulates the login process.

Dependingon the telephoneserviceusedwithin the company,the call
forwardingfeaturemaybeundercontrolof thecommunicationsprovider,
ratherthan the telecommunicationsdepartment.In suchcircumstances,a
requestwill be madeto the communicationsprovider to insurethe call
forwarding featureis not presenton the telephonenumbersassignedto
dial-up and fax lines.

3-2 Caller ID
Policy: The corporate telephone system must provide caller line
identification (caller ID) on all internal telephonesets,and, if possible,
enabledistinctive ringing to indicate when a call is from outside the
company.

Explanation/Notes:If employeescanverify the identity of telephonecalls
from outsidethecompanyit mayhelp thempreventanattack,or identify
the attacker to appropriate security personnel.

3-3 Courtesy phones
Policy: To prevent visitors from masqueradingas company workers,
every courtesytelephonewill clearly indicate the location of the caller
(for example, "Lobby") on the recipient's caller ID.

Explanation/Notes." If the caller ID for internal calls shows extension
number only, appropriate provision must be made for calls placed from
company phones in the reception area and any other public areas. It must
not be possible for an attacker to place a call from one of these phones
and

deceive an employee into believing that the call has been placed
internally from an employee telephone.

3-4 Manufacturer default passwords shipped with phone systems
Policy: The voicemail administratorshouldchangeall defaultpasswords
that were shipped with the phone system prior to use by company
personnel.

Explanation/Notes:Socialengineerscanobtain lists of defaultpasswords
from manufacturers and use these to access administrator accounts.

 



3-5 Department voice mailboxes
Policy." Set up a generic voice mailbox for every departmentthat
ordinarily has contact with the public.

Explanation/Notes:Thefirst stepof socialengineeringinvolvesgathering
informationaboutthe targetcompanyand its personnel.By limiting the
accessibility of the names and telephone numbers of employees,a
companymakesit moredifficult for thesocialengineerto identify targets
in the company,or namesof legitimateemployeesfor usein deceiving
other personnel.

3-6 Verification of telephone system vendor
Policy: No vendor-support technicians will be permitted to remotely
access the company telephone system without positive identification of
vendor and authorization to perform such work.

Explanation/Notes:Computer intruders who gain accessto corporate
telephonesystemsgain the ability to createvoice mailboxes,intercept
messagesintended for other users, or make free phone calls at the
corporation's expense.

3-7 Configuration of phone system
Policy." The voice mail administrator will enforce security requirements
by configuring the appropriate security parameters in the telephone
system.

Explanation/Notes:Phonesystemscan be set up with greateror lesser
degreesof securityfor voice mail messages.The administratorshouldbe
awareof companysecurityconcerns,andwork with securitypersonnelto
configure the phone system to protect Sensitive data.

3-8 Call trace feature
Policy: Depending on limitations of the communications provider, the
call trace feature will be enabled globally to allow employees to activate
the trap-and-trace feature when the caller is suspected of being an
attacker.

Explanation/Notes: Employees must be trained on call trace usage and
theappropriatecircumstanceswhenit shouldbeused.A call traceshould
be initiated when the caller is clearly attemptingto gain unauthorized
accessto corporatecomputersystemsor requestingSensitiveinformation.



Whenever an employee activates the call trace feature, immediate
notification must be sent to the Incident Reporting Group.
 



3-9 Automated phone systems 
Policy." If the companyusesan automatedphoneansweringsystem,the
system must be programmedso that telephone extensionsare not
announced when transferring a call to an employee or department. 

Explanation/Notes:Attackerscan usea company'sautomatedtelephone
systemto map employeenamesto telephoneextensions.Attackerscan
then useknowledgeof thoseextensionsto convincecall recipientsthat
they are employees with a right to insider information. 

3-10 Voice mailboxes to become disabled after successive invalid access
attempts 
Policy: Programthe corporatetelephonesystemto lock out any voice
mail accountwhenevera specifiednumberof successiveinvalid access
attempts have been made. 

Explanation/Notes."TheTelecommunicationsadministratormustlock out
a voice mailbox after five successiveinvalid attemptsto log in. The
administrator must then reset any voice mail lockouts manually. 

3-11 Restricted telephone extensions 
Policy." All internal telephone extensions to departments or workgroups
that ordinarily do not receive calls from external callers (help desk,
computer room, employee technical support, and so on) should be
programmed  so that these telephones can be reached only from internal
extensions. Alternately, they can be password-protected so that employees
and other authorized persons calling from the outside must enter the
correct password. 

Explanation/Notes: While use of this policy will block most attempts by
amateur social engineers to reach their likely targets, it should be noted
that a determined attacker will sometimes be able to talk an employee into
calling the restricted extension and asking the person who answers the
phone to call the attacker, or simply conference in the restricted extension.
During security training, this method of tricking employees into assisting
the intruder should be discussed to raise employee awareness about these
tactics. 

Miscellaneous 
4-1 Employee badge design 



Policy: Employeebadgesmustbe designedto includea largephoto that
can be recognized from a distance. 

 



Explanation/Notes:The photographon corporateID badgesof standard
designis, for securitypurposes,only slightly betterthan worthless.The
distance between a person entering the building and the guard or
receptionistwho hasthe responsibilityto check identification is usually
greatenoughthat the picture is too small to recognizewhen the person
walksby. For the phototo be of value in this situation,a redesignof the
badge is necessary. 

4-2 Access rights review when changing position or responsibilities 
Policy: Whenevera companyemployeechangespositions or is given
increasedor decreasedjob responsibilities,the employee'smanagerwill
notify IT of the changein the employee'sresponsibilitiesso that the
appropriate security profile can be assigned. 

Explanation/Notes: Managing the access rights of personnel is necessary
to limit disclosureof protectedinformation.The rule of leastprivilege

will apply: The accessrights assignedto userswill be the minimum
necessaryto perform their jobs. Any requestsfor changesthat result in
elevatedaccessrights must be in accordancewith a policy on granting
elevated access rights. 

The worker'smanageror the humanresourcesdepartmentwill havethe
responsibility of notifying the information technology departmentto
properly adjust the account holder's access rights as needed. 

4-3 Special identification for non employees 
Policy: Your companyshould issuea specialphoto companybadgeto
trusteddelivery peopleandnon employeeswho havea businessneedto
enter company premises on a regular basis. 

Explanation/Notes:Non employeeswho need to enter the building
regularly (for example, to make food or beveragedeliveries to the
cafeteria,or to repaircopying machinesor maketelephoneinstallations)
canposea threatto your company.In additionto issuingidentificationto
thesevisitors, make sure your employeesare trained to spot a visitor
without a badge and know how to act in that situation. 

4-4 Disabling computer accounts for contractors 
Policy: Whenever a contractor who has been issued a computer account 
has completed his or her assignment, or when the contract expires, the
responsible manager will immediately notify the information technology 



 



departmentto disablethe contractor'scomputeraccounts,including any
accountsusedfor databaseaccess,dial-up,or Internetaccessfrom remote
locations. 

Explanation/Notes: W-hena worker'semploymentis terminated,thereis
a danger that he or she will use knowledge of your company's systems and
proceduresto gain accessto data. All computeraccountsused by or
known to the worker mustbe promptly disabled.This includesaccounts
that provideaccessto productiondatabases,remotedial-in accounts,and
any accounts used to access computer-related devices. 

4-5 Incident reporting organization 
Policy: An incident reporting organization must be established or, in
smaller companies, an incident reporting individual and backup person
designated, for receiving and distributing alerts concerning possible
security  incidents in progress. 

Explanation/Notes: By centralizing the reporting of suspected security
incidents, an attack that may otherwise have gone unnoticed can be 
detected. In the event that systematic attacks across the organization are
detected and reported, the incident reporting organization may be able to
determine what the attacker is targeting so that special efforts can be made
to protect those assets. 

Employees assigned to receive incident reports must become familiar
with  social engineering methods and tactics, enabling them to evaluate to 
reports and recognize when an attack may be in progress. 

4-6 Incident reporting hotline 
Policy: A hotline to the incident reportingorganizationor person,which
may consist of an easy-to-rememberphone extension, must be
established. 

Explanation/Notes:Whenemployeessuspectthat they arethe targetof a
social engineeringattack, they must be able to immediatelynotify the
incidentreportingorganization.In orderfor the notification to be timely,
all companytelephoneoperatorsandreceptionistsmusthavethe number
posted or otherwise immediately available to them. 

A company-wide early warning system can substantially aid the
organizationin detectingandrespondingto anongoingattack.Employees



mustbesufficiently well trainedthatonewho suspectsheor shehasbeen
thetargetof a socialengineeringattackwill immediatelycall the incident
reporting hotline. In accordance with published procedures, the incident 
 



reporting personnelwill immediatelynotify the targetedgroupsthat an
intrusionmaybein progresssopersonnelwill beon alert.In orderfor the
notification to be timely, the reporting hotline numbermust be widely
distributed throughout the company. 

4-7 Sensitive areas must be secured 
Policy: A security guard will screen access to sensitive or secure areas and
should require two forms of authentication. 

Explanation/Notes:One acceptableform of authenticationusesa digital
electroniclock that requiresan employeeto swipe his employeebadge
andenteran accesscode.The bestmethodto securesensitiveareasis to
post a security guard who observesany access-controlledentry. In
organizationswherethis is not cost-effective,two formsof authentication
should be used to validate identity. Depending on risk and cost, a
biometric-enabled access card is recommended. 

4-8 Network and phone cabinets 
Policy: Cabinets, closets, or rooms containing network cabling, phone
wiring, or network access points must be secured at all times. 

Explanation/Notes: Only authorized personnel will be permitted 
accessto telephoneandnetworkclosets,rooms,or cabinets.Any outside
maintenancepeople or vendor personnelmust be positively identified
using the procedurespublished by the department responsible for
information security. Access to phone lines, network hubs, switches,
bridges, or other related equipmentcould be used by an attacker to
compromise computer and network security. 

4-9 Intracompany mail bins 
Policy: Intracompany mail bins must not be located in publicly accessible
areas. 

Explanation/Notes: Industrial spies or computer intruders who have 
accessto any intracompanymail pickup points can easily sendforged
authorizationlettersor internal forms that authorizepersonnelto release
Confidentialinformationor to perform.anactionthatassiststheattacker.
Additionally, theattackercanmail a floppy disk or electronicmediawith
instructionsto install a softwareupdate,or opena file thathasembedded
macro commandsthat serve the intruder's objectives. Naturally, any



requestreceivedby intracompanymail is assumedto be authenticby the
party who receives it. 
 



4-10 The company bulletin board 

Policy: Bulletin boardsfor thebenefitof companyworkersshouldnot be
posted in locations where the public has access. 

Explanation/Notes:Many businesseshavebulletin boardswhereprivate
companyor personnelinformationis postedfor anyoneto read.Employer
notices,employeelists, internal memorandums,employeehomecontact
numbers listed in advertisements,and other, similar information are
frequently posted on the board. 

Bulletin boardsmay be located near companycafeterias,or in close
proximity to smokingor breakareaswherevisitorshavefreeaccess.This
type of information should not be made available to visitors or the public. 

4-1 1 Computer center entrance 
Policy: The computerroom or datacentershouldbe locked at all times
and personnel must authenticate their identity prior to entering. 

Explanation/Notes:Corporatesecurity ought to considerdeploying an
electronicbadgeor accesscardreaderso all entriescanbe electronically
logged and audited. 

4-12 Customer accounts with service providers 
Policy: Company personnel who place service orders with vendors that
supply critical services to the company must set up an account password 
to prevent unauthorized persons from placing orders on behalf of the
company. 

Explanation/Notes: Utility companies and many other vendors allow
customers to set up a password on request; the company should establish
passwords with all vendors that provide mission-critical services. This
policy  is especially critical to telecommunication and Internet services.
Any time critical services can be affected, a shared secret is necessary to
verify that the caller is authorized to place such orders. Note, too,
identifiers such as social security number, corporate taxpayer
identification number, 
mother's maiden name, or similar identifiers must not be used. A social
engineer might, for example, call the telephone company and give orders
to add features such as call forwarding to dial-in modem lines, or make a



request to the Internet Service Provider to change translation information
to provide a bogus IP address when users perform a hostname lookup. 

 



4-1 3 Departmental contact person
Policy: Your company may institute a program under which each
departmentor workgroupassignsanemployeetheresponsibilityof acting
asa point contactso that any personnelcaneasilyverify the identity of
unknownpersonsclaiming to be from that department.For example,the
helpdeskmaycontactthedepartmentalpoint personto verify the identity
of an employee who is requesting support.

Explanation/Notes:This methodof verifying identity reducesthe pool of
employeeswho are authorized to vouch for employeeswithin their
departmentwhen such employeesrequest support such as resetting
passwords or other computer account-related issues.

Socialengineeringattacksaresuccessfulin partbecausetechnicalsupport
personnelarepressedfor time anddo not properlyverify the identity of
requesters.Typically support staff cannot personally recognize all
authorizedpersonnelbecauseof the number of employeesin larger
organizations.Thepoint-personmethodof vouchinglimits thenumberof
employeesthat technicalsupportstaff needto bepersonallyfamiliar with
for verification purposes.

4-14 Customer passwords
Policy: Customer service representatives shall not have the ability to
retrieve customer account passwords.

Explanation/Notes:Social engineersfrequently call customer service
departmentsand, under a pretext, attempt to obtain a customer's
authenticationinformation, such as the passwordor social security
number.With this information,the socialengineercan thencall another
servicerepresentative,pretendto bethecustomer,andobtaininformation
or place fraudulent orders.
To prevent these attempts from succeeding, customer service software
must be designed so that representativescan only type in the
authenticationinformationprovidedby the caller,andreceivea response
from the system indicating whether the password is correct or not.

4-1 5 Vulnerability testing
Policy: Notification of companyuseof social engineeringtacticsto test
securityvulnerabilitiesis requiredduring securityawarenesstrainingand
employee orientation.

 



Explanation/Notes:Without notificationof socialengineering-penetration
testing, companypersonnelmay suffer embarrassment,anger,or other
emotionaltraumafrom the useof deceptivetacticsusedagainstthemby
otheremployeesor contractors.By placingnewhireson noticeduring the
orientationprocessthat they may be subjectto this testing,you prevent
such conflict.

4-16 Display of company Confidential information
Policy: Companyinformation not designatedfor public releaseshall not
be displayed in any publicly accessible areas.

Explanation/Notes:In addition to Confidential product or procedure
information, internal contact information such as internal telephoneor
employeelists, or building rosters that contain a list of management
personnelfor eachdepartmentwithin the companymustalsobe kept out
of view.

4-17 Security awareness training
Policy: All persons employed by the company must complete a security
awareness training course during employee orientation. Furthermore, each
employee must take a security awareness refresher course at periodic
intervals, not to exceed twelve months, as required by the department
assigned with security-training responsibility.

Explanation/Notes: Many organizations disregard end-user awareness
training altogether. According to the 2001 Global Information Security
Survey, only 30 percent of the surveyed organizations spend money on
awareness training for their user-community. Awareness training is an
essential requirement to mitigate successful security breaches utilizing
social engineering techniques.

4-18 Security training course for computer access
Policy: Personnelmust attendand successfullycompletea security

informationcoursebeforebeing given accessto any corporatecomputer
systems.

Explanation/Notes:Socialengineersfrequentlytargetnew employees,
knowing that asa group they are generallythe peopleleast likely to be
awareof the company'ssecurity policies and the proper proceduresto
determine classification and handling of sensitive information.



Training should include an opportunity for employeesto ask questions
about security policies. After training, the account holder should be
requiredto sign a documentacknowledgingtheir understandingof the
security policies, and their agreement to abide by the policies. 

4-19 Employee badge must be color-coded 

Policy: Identification badges must be color-coded to indicate whether the
badge holder is an employee, contractor, temporary, vendor, consultant,
visitor, or intern. 

Explanation/Notes:The color of the badge is an excellent way to
determine
the statusof a personfrom a distance.An alternativewould be to use

large lettering to indicate the badgeholder'sstatus,but using a color-
coded scheme is unmistakable and easier to see. 

A commonsocialengineeringtactic to gain accessto a physicalbuilding
is to dressup asa delivery personor repair technician.Onceinside the
facility, theattackerwill masqueradeasanotheremployeeor lie abouthis
statusto obtaincooperationfrom unsuspectingemployees.Thepurposeof
thispolicy is to preventpeoplefrom enteringthebuilding legitimatelyand
thenenteringareastheyshouldnot haveaccessto. For example,a person
enteringthe facility asa telephonerepair technicianwould not beableto
masqueradeas an employee:The color of the badgewould give him
away. 

INFORMATION TECHNOLOGY POLICIES 
The information technologydepartmentof any companyhas a special
needfor policiesthat help it protectthe organizationsinformationassets.
To reflect the typical structureof IT operationsin anorganization,I have
divided the IT policies into General, Help Desk, Computer
Administration, and Computer Operations. 

General 
5-1 IT department employee contact information 
Policy: Phone numbers and email addresses of individual IT department
employees should not be disclosed to any person without a need to know. 

Explanation/Notes: The purpose of this policy is to prevent contact
information from being abused by social engineers. By only disclosing a 



 



generalcontactnumberor email addressfor IT, outsiderswill beblocked
from contactingIT departmentpersonneldirectly. The email addressfor
site administrativeand technicalcontactsshouldonly consistof generic
namessuchasadmin@companyname.com;publishedtelephonenumbers
should connect to a departmentalvoice mailbox, not to individual
workers. 

When direct contact information is available, it becomeseasy for a
computerintruder to reachspecific IT employeesand trick them into
providing informationthat canbe usedin anattack,or to impersonateIT
employees by using their names and contact information. 

5-2 Technical support requests 
Policy: All technicalsupportrequestsmust be referredto the group that
handles such requests. 

Explanation/Notes:Social engineersmay attemptto target IT personnel
who do not ordinarily handletechnicalsupportissues,and who may not
be awareof the propersecurityprocedureswhenhandlingsuchrequests.
Accordingly,IT staff mustbe trainedto denytheserequestsandrefer the
caller to the group that has the responsibility of providing support. 

Help Desk 
6-1 Remote access procedures 

Policy: Help deskpersonnelmust not divulge detailsor instructions
regarding remote access,including external network accesspoints or
dialup  numbers, unless the requester has been: 

Verified as authorized to receive Internal information; and, 

Verified as authorized to connect to the corporate network as an external
user. Unless known on a person-to-person basis, the requester must be
positively identified in accordance with the Verification and
Authorization Procedures outlined at the beginning of this chapter. 

Explanation/Notes:The corporatehelp deskis often a primary targetfor
thesocialengineer,bothbecausethenatureof their work is to assistusers
with computer-relatedissues,and becausethey usually have elevated
systemprivileges.All help desk personnelmust be trained to act as a
human firewall to prevent unauthorized disclosure of information that 
 



will assistany unauthorizedpersonsfrom gaining accessto company
resources.The simplerule is to neverdiscloseremoteaccessprocedures
to anyone until positive verification of identity has been made. 

6-2 Resetting passwords 
Policy: Thepasswordto a useraccountmayberesetonly at therequestof
the account holder. 

Explanation/Notes:The mostcommonploy usedby socialengineersis to
have anotherperson'saccountpasswordresetor changed.The attacker
posesas the employeeusing the pretextthat their passwordwas lost or
forgotten.In an effort to reducethe successof this type of attack,an IT
employeereceivinga requestfor a passwordresetmustcall theemployee
backprior to takinganyaction;thecall backmustnot bemadeto aphone
numberprovided by the requester,but to a numberobtainedfrom the
employee telephone directory. See Verification and Authorization
Procedures for more about this procedure. 

6-3 Changing access privileges 
Policy: All requeststo increasea user'sprivilegesor accessrightsmustbe
approvedin writing by theaccountholder'smanager.Whenthechangeis
made a confirmation must be sent to the requesting manager via
intracompany mail. Furthermore,such requestsmust be verified as
authentic in accordance with the Verification and Authorization
Procedures. 

Explanation/Notes: Once a computer intruder has compromised a standard
user account, the next step is to elevate his or her privileges so that the
attacker has complete control over the compromised system. An attacker
who has knowledge of the authorization process can spoof an authorized
request when email, fax, or telephone are used to transmit it. For example,
the attacker may phone technical support or the help desk and attempt to
persuade a technician to grant additional access rights to the compromised
account. 

6-4 New account authorization 
Policy: A request to create a new account for an employee, contractor, 
or otherauthorizedpersonmustbe madeeither in writing andsignedby
theemployee'smanager,or sentby digitally signedelectronicmail. These
requestsmust also be verified by sendinga confirmationof the request
through intracompany mail. 





Explanation/Notes:Becausepasswordsand other information useful in
breaking into computer systems are the highest priority targets of
informationthievesfor gainingaccess,specialprecautionsarenecessary.
The intention of this policy is to prevent computer intruders from
impersonatingauthorizedpersonnelor forging requestsfor newaccounts.
Therefore, all such requests must be positively verified using the
Verification and Authorization Procedures. 

6-5 Delivery of new passwords 
Policy: New passwords must be handled as company Confidential
information, delivered by secure methods including in person; by a
signature-required delivery service such as registered mail; or by UPS or
FedEx. See policies concerning distribution of Confidential information. 

Explanation/Notes: Intracompany mail may also be used, but it is
recommended  that passwords be sent in secure envelopes that obscure the
content. A suggested method is to establish a computer point person in
each department who has the responsibility of handling distribution of
new account details and vouching for the identity of personnel who lose
or forget their passwords. In these circumstances, support personnel
would always be working with a smaller group of employees that would
be personally recognized. 

6-6 Disabling an account 
Policy: Prior to disabling a user's accountyou must require positive
verification that the request was made by authorized personnel. 

Explanation/Notes:The intentionof this policy is to preventan attacker
from spoofing a request to disable an account, and then calling to
troubleshootthe user'sinability to accessthecomputersystem.Whenthe
socialengineercalls posingasa technicianwith pre-existingknowledge
of theuser'sinability to log in, thevictim oftencomplieswith a requestto
reveal his or her password during the troubleshooting process. 

6-7 Disabling network ports or devices 
Policy: No employeeshoulddisableany network deviceor port for any
unverified technical support personnel. 

Explanation/Notes:The intention of this policy is to preventan attacker
from spoofinga requestto disablea network port, and then calling the
worker to troubleshoot his or her inability to access the network. 



 



Whenthe socialengineer,posingasa helpful technician,calls with pre-
existing knowledge of the user's network problem, the victim often
complies with a request to reveal his or her passwordduring the
troubleshooting process.

6-8 Disclosure of procedures for wireless access
Policy: No personnelshoulddiscloseproceduresfor accessingcompany
systemsoverwirelessnetworksto anypartiesnot authorizedto connectto
the wireless network.

Explanation/Notes:Always obtain prior verification of a requesteras a
personauthorizedto connectto thecorporatenetworkasan externaluser
before releasing wireless access information. See Verification and
Authorization Procedures.

6-9 User trouble tickets

Policy: Thenamesof anyemployeeswho havereportedcomputer-related
problems should not be revealedoutside the information technology
department.

Explanation/Notes: In a typical attack, a social engineer will call the
help desk and requestthe namesof any personnelwho have reported
recentcomputerproblems.The caller may pretendto be an employee,
vendor,or an employeeof the telephonecompany.Oncehe obtainsthe
namesof personsreportingtrouble,the socialengineer,posingasa help
deskor technicalsupportperson,contactstheemployeeandsayshe/sheis
calling to troubleshoottheproblem.During thecall, theattackerdeceives
the victim into providing the desiredinformation or into performingan
action that facilitates the attacker's objective.

6-10 Initiating execute commands or running programs
Policy: Personnelemployedin the IT departmentwho have privileged
accountsshould not execute any commandsor run any application
programs at the request of any person not personally known to them.

Explanation/Notes:A commonmethodattackersuseto install a Trojan
Horseprogramor other malicioussoftwareis to changethe nameof an
existing program,and then call the help deskcomplainingthat an error
messageis displayedwheneveran attemptis madeto run the program.
The attacker persuadesthe help desk technician to run the program



himself. When the techniciancomplies,the malicious softwareinherits
the
 



privilegesof the userexecutingthe programand performsa task,which
gives the attacker the same computer privileges as the help desk
employee.This may allow the attackerto take control of the company
system. 

This policy establishesa countermeasureto this tacticby requiringthat
supportpersonnelverify employmentstatusprior to runninganyprogram
at the request of a caller. 

Computer Administration 
7-1 Changing global access rights 
Policy: A requestto changethe global accessrights associatedwith an
electronic job profile must be approved by the group assignedthe
responsibility of managing access rights on the corporate network. 

Explanation/Notes:Authorizedpersonnelwill analyzeeachsuchrequest
to determinewhether the changemight entail a threat to information
security.If so, the responsibleemployeewill addressthe pertinentissues
with the requesterandjointly arriveat a decisionaboutthe changesto be
made. 

7-2 Remote access requests 
Policy: Remote computer access will only be provided to personnel who
have a demonstrated need to access corporate computer systems from off-
site locations. The request must be made by an employee's manager and
verified as described in the Verification and Authorization Procedures
section. 

Explanation/Notes:Recognizing the need for off-site accessinto the
corporatenetwork by authorizedpersonnel,limiting suchaccessonly to
peoplewith a needmay dramatically reducerisk and managementof
remote accessusers.The smaller the number of people with external
dialup privileges,thesmallerthepool of potentialtargetsfor anattacker.
Neverforget that theattackeralsomaytargetremoteuserswith the intent
of hijacking their connection into the corporate network, or by
masquerading as them during a pretext call. 

7-3 Resetting privileged account passwords 
Policy: A requestto reseta passwordto a privileged accountmust be
approvedby the systemmanageror administratorresponsiblefor the
computeron which the accountexists.The new passwordmust be sent
through intracompany mail or delivered in person. 





Explanation/Notes."Privileged accounts have access to all system
resourcesand files stored on the computer system. Naturally, these
accounts deserve the greatest protection possible. 

7-4 Outside support personnel remote access 
Policy: No outsidesupportperson(suchassoftwareor hardwarevendor
personnel)may be given any remoteaccessinformationor be allowedto
accessany companycomputersystemor relateddeviceswithout positive
verification of identity andauthorizationto perform suchservices.If the
vendor requires privileged access to provide support services, the
passwordto theaccountusedby thevendorshallbechangedimmediately
after the vendor services have been completed. 

Explanation/Notes: Computer attackers may pose as vendors to gain
access to corporate computer or telecommunication networks. Therefore,
it is essential that the identity of the vendor be verified in addition to their
authorization to perform any work on the system. Moreover, the doors
into the system must be slammed shut once their job is done by changing
the account password used by the vendor. 

No vendorshould be allowed to pick his or her own passwordfor any
account,even temporarily. Somevendorshave beenknown to use the
same or similar passwordsacross multiple customer systems. For
example,onenetworksecuritycompanysetup privilegedaccountson all
their customers'systemswith the samepassword,and, to add insult to
injury, with outside Telnet access enabled. 

7-5 Strong authentication for remote access to corporate systems 
Policy: All connectionpoints into the corporatenetwork from remote
locations must be protectedthrough the use of strong authentication
devices, such as dynamic passwords or biometrics. 

Explanation/Notes: Many businessesrely on staticpasswordsasthe sole
meansof authenticationfor remote users.This practice is dangerous
becauseit is insecure:computerintruderstargetany remoteaccesspoint
that might be the weaklink in the victim's network.Rememberthat you
never know when someone else knows your password. 



Accordingly, any remote accesspoints must be protectedwith strong
authenticationsuch as time-basedtokens, smart cards, or biometric
devices, so that intercepted passwords are of no value to an attacker. 



When authentication based on dynamic passwords is impractical,
computerusersmustreligiouslyadhereto thepolicy for choosinghard-to-
guess passwords. 

7-6 Operating system configuration 
Policy: Systems administratorsshall ensure that, wherever possible,
operatingsystemsare configured so that they are consistentwith all
pertinent security policies and procedures. 

Explanation/Notes:Drafting and distributing security policies is a
fundamentalsteptowardreducingrisk, but in mostcases,complianceis
necessarilyleft up to the individual employee.Thereare, however,any
numberof computer-relatedpoliciesthatcanbemademandatorythrough
operating-systemsettings, such as the required length of passwords.
Automating security policies by configuration of operating system
parameterseffectively takes the decision out of the human element's
hands, increasing the overall security of the organization. 

7-7 Mandatory expiration 
Policy: All computer accounts must be set to expire after one year. 

Explanation/Notes: The intention of this policy is to eliminate the
existence of computer accounts that are no longer being used, since
computer intruders commonly target dormant accounts. The process
insures that to any computer accounts belonging to former employees or
contractors that have been inadvertently left in place are automatically
disabled. 

At managementdiscretion,you may requirethat employeesmust take a
security refresher training course at renewal time, or must review
information security policies and sign an acknowledgmentof their
agreement to adhere to them. 

7-8 Generic email addresses 
Policy: The information technologydepartmentshall set up a generic
email addressfor eachdepartmentwithin the organizationthat ordinarily
communicates with the. public. 

Explanation/Notes:The generic email addresscan be releasedto the
public by the telephonereceptionistor publishedon the companyWeb



site. Otherwise,eachemployeeshall only disclosehis or her personal
email address to people who have genuine need to know. 



During the first phaseof a social engineeringattack, the attackeroften
triesto obtaintelephonenumbers,names,andtitles of employees.In most
cases,this information is publicly availableon the companyWeb site or
just for the asking. Creation of generic voice mailboxesand/or email
addressesmakesit difficult to associateemployeenameswith particular
departments or responsibilities. 

7-9 Contact information for domain registrations 
Policy: When registering for acquisition of Internet address space or 
hostnames,thecontactinformationfor administrative,technical,or other
personnelshouldnot identify any individual personnelby name.Instead,
you shouldlist a genericemail addressandthe main corporatetelephone
number. 

Explanation/Notes:The purpose of this policy is to prevent contact
informationfrom beingabusedby a computerintruder.Whenthe names
andphonenumbersof individualsare provided,an intrudercanusethis
information to contactthe individuals and attemptto deceivethem into
revealingsysteminformation,or to performanactionitem that facilitates
an attacker'sobjective.Or the social engineercan impersonatea listed
person in an effort to deceive other company personnel. 
Instead of an email address to a particular employee, contact information

must be in the form of administrator@company.com.
Telecommunicationsdepartmentpersonnelcan establisha genericvoice
mailboxfor administrativeor technicalcontactssoasto limit information
disclosure that would be useful in a social engineering attack. 

7-10 Installation of security and operating system updates 
Policy: All securitypatchesfor operatingsystemandapplicationsoftware
shallbe installedassoonastheybecomeavailable.If this policy conflicts
with the operationof mission-criticalproductionssystems,suchupdates
should be performed as soon as practicable.   

Explanation/Notes: Once a vulnerability has been identified, the
software manufacturer should be contacted immediately to
determine whether a patch or a temporary fix ha been made
available to close the vulnerability. An un-patched computer
system represents one of the greatest security threats to the
enterprise. When system administrators procrastinate about
applying the necessary fixes, the window of exposure is open wide
so that any attacker can climb through.





Dozensof securityvulnerabilitiesare identifiedandpublishedweekly on
theInternet.Until informationtechnologystaff arevigilant in their efforts
to apply all securitypatchesand fixes assoonaspractical,despitethese
systemsbeing behindthe companyfirewall, the corporatenetwork will
alwaysbeat risk of sufferinga securityincident.It is extremelyimportant
to keep apprisedof publishedsecurity vulnerabilities identified in the
operatingsystemor any applicationprogramsusedduring the courseof
business. 

7-1 1 Contact information on Web sites 
Policy: The company'sexternalWeb site shall not revealany detailsof
corporate structure or identify any employees by name. 

Explanation/Notes:Corporatestructureinformation suchas organization
charts, hierarchy charts, employee or departmental lists, reporting
structure,names,positions,internalcontactnumbers,employeenumbers,
or similar information that is usedfor internal processesshould not be
made available on publicly accessible Web sites. 

Computerintrudersoftenobtainveryusefulinformationon a target'sWeb
site.The attackerusesthis informationto appearasa knowledgeable206
employeewhenusinga pretextor ruse.Thesocialengineeris morelikely
to establish credibility by having this information at his or her disposal. 
Moreover,  the attacker can analyze this information to find out the likely
targets who have access to valuable, sensitive, or critical information. 

7-12 Creation of privileged accounts 
Policy." No privileged accountshould be createdor systemprivileges
grantedto any accountunlessauthorizedby the systemadministratoror
system manager. 

Explanation/Notes."Computerintrudersfrequentlyposeas hardwareor
softwarevendorsin an attemptto dupeinformationtechnologypersonnel
into creating unauthorizedaccounts.The intention of this policy is to
block theseattacksby establishinggreatercontrol over the creationof
privileged accounts. The system manager or administrator of the computer
systemmust approveany requestto createan accountwith elevated
privileges. 

7-1 3 Guest accounts 



Policy: Guestaccountson any computersystemsor relatednetworked
devicesshall be disabledor removed,except for an FTP (file transfer
protocol) server approved by managementwith anonymous access
enabled. 



Explanation/Notes:The intention of the guest account is to provide
temporaryaccessfor personswho do not needto havetheir own account.
Severaloperatingsystemsare installedby default with a guestaccount
enabled. Guest accounts should always be disabled becausetheir
existenceviolatestheprincipleof useraccountability.IT shouldbeableto
audit any computer-related activity and relate it to a specific user. 

Socialengineersareeasilyableto takeadvantageof theseguestaccounts
for gaining unauthorizedaccess,either directly or by duping authorized
personnel into using a guest account. 

7-14 Encryption of off-site backup data 
Policy: Any company data that is stored off site should be encrypted to
prevent unauthorized access. 

Explanation/Notes: Operations staff must insure that all data is
recoverablein the eventthat any information needsto be restored.This
requiresregulartestdecryptionof a randomsamplingof encryptedfiles to
makesurethe datacanbe recovered.Furthermore,keysusedto encrypt
datashallbeescrowedwith a trustedmanagerin theeventtheencryption
keys are lost or unavailable. 

7-1 5 Visitor access to network connections 
Policy: All publicly accessible Ethernet access points must be on a
segmented network to prevent unauthorized access to the internal
network. 

Explanation/Notes:The intentionof this policy is to preventanyoutsiders
from connectingto the internal network when on companypremises.
Ethernet jacks installed in conferencerooms, the cafeteria, training
centers,or other areasaccessibleto visitors shall be filtered to prevent
unauthorized access by visitors to the corporate computer systems. 

The network or security administrator may choose to set up a virtual 
LAN in a switch, if available, to control access from these locations. 

7-16 Dial-in modems 
Policy: Modems used for dial-in calls shall be set to answer no earlier 
than the fourth ring. 



Explanation/Notes: As depicted in the movie War Games, hackers use a
technique known as war dialing to locate telephone lines that have
modems connected to them. The process begins with the attacker
identifying the telephone prefixes used in the area where the target
company is located. A scanning program is then used to try every
telephone number 
 



in thoseprefixes,to locatethosethat answerwith a modem.To speedup
theprocess,theseprogramsareconfiguredto wait for oneor two ringsfor
a modem responsebefore going on to try the next number. When a
companysets the auto answeron modem lines to at least four rings,
scanning programs will fail to recognize the line as a modem line. 

7-1 7 Antivirus software 
Policy: Every computersystemshall have currentversionsof antivirus
software installed and activated. 

Explanation/Notes:For thosebusinessesthat do not automaticallypush
down antivirus software and pattern files (programs that recognize
patternscommon to virus software to recognizenew viruses) to user
desktopsor workstations,individual usersmusttaketheresponsibilityfor
installing and maintainingthe softwareon their own systems,including
any computer systems used for accessing the corporate network remotely. 

If feasible,this softwaremust be set for automaticupdateof virus and
Trojan signaturesnightly. Whenpatternor signatureflies arenot pushed
down to user desktops,computerusersshall have the responsibility to
update pattern files at least on a weekly basis. 

These provisions apply to all desktop machines and laptops used to access
company computer systems, and apply whether the computer is company
property or personally owned. 

7-18 Incoming email attachments (high security requirements) 
Policy: In an organizationwith high securityrequirements,the corporate
firewall shall be configured to filter out all email attachments. 

Explanation/Notes:This policy applies only to businesseswith high
securityrequirements,or to thosethat haveno businessneedto receive
attachments through electronic mail. 

7-19 Authentication of software 
Policy: All new software or software fixes or upgrades,whether on
physicalmediaor obtainedovertheInternet,mustbeverifiedasauthentic
prior to installation.This policy is especiallyrelevantto the information
technologydepartmentwheninstalling any softwarethat requiressystem
privileges. 



Explanation/Notes:Computersoftwarereferredto in this policy includes
operating system components, application software, hot fixes, 

 



patches,or any software updates.Many software manufacturershave
implementedmethodswherebycustomerscancheckthe integrity of any
distribution,usuallyby a digital signature.In anycasewheretheintegrity
cannotbe verified, the manufacturermustbe consultedto verify that the
software is authentic.

Computer attackershave been known to send software to a victim,
packagedto appearas if the softwaremanufacturerhad producedit and
shippedit to thecompany.It is essentialthatyou verify anysoftwareyou
receive as authentic, especially if unsolicited, before installing it on
company systems.

Note that a sophisticatedattackermight find out that your organization
hasorderedsoftwarefrom a manufacturer.With that informationin hand,
theattackercancanceltheorderwith the realmanufacturer,andorderthe
software himself. The software is then modified to perform some
maliciousfunction, and is shippedor deliveredto your company,in the
original packaging,with shrink-wrappingif necessary.Oncethe product
is installed, the attacker is in control.

7-20 Default passwords
Policy: All operating system software and hardware devices that initially
have a password set to a default value must have their passwords reset in
accordance with the company password policy.

Explanation/Notes:Several operating systems and computer-related
devices are shipped with default passwords--thatis, with the same
passwordenabledon everyunit sold.Failureto changedefaultpasswords
is a grave mistake that places the company at risk.
Default passwords are widely known and are available on Internet Web
sites. In an attack, the first password an intruder tries is the manufacturer s
default password.

7-21 Invalid access attempts lockout (low to medium security)
Policy: Especially in an organization with low to medium security
requirements,whenevera specifiednumberof successiveinvalid login
attemptsto a particularaccounthavebeenmade,the accountshouldbe
locked out for a period of time.

Explanation/Notes: All company workstations and servers must be set



to limit the numberof successiveinvalid attemptsto sign in. This policy
is necessaryto preventpasswordguessingby trial and error, dictionary
attacks, or brute force attempts to gain unauthorized access.

 



The systemadministratormustconfigurethesecuritysettingsto lock out
an accountwheneverthe desiredthresholdof successiveinvalid attempts
hasbeenreached.It is recommendedthatan accountbe lockedout for at
least thirty minutes after seven successive login attempts.

7-22 Invalid access attempts account disabled (high security)
Policy: In an organizationwith high security requirements,whenevera
specified number of successiveinvalid login attemptsto a particular
accounthasbeenmade,the accountshouldbe disableduntil resetby the
group responsible for providing account support.

Explanation/Notes:All companyworkstationsandserversmustbe set to
limit thenumberof successiveinvalid attemptsto signin. This policy is a
necessarycontrol to prevent password guessingby trial and error,
dictionary attacks, or brute force attempts to gain unauthorized access.

The systemadministratormust configurethe securitysettingsto disable
theaccountafter five invalid login attempts.Following suchanattack,the
accountholderwill needto call technicalsupportor thegroupresponsible
for accountsupportto enablethe account.Prior to resettingthe account,
the departmentresponsiblemust positively identify the accountholder,
following the Verification and Authorization Procedures.

7-23 Periodic change of privileged
Policy: All privileged accountholdersshall be requiredto changetheir
passwords at least every thirty days.

Explanation/Notes:Depending on operating system limitations, the
systems administrator must enforce this policy by configuration of
security parameters in system software.

7-24 Periodic change of user passwords
Policy: All accountholdersmust changetheir passwordsat leastevery
sixty days.

Explanation/Notes:With operatingsystemsthat provide this feature,the
systems administrator must enforce this policy by configuration of
security parameters in the software.
 



7-25 New account password set up 
Policy: New computer accountsmust be establishedwith an initial
passwordthat is pre-expired,requiringthe accountholderto selecta new
password upon initial use. 

Explanation/Notes:This requirementensuresthatonly theaccountholder
will have knowledge of his or her password. 

7-26 Boot-up passwords 
Policy: All computersystemsmust be configured to require a bootup
password. 

Explanation/Notes:Computersmust be configured so that when the
computeris turnedon, a passwordis requiredbeforetheoperatingsystem
will boot. This preventsany unauthorizedpersonfrom turning on and
usinganotherperson'scomputer.This policy appliesto all computerson
company premises. 

7-27 Password requirements for privileged accounts 
Policy: M1 privileged accounts must have a strong password: The
password must: 

Not be a word found in a dictionary in any language 

Be mixed upper and lower case with at least one letter, one symbol, and
one numeral 

Be at least 12 characters in length 

Not be related to the company or individual in any way. 

Explanation/Notes: In most cases computer intruders will target specific
 accounts that have system privileges. Occasionally the attacker will
exploit other vulnerabilities to gain full control over the system. 

The first passwordsan intruder will try are the simple, commonlyused
words found in a dictionary. Selectingstrong passwordsenhancesthe
securityby reducingthechanceanattackerwill find thepasswordby trial
and error, dictionary attack, or brute force attack. 

7-28 Wireless access points 



Policy: All users who access a wireless network must use VPN (Virtual
Private Network) technology to protect the corporate network. 

 



Explanation/Notes:Wireless networks are being attacked by a new
techniquecalled war driving. This techniqueinvolves simply driving or
walking aroundwith a laptopequippedwith an802.11BNIC carduntil a
wireless network is detected.

Many companieshavedeployedwirelessnetworkswithout evenenabling
WEP(wirelessequivalencyprotocol),which is usedto securethewireless
connectionthrough use of encryption. But even when activated, the
current version of WEP (mid-2002) is ineffective: It has beencracked
wide open,andseveralWeb sitesaredevotedto providing the meansfor
locating open wireless systems and cracking WEP-enabledwireless
access points.

Accordingly, it is essentialto add a layer of protection around the
802.11B protocol by deploying VPN technology.

7-29 Updating antivirus pattern files
Policy: Every computersystemmust be programmedto automatically
update antivirus/anti-Trojan pattern files.

Explanation/Notes: At a minimum, such updates shall occur at least
weekly. In businesses where employees leave their computers turned on,
it 302 is highly recommended that pattern files be updated on a nightly
basis.

Antivirus software is ineffective if it is not updatedto detectall new
forms of malicious code. Since the threat of virus, worm, and Trojan
Horseinfectionsis substantiallyincreasedif patternfiles arenot updated,
it is essential that antivirus or malicious code products be kept up to date.

Computer Operations
8-1 Entering commands or running programs
Policy.: Computeroperationspersonnelmustnot entercommandsor run
programsat the requestof any personnot known to them.If a situation
ariseswherean Unverified Personseemsto havereasonto makesucha
request,it should not be complied with without first getting manager
approval.

Explanation/Notes.:Computeroperationsemployeesare popular targets
of social engineers,since their positions usually require privileged
accountaccess,andtheattackerexpectsthattheywill be lessexperienced



andlessknowledgeableaboutcompanyproceduresthanotherIT workers.
The intentionof this policy is to addanappropriatecheckandbalanceto
prevent social engineers from duping computer operations personnel.
 



8-2 Workers with privileged accounts 
Policy: Employeeswith privilegedaccountsmust not provide assistance
or information to any Unverified Person.In particular this refers to not
providing computerhelp (suchastraining on applicationuse),accessing
any companydatabase,downloadingsoftware, or revealing namesof
personnel who have remote access capabilities, 

Explanation/Notes: Social engineers often target employees with
privileged accounts.The intent of this policy is to direct IT staff with
privilegedaccountsto successfullyhandlecallsthatmight representsocial
engineering attacks. 

8-3 Internal systems information 
Policy: ComputerOperationsstaff must neverdiscloseany information
related to enterprise computer systems or related devices without
positively verifying the identity of the requester. 

Explanation/Notes:Computerintrudersoftencontactcomputeroperations
employees to obtain valuable information such as system access
procedures,external points for remote access,and dial-in telephone
numbers that are of substantial value to the attacker. 

In companies that have technical support staff or a help desk, requests 
to the computeroperationsstaff for informationaboutcomputersystems
or relateddevicesshouldbe consideredunusual.Any informationrequest
should be scrutinizedunder the corporatedata classificationpolicy to
determinewhetherthe requesteris authorizedto havesuchinformation.
When the class of information cannot be determined,the information
should be considered to be Internal. 

In somecases,outsidevendortechnicalsupportwill needto communicate
with personswho haveaccessto enterprisecomputersystems.Vendors
musthavespecificcontactsin theIT departmentso that thoseindividuals
can recognize each other for verification purposes. 

8-4 Disclosure of passwords 
Policy: Computer operations staff must never reveal their password, or 
any other passwords entrusted to them, without prior approval of an
information technology manager. 



Explanation/Notes:In generalterms,revealinganypasswordto anotheris
strictly prohibited.This policy recognizesthat operationspersonnelmay
needto disclosea passwordto a third party whenexigentsituationsarise.
This exception to the general policy prohibiting disclosure 

 



of any passwordrequiresspecificapprovalof an informationtechnology
manager. For extra precaution, this responsibility of disclosing
authentication information should be limited to a small group of
individuals who have received special training on verification procedures.

8-5 Electronic media
Policy: All electronicmediathat containsinformationnot designatedfor
public release shall be locked in a physically secure location.

Explanation/Notes:Theintentionof thispolicy is to preventphysicaltheft
of Sensitive information stored on electronic media.

8-6 Backup media
Policy: Operationspersonnelshould store backupmedia in a company
safe or other secure location.

Explanation/Notes:Backup media is anotherprime target of computer
intruders. An attacker is not going to spend time attempting to
compromisea computersystemor networkwhenthe weakestlink in the
chainmight bephysicallyunprotectedbackupmedia.Oncebackupmedia
is stolen, the attackercan compromisethe confidentiality of any data
storedon it, unlessthe datais encrypted.Therefore,physically securing
backup media is an essentialprocessto protect the confidentiality of
corporate information.

POLICIES FOR ALL EMPLOYEES
Whether in IT or humanresources,the accountingdepartment,or the
maintenancestaff, therearecertainsecuritypolicies that everyemployee
of your companymust know. Thesepolicies fall into the categoriesof
General,ComputerUse, Email Use, policies for Telecommuters,Phone
Use, Fax Use, Voice Mail Use, and Passwords.

General
9-1 Reporting suspicious calls
Policy: Employeeswho suspectthat theymaybethesubjectof a security
violation, including any suspiciousrequeststo discloseinformationor to
performactionitemson a computer,mustimmediatelyreporttheeventto
the company's incident reporting group.



Explanation/Notes.:When a social engineerfails to convincehis or her
target to comply with a demand,the attackerwill always try someone
else.By reportinga suspiciouscall or event,an employeetakesthe first
step in alerting the companythat an attack may be under way. Thus,
individual employees are the first line of defense against social
engineering attacks. 

9-2 Documenting suspicious calls 

Policy: In the eventof a suspiciousphonecall that appearsto be a social
engineeringattack,the employeeshall, to the extentpractical,draw out
thecaller to learndetailsthat might revealwhat theattackeris attempting
to accomplish, and make notes of these details for reporting purposes. 

Explanation/Notes:When reportedto the incident reportinggroup,such
details can help them spot the object or pattern of an attack. 

9-3 Disclosure of dial-up numbers 
Policy: Company personnel must not disclose company modem telephone
numbers, but should always refer such requests to the help desk or to
technical support personnel. 

Explanation/Notes: Dial-up telephone numbers must be treated as Internal
information, to be provided only to employees who have a need to know
such information to carry out their job responsibilities. 
Social engineers routinely target employees or departments that are likely
to be less protective of the requested information. For example, the
attacker may call the accounts payable department masquerading as a
telephone company employee who is trying to resolve a billing problem.
The attacker then asks for any known fax or dial-in numbers in order to
resolve the problem. The intruder often targets an employee who is
unlikely to realize the danger of releasing such information, or who lacks
training with respect to company disclosure policy and procedures. 

9-4 Corporate ID badges 
Policy: Except when in their immediate office area, all company
personnel, including management and executive staff, must wear their
employee badges at all times. 

Explanation/Notes: All workers, including corporate executives, should
be trained and motivated to understand that wearing an ID badge is



mandatory everywhere on company premises other than public areas and
the person's own office or workgroup area. 

 



9-5 Challenging ID badge violations
Policy: All employeesmustimmediatelychallengeanyunfamiliar person
who is not wearing an employee badge or visitor's badge.

Explanation/Notes:While no companywants to createa culture where
eagle-eyedemployeeslook for a way to ensnareco-workersfor venturing
into the hallway without their badges, nonethelessany company
concernedwith protecting its information needsto take seriously the
threat of a social engineer wandering its facilities unchallenged.
Motivation for employeeswho prove diligent in helping enforce the
badges-alwayspolicy may be acknowledgedin familiar ways, such as
recognitionin thecompanynewspaperor on bulletin boards;a few hours
off with pay; or a letter of commendation in their personnel records.

9-6 Piggybacking (passing through secure entrances)
Policy: Employees entering a building must not allow anyone not
personallyknown to themto follow behindthemwhenthey haveuseda
secure means, such as a card key, to gain entrance (piggybacking).

Explanation/Notes." Employees must understand that it is not rude to
require unknown persons to authenticate themselves before helping them
enter a facility or access a secure area.
Social engineersfrequentlyusea techniqueknown as piggybacking,in
which they lie in wait for anotherpersonwho is enteringa facility or
Sensitive area, and then simply enter with them. Most people feel
uncomfortable challenging others, assuming that they are probably
legitimateemployees.Anotherpiggybackingtechniqueis to carryseveral
boxes so that an unsuspecting worker opens or holds the door to help.

9-7 Shredding Sensitive documents
Policy: Sensitive documentsto be discardedmust be cross-shredded;
media including hard drives that have ever contained Sensitive
information or materials must be destroyedin accordancewith the
procedures set forth by the group responsible for information security.

Explanation/Notes: Standard shredders do not adequately destroy
documents;cross-shreddersturn documentsinto pulp. The bestsecurity
practiceis to presumethat the organization'schief competitorswill be
rifling throughdiscardedmaterialslooking for any intelligencethatcould
be beneficial to them.



Industrial spies and computer attackers regularly obtain Sensitive
information from materialstossedin the trash. In somecases,business
competitorshavebeenknownto attemptbriberyof cleaningcrewsto turn
over companytrash. In one recentexample,an employeeat Goldman
Sachsdiscovereditemsthat wereusedin an insider-tradingschemefrom
the trash. 

9-8 Personal identifiers 
Policy: Personalidentifiers such as employeenumber, social security
number,driver's licensenumber,date and place of birth, and mother's
maidennameshouldneverbeusedasa meansof verifying identity.These
identifiers are not secret and can be obtained by numerous means. 

Explanation/Notes:A social engineercan obtainother people'spersonal
identifiersfor a price.And in fact,contraryto popularbelief,anyonewith
a creditcardandaccessto the Internetcanobtainthesepiecesof personal
identification.Yet despitethe obviousdanger,banks,utility companies,
and credit card companiescommonly use theseidentifiers. This is one
reason that identity theft is the fastest growing crime of the decade. 

9-9 Organization charts 
Policy." Details shown on the company's organization chart must not be
disclosed to anyone other than company employees. 

Explanation/Notes:Corporatestructureinformationincludesorganization
charts,hierarchycharts,departmentalemployeelists, reportingstructure,
employeenames,employeepositions,internalcontactnumbers,employee
numbers, or similar information. 
In the first phase of a social engineering attack, the goal is to gather 
informationaboutthe internalstructureof thecompany.This information
is thenusedto strategizeanattackplan.Theattackercanalsoanalyzethis
informationto determinewhich employeesarelikely to haveaccessto the
datathat he seeks.During the attack,the informationmakesthe attacker
appearasa knowledgeableemployee;makingit morelikely he'll dupehis
victim into compliance. 

9-10 Private information about employees 
Policy.: Any requests for private employee information must be referred   
to human resources. 

 



Explanation/Notes:An exception to this policy may be the telephone
numberfor an employeewho needsto be contactedregardinga work-
relatedissueor who is acting in an on-call role. However, it is always
preferableto get the requester'sphonenumber,and have the employee
call him or her back.

Computer Use
10-1 Entering commands into a computer
Policy: Company personnel should never enter commands into a
computeror computer-relatedequipmentat the requestof anotherperson
unlessthe requesterhasbeenverified asan employeeof the information
technology department.

Explanation/Notes:One commonploy of social engineersis to request
that an employeeentera commandthat makesa changeto the system's
configuration,allows theattackerto accessthevictim's computerwithout
providing authentication,or allows the attackerto retrieve information
that can be used to facilitate a technical attack.

10-2 Internal naming conventions
Policy: Employees must not disclose the internal names of computer
systems or databases without prior verification that the requester is
employed by the company.

Explanation/Notes: Social engineers will sometimes attempt to obtain the
names of company computer systems; once the names are known, the
attacker places a call to the company and masquerades as a legitimate
employee having trouble accessing or using one of the systems. By
knowing the internal name assigned to the particular system, the social
engineer gains credibility.

10-3 Requests to run programs
Policy: Companypersonnelshouldneverrun any computerapplications
or programsat the requestof anotherpersonunlesstherequesterhasbeen
verified as an employee of the information technology department.

Explanation/Notes:Any requestto run programs,applications,or perform
any activity on a computer must be refused unless the requesteris
positively identified as an employee in the information technology
department.If the requestinvolves revealing Confidential information
from any



 



file or electronic message,responding to the request must be in
accordancewith the proceduresfor releasingConfidential information.
See Information Disclosure Policy. 

Computerattackersdeceivepeopleinto executingprogramsthat enable
theintruderto gaincontrolof thesystem.Whenanunsuspectinguserruns
a programplantedby an attacker,the resultmay give the intruderaccess
to the victim's computersystem.Other programsrecordthe activities of
the computeruser and return that information to the attacker.While a
social engineercan trick a personinto executingcomputerinstructions
that may do damage,a technically basedattack tricks the computer's
operatingsysteminto executingcomputerinstructionsthat maycausethe
same sort of damage. 

10-4 Downloading or installing software 
Policy: Company personnel must never download or install software at
the request of another person, unless the requester has been verified as an
employee with the information technology department. 

Explanation/Notes: Employees should be on the alert for any unusual
request that involves any sort of transaction with computer-related
equipment. 

A common tactic used by social engineers is to deceive unsuspecting
victims into downloading and installing a program that helps the attacker
accomplish his or her goal of compromising computer or network
security. In some instances, the program may covertly spy on the user or
allow the attacker to take control of the computer system through use of a
covert remote control application. 

10-5 Plain text passwords and email 
Policy: Passwords shall not be sent through email unless encrypted.
Explanation/Notes: While it's discouraged, this policy may be waived 
by e-commerce sites in certain limited circumstances, such as: 

Sending passwords to customers who have registered on the site. 

Sending passwords to customers who have lost or forgotten their
passwords. 
 



10-6 Security-related software 
Policy: Company personnelmust never remove or disable antivirus/
Trojan Horse, firewall, or other security-relatedsoftwarewithout prior
approval from the information technology department. 

Explanation/Notes:Computer users sometimesdisable security-related
softwarewithout provocation,thinking it will increasethe speedof their
computer. 

A socialengineermay attemptto deceivean employeeinto disablingor
removingsoftwarethat is neededto protectthecompanyagainstsecurity-
related threats. 

10-7 Installation of modems 
Policy.. No modemsmay be connectedto any computer until prior
approval has been obtained from the IT department. 

Explanation/Notes.:It is importantto recognizethat modemson desktops
or workstations in the workplace pose a substantialsecurity threat,
especiallyif connectedto the corporatenetwork.Accordingly, this policy
controls modem connection procedures. 

Hackers use a technique called war dialing to identify any active modem
lines within a range of telephone numbers. The same technique may be
used to locate telephone numbers connected to modems within the
enterprise. An attacker can easily compromise the corporate network if he
or she identifies a computer system connected to a modem running
vulnerable remote access software, which is configured with an easily
guessed password or no password at all. 

10-8 Modems and auto-answer settings 
Policy: M1 desktopsor workstationswith IT-approvedmodemsshall
have the modemauto-answerfeaturedisabledto preventanyonefrom
dialing into the computer system. 

Explanation/Notes.-Whenever feasible, the information technology
departmentshould deploy a dial-out modempool for thoseemployees
who need to dial out to external computer systems via modem. 

10-9 Cracking tools 



Policy: Employeeswill not downloador useany softwaretools designed
to defeat software protection mechanisms. 



Explanation/Notes:The Internethasdozensof sitesdevotedto software
designedto cracksharewareandcommercialsoftwareproducts.The use
of thesetools not only violatesa softwareowner'scopyright,but also is
extremelydangerous.Becausetheseprogramsoriginate from unknown
sources,they maycontainhiddenmaliciouscodethat may causedamage
to the user'scomputeror plant a TrojanHorsethatgivesthe authorof the
program access to the user's computer. 

10-10 Posting company information on line 
Policy: Employees shall not disclose any details regarding company
hardware or software in any public newsgroup, forum, or bulletin board,
and shall not disclose contact information other than in accordance with
policy. 

Explanation/Notes: Any message posted to the Usenet, on-line forums, 
bulletin boards,or mailing lists canbesearchedto gatherintelligenceon a
target companyor a target individual. During the researchphaseof a
social engineeringattack, the attackermay searchthe Internet for any
poststhat containuseful information aboutthe company,its productsor
its people. 

Some posts contain very useful tidbits of information that the attacker 
can useto further an attack.For example,a network administratormay
posta questionaboutconfiguringfirewall filters on a particularbrandand
model of firewall. An attackerwho discoversthis messagewill learn
valuableinformation about the type and configurationof the companys
firewall thatenableshim to circumventit to gainaccessto theenterprise
network. 

This problem can be reduced or avoided by implementing a policy that 
allows employeesto post to newsgroupsfrom anonymousaccountsthat
do not identify the companyfrom which they originated.Naturally, the
policy mustrequireemployeesnot to includeanycontactinformationthat
may identify the company. 

10-11 Floppy disks and other electronic media 
Policy: If media used to store computer information, such as floppy 
disks or CD-ROMS havebeenleft in a work areaor on an employee's
desk,andthat mediais from an unknownsource,it mustnot be inserted
into any computer system. 



Explanation/Notes:One method used by attackersto install malicious
code is to placeprogramsonto a floppy or CD-ROM and label it with
something very enticing (for example, "Personnel Payroll Data--
Confidential").Theythendropseveralcopiesin areasusedby employees.
If a singlecopy is insertedinto a computerandthe files on it opened,the
attacker'smaliciouscodeis executed.This may createa backdoor,which
is usedto compromisethe system,or may causeother damageto the
network. 

10-1 2 Discarding removable media 
Policy: Before discarding any electronic media that ever contained
Sensitivecompanyinformation,evenif that informationhasbeendeleted,
the item shall be thoroughly degaussed or damaged beyond recovery. 

Explanation/Notes: While shredding hard-copy documents is
commonplacethesedays,companyworkersmay overlook the threatof
discardingelectronicmedia that containedSensitivedata ar any rime.
Computer attackersattempt to recover any data stored on discarded
electronicmedia.Workersmay presumethat by just deleting files, they
ensurethat thosefiles cannotberecovered.This presumptionis absolutely
incorrectandcancauseconfidentialbusinessinformation to fall into the
wrong hands. Accordingly, all electronic media that contains or
previouslycontainedinformationnot designatedasPublic mustbe wiped
clean or destroyedusing the proceduresapprovedby the responsible
group. 

10-1 3 Password-protected screen savers 
Policy: All computerusersmust set a screensaver passwordand the
inactivity time-out limit to lock the computerafter a certain period of
inactivity. 

Explanation/Notes:All employeesare responsiblefor setting a screen
saverpassword,and settingthe inactivity timeout for no more than ten
minutes. The intention of this policy is to prevent any unauthorized person
from using anotherperson'scomputer.Additionally, this policy protects
companycomputersystemsfrom beingeasilyaccessedby outsiderswho
have gained access to the building. 

10-1 4 Disclosure or sharing of passwords statement 



Policy: Prior to creationof a new computeraccount,the employeeor
contractor must sign a written statement acknowledging that he or she 
 



understandsthat passwordsmust never be disclosed or shared with
anyone, and that he or she agrees to abide by this policy. 

Explanation/Notes:The agreementshould also include a notice that
violation of such agreementmay lead to disciplinary action up to and
including termination. 

Email Use 
1 1-1 Email attachments 
Policy: Email attachments must not be opened unless the attachment was
expected in the course of business or was sent by a Trusted Person. 

Explanation/Notes: All email attachments must be scrutinized closely.
You may require that prior notice be given by a Trusted Person that an
email attachment is being sent before the recipient opens any attachment.
This will reduce the risk of attackers using social engineering tactics to
deceive people into opening attachments. 

One method of compromising a computer system is to trick an 
employeeinto running a maliciousprogramthat createsa vulnerability,
providing the attackerwith accessto the system.By sendingan email
attachmentthat hasexecutablecodeor macros,the attackermay be able
to gain control of the user's computer. 

A social engineer may send a malicious email attachment, then call and 
attempt to persuade the recipient to open the attachment.

11-2 Automatic forwarding to external addresses 
Policy: Automatic forwarding of incoming email to an external email
address is prohibited. 

Explanation/Notes: The intention of this policy is to prevent an outsider
from receiving email sent to an internal email address. 

Employees occasionally set up email forwarding of their incoming mail to
an email address outside the company when they will be away from the
office. Or an attacker may be able to deceive an employee into setting up
an internal email address that forwards to an address outside the company.
The attacker can then pose as a legitimate insider by having an internal



company email address and get people to email Sensitive information to
the internal email address. 
 



1 1-3 Forwarding emails 
Policy: Any requestfrom anUnverifiedPersonto relayanelectronicmail
messageto another Unverified Person requires verification of the
requester's identity. 

1 1-4 Verifying email 
Policy: An email messagethat appearsto be from a TrustedPersonthat
containsa requestto provide informationnot designatedasPublic, or to
perform an action with any computer-relatedequipment,requires an
additional form of authentication.See Verification and Authorization
Procedures. 

Explanation/Notes:An attackercaneasilyforgeanemailmessageandits
header,makingit appearasif the messageoriginatedfrom anotheremail
address.An attackercanalsosendanemailmessagefrom a compromised
computersystem,providing phony authorizationto discloseinformation
or performanaction.Evenby examiningthe headerof an emailmessage
you cannot detect email messagessent from a compromisedinternal
computer system. 

Phone Use 
12-1 Participating in telephone surveys 
Policy: Employeesmay not participate in surveys by answeringany
questionsfrom anyoutsideorganizationor person.Suchrequestsmustbe
referred to the public relations department or other designated person. 

Explanation/Notes:A methodusedby socialengineersto obtainvaluable
informationthatmaybeusedagainsttheenterpriseis to call anemployee
andclaim to bedoinga survey.It's surprisinghowmanypeoplearehappy
to provide information about the companyand themselvesto strangers
when they believethey'retaking part in legitimateresearch.Among the
innocuousquestions,thecallerwill inserta few questionsthattheattacker
wantsto know. Eventually,suchinformationmaybeusedto compromise
the corporate network. 

12-2 Disclosure of internal telephone numbers 
Policy: If an Unverified Personasksan employeefor his phonenumber
theemployeemaymakea reasonabledeterminationof whetherdisclosure
is necessary to conduct company business. 



Explanation/Notes:The intentionof this policy is to requireemployeesto
make a considered decision on whether disclosure of their telephone 

 



extension is necessary.When dealing with people who have not
demonstratedagenuineneedto know theextension,thesafestcourseis to
require them to call the main company phone number and be transferred.

1 2-3 Passwords in voice mail messages
Policy.: Leavingmessagescontainingpasswordinformation on anyone's
voice mailbox is prohibited.

Explanation/Notes:A social engineer can often gain access to an
employee'svoice mailbox becauseit is inadequatelyprotectedwith an
easy-to-guessaccesscode.In onetypeof attack,a sophisticatedcomputer
intruder is able to createhis own phony voice mailbox and persuade
anotheremployeeto leavea messagerelayingpasswordinformation.This
policy defeats such a ruse.

Fax Use
13-1 Relaying faxes
Policy: No fax may be received and forwarded to another party without
verification of the requester's identity.

Explanation/Notes:Informationthievesmay trick trustedemployeesinto
faxing sensitiveinformation to a fax machinelocatedon the company's
premises.Prior to the attackergiving the fax numberto the victim, the
imposter telephonesan unsuspectingemployee,such as a secretaryor
administrativeassistant,andasksif a documentcanbe faxedto themfor
later pickup. Subsequently,after the unsuspectingemployeereceivesthe
fax, theattackertelephonestheemployeeandrequeststhatthefax besent
to another location, perhapsclaiming that it is neededfor an urgent
meeting. Since the person asked to relay the fax usually has no
understandingof thevalueof theinformation,heor shecomplieswith the
request.

1 3-2 Verification of faxed authorizations
Policy: Prior to carrying out any instructionsreceivedby facsimile, the
sendermustbeverified asanemployeeor otherTrustedPerson.Placinga
telephone call to the sender to verify the request is usually sufficient.

Explanation/Notes:Employees must exercise caution when unusual
requestsare sent by fax, such as a requestto enter commandsinto a
computeror disclose information. The data in the headerof a faxed
documentcan be falsified by changingthe settingsof the sendingfax



machine.Thereforethe headeron a fax mustnot be acceptedasa means
of establishing identity or authorization.
 



1 3-3 Sending sensitive information by fax 
Policy: BeforesendingSensitiveinformationby fax to a machinethat is
locatedin anareaaccessibleto otherpersonnel,thesendershall transmita
cover page.The recipient, on receiving the page, transmitsa page in
response,demonstratingthat he/he is physically present at the fax
machine. The sender then transmits the fax. 

Explanation/Notes:This handshakeprocessassuresthe senderthat the
recipientis physicallypresentat thereceivingend.Moreover,this process
verifiesthatthereceivingfax telephonenumberhasnot beenforwardedto
another location. 

1 3-4 Faxing passwords prohibited 
Policy: Passwords must not be sent via facsimile under any
circumstances.

Explanation/Notes:Sendingauthenticationinformationby facsimileis not
secure.Most fax machinesare accessibleto a number of employees.
Furthermore,they rely on the public telephoneswitchednetwork,which
canbemanipulatedby call forwardingthephonenumberfor thereceiving
fax machineso that the fax is actually sent to the attackerat another
number. 

Voice Mail Use 
14-1 Voice mail passwords 
Policy: Voice mail passwordsmustneverbe disclosedto anyonefor any
purpose.In addition,voicemail passwordsmustbe changedeveryninety
days or sooner. 

Explanation/Notes:Confidential company information may be left in
voice mail messages.To protect this information, employeesshould
changetheir voicemail passwordsfrequently,andneverdisclosethem.In
addition,voice mail usersshouldnot usethe sameor similar voice mail
passwords within a twelve-month period. 

14-2 Passwords on multiple systems 
Policy.. Voice mail usersmustnot usethe samepasswordon any other
phone or computer system, whether internal or external to the company. 



Explanation/Notes."Use of a similar or identical passwordfor multiple
devices,such as voice mail and computer,makesit easier for social
engineers to guess all the passwords of a user after identifying only one. 
 



14-3 Setting voice mail passwords 
Policy: Voice mail users and administratorsmust create voice mail
passwordsthataredifficult to guess.Theymustnot berelatedin anyway
to the person using it, or the company, and should not contain a
predictable pattern that is likely to be guessed. 

Explanation/Notes:Passwordsmust not contain sequentialor repeating
digits (i.e. 1111,1234,1010),must not be the sameas or basedon the
telephoneextensionnumber,andmustnot berelatedto address,zip code,
birth date,licenseplate,phonenumber,weight, I.Q., or otherpredictable
personal information. 

1 4-4 Mail messages marked as "old" 
Policy: When previously unheard voice mail messages are not marked as
new messages, the voice mail administrator must be notified of a possible
security violation and the voice mail password must immediately be
changed. 

Explanation/Notes: Social engineers may gain access to a voice mailbox
in a variety of ways. An employee who becomes aware that messages
they have never listened to are not being announced as new messages
must assume that another person has obtained unauthorized access to the
voice mailbox and listened to the messages themselves. 

1 4-5 External voice mail greetings 
Policy: Company workers shall limit their disclosure of information on
their external outgoing greeting on their voice mail. Ordinarily
information related to a worker's daily routine or travel schedule should
not be disclosed. 

Explanation/Notes: An external greeting (played to outside callers) should
not include last name, extension, or reason for absence (such as travel,
vacation schedule, or daily itinerary). An attacker can use this information
to develop a plausible story in his attempt to dupe other personnel. 

1 4-6 Voice mail password patterns 
Policy: Voice mail users shall not select a password where one part of the
password remains fixed, while another part changes in a predictable
pattern. 



Explanation/Notes: For example, do not use a password such as 743501,
743502, 743503, and so on, where the last two digits correspond to the
current month. 
 



1 4-7 Confidential or Private information 
Policy: Confidential or Private information shall not be disclosedin a
voice mail message. 

Explanation/Notes:The corporatetelephonesystem is typically more
vulnerablethancorporatecomputersystems.The passwordsareusuallya
string of digits, which substantiallylimits the numberof possibilitiesfor
anattackerto guess.Further,in someorganizations,voicemail passwords
may be sharedwith secretariesor anotheradministrativestaff who have
the responsibilityof taking messagesfor their managers.In light of the
above,no Sensitiveinformation should ever be left on anyone'svoice
mail. 

Passwords 
1 5-1 Telephone security 
Policy: Passwords shall not be disclosed over the telephone at any time. 

Explanation/Notes:Attackers may find ways to listen in to phone
conversations, either in person or through a technological device. 

1 5-2 Revealing computer passwords 
Policy: Under no circumstances shall any computer user reveal his or her
password to anyone for any purpose without prior written consent of the
responsible information technology manager. 

Explanation/Notes: The goal of many social engineering attacks involves
deceiving unsuspecting persons into revealing their account names and
passwords. This policy is a crucial step in reducing the risk of successful
social engineering attacks against the enterprise. Accordingly, this policy
needs to be followed religiously throughout the company.   

1 5-3 Internet passwords 
Policy: Personnelmustneverusea passwordthatis thesameasor similar
to one they are using on any corporate system on an Internet site. 

Explanation/Notes:Malicious Web site operatorsmay set up a site that
purportsto offer somethingof valueor thepossibilityof winning a prize.
To register,a visitor to the site must enteran email address,username,
and password.Since many people use the same or similar sign-on
information repeatedly,the maliciousWeb site operatorwill attemptto
use the chosenpasswordand variationsof it for attacking the target's



work- or home- computer system. The visitor's work computer can
sometimes be identified by the email address entered during the
registration process.   
    



1 5-4 Passwords on multiple systems 
Policy: Company personnelmust never use the same or a similar
passwordin more thanonesystem.This policy pertainsto varioustypes
of devices(computeror voice mail); variouslocationsof devices(home
or work); and various typesof systems,devices(router or firewall), or
programs (database or application). 

Explanation/Notes:Attackers rely on human nature to break into
computersystemsand networks.They know that, to avoid the hassleof
keepingtrackof severalpasswords,manypeopleusethesameor a similar
passwordon everysystemthey access.As such,the intruderwill attempt
to learnthepasswordof onesystemwherethetargethasanaccount.Once
obtained,it's highly likely that this passwordor a variation thereofwill
give access to other systems and devices used by the employee. 

1 5-5 Reusing passwords 
Policy: No computer user shall use the same or a similar password within
the same eighteen-month period. 

Explanation/Note:If anattackerdoesdiscovera user'spassword,frequent
changing of the passwordminimizes the damagethat can be done.
Making the new passwordunique from previous passwordsmakes it
harder for the attacker to guess it. 

1 5-6 Password patterns 
Policy." Employees must not select a password where one part remains
fixed, and another element changes in a predictable pattern. 

Explanation/Notes: For example, do not use a password such as Kevin01,
Kevin02, Kevin03, and so on, where the last two digits correspond to the
current month. 

1 5-7 Choosing passwords 
Policy: Computer users should create or choose a password that adheres 
to the following requirements. The password must: 

Be at least eight characters long for standard user accounts and at least
twelve characters long for privileged accounts. 



Contain at least one number, at least one symbol (such as $, -, I, &), at
least one lowercase letter, and at least one upper-case letter (to the extent
that such variables are supported by the operating system). 

    



Not be any of the following items: words in a dictionary in any language;
any word that is related to an employee's family, hobbies, vehicle, work,
license plate, social security number, address, telephone, pet's name,
birthday, or phrases containing those words. 

Not be a variation of a previously used password, with one element
remaining the same and another element changing, such as kevin, kevin 1,
kevin2; or kevinjan, kevinfeb. 

Explanation/Notes:The parameterslisted abovewill producea password
that is difficult for the social engineerto guess.Another option is the
consonant-vowelmethod, which provides an easy-to-rememberand
pronounceablepassword.To constructthis kind of passwordsubstitute
consonantsfor eachletterC andvowelsfor theletterV, usingthemaskof
"CVCVCVCV." Examples would be MIXOCASO; CUSOJENA. 

1 5-8 Writing passwords down 
Policy: Employees should write passwords down only when they store
them in a secure location away from the computer or other password
protected device. 

Explanation/Notes: Employees are discouraged from ever writing down
passwords. Under certain conditions, however, it may be necessary; for
example, for an employee who has multiple accounts on different
computer systems. Any written passwords must be secured in a safe place 
away from the computer. Under no circumstances may a password be 
stored under the keyboard or attached to the computer display. 

1 5-9 Plaintext passwords in computer files 
Policy: Plaintext passwordsshall not be savedin any computerfile or
stored as text called by pressing a function key. When necessary,
passwordsmay be savedusingan encryptionutility approvedby the IT
department to prevent any unauthorized disclosures. 

Explanation/Notes:Passwordscan be easily recoveredby an attackerif
storedin unencryptedform in computerdata files, batch files, terminal
function keys, login files, macroor scriptingprograms,or any datafiles
which contain passwords to FTP sites. 
 



POLICIES FOR TELECOMMUTERS 
Telecommutersare outside the corporatefirewall, and thereforemore
vulnerableto attack.Thesepolicieswill helpyou preventsocialengineers
from using your telecommuter employees as a gateway to your data. 

16-1 Thin clients 
Policy: All company personnel who have been authorized to connect via
remote access shall use a thin client to connect to the corporate network. 

Explanation/Notes: When an attacker analyzes an attack strategy, he or
she will try to identify users who access the corporate network from
external locations. As such, telecommuters are prime targets. Their
computers are less likely to have stringent security controls, and may be a
weak link that may compromise the corporate network. 

Any computer that connects to a trusted network can be booby-trapped
with keystroke loggers, or their authenticated connection can be hijacked.
A thin client strategy can be used to avoid problems. A thin client is
similar to a diskless workstation or a dumb terminal; the remote computer
does not have storage capabilities but instead the operating system,
application programs, and data all reside on the corporate network.
Accessing the network via a thin client substantially reduces the risk
posed by un-patched systems, outdated operating systems, and malicious
code. Accordingly, managing the security of telecommuters is effective
and made easier by centralizing security controls. Rather than relying on
the inexperienced telecommuter to properly manage security-related
issues, these responsibilities are better left with trained system, network,
or security administrators. 

16-2 Security software for telecommuter computer systems 
Policy: Any external computersystemthat is used to connect to the
corporatenetworkmusthaveantivirussoftware,anti-Trojansoftware,and
a personalfirewall (hardwareor software). Antivirus and anti-Trojan
pattern files must be updated at least weekly. 

Explanation/Notes: Ordinarily, telecommuters are not skilled on security-
related issues, and may inadvertently" or negligently leave their computer
system and the corporate network open to attack. Telecommuters 
 



thereforeposea serioussecurityrisk if they are not properly trained.In
addition to installing antivirus andanti-TrojanHorsesoftwareto protect
againstmaliciouscode,a firewall is necessaryto block any hostileusers
from obtaining accessto any servicesenabledon the telecommuter's
system. 

The risk of not deploying the minimal security technologiesto prevent
maliciouscodefrom propagatingcannotbe underestimated,asan attack
on Microsoft proves. A computer system belonging to a Microsoft
telecommuter,usedto connectto Microsoft'scorporatenetwork,became
infectedwith a TrojanHorseprogram.Theintruderor intruderswereable
to usethe telecommuter'strustedconnectionto Microsoft'sdevelopment
network to steal developmental source code. 

POLICIES FOR HUMAN RESOURCES 
Humanresourcesdepartmentshavea specialchargeto protectemployees
from those attempting to discover personal information through their
workplace.HR professionalsalso have a responsibility to protect their
company from the actions of unhappy ex-employees. 

1 7-1 Departing employees 
Policy:  Whenever a person employed by the company leaves or is
terminated,  Human Resources must immediately do the following: 

Remove the person's listing from the on-line employee/telephone
directory and disable or forward their voice mail; 

Notify personnel at building entrances or company lobbies; and 

Add the employee's name to the employee departure list, which shall be
emailed to all personnel no less often than once a week. 

Explanation/Notes:Employeeswho are stationedat building entrances
must be notified to prevent a former employeefrom re-enteringthe
premises.Further, notifying other personnelmay prevent the former
employeefrom successfullymasqueradingas an active employeeand
duping personnel into taking some action damaging to the company. 

In somecircumstances,it may be necessaryto requireeveryuserwithin
theformeremployee'sdepartmentto changehis or her passwords.(When
I was terminated from GTE solely because of my reputation as a hacker, 



 



the company required all employees throughout the company to change
their password.) 

1 7-2 IT department notification 
Policy: Whenever a person employed by the company leaves or is
terminated,HumanResourcesshouldimmediatelynotify the information
technology department to disable the former employee's computer
accounts,including any accountsused for databaseaccess,dial-up, or
Internet access from remote locations. 

Explanation/Notes: It's essentialto disableany former worker'saccessto
all computersystems,networkdevices,databases,or anyothercomputer-
relateddevicesimmediatelyupon termination.Otherwise,the company
may leave the door wide open for a disgruntledemployeeto access
company computer systems and cause significant damage. 

1 7-3 Confidential information used in hiring process 
Policy: Advertisements and other forms of public solicitation of
candidates to fill job openings should, to the extent possible, avoid
identifying computer hardware and software used by the company. 

Explanation/Notes: Managers and human resources personnel should only
disclose information related to enterprise computer hardware and software
that is reasonably necessary to obtain resumes from qualified candidates. 

Computer intruders read newspapers and company press releases, and
visit Internet sites, to find job listings. Often, companies disclose too
much information about the types of hardware and software used to attract
prospective employees. Once the intruder has knowledge of the target's
information systems, he is armed for the next phase of attack. For
example, by knowing that a particular company uses the VMS operating
system, the attacker may place pretext calls to determine the release
version, and then send a phony emergency security patch made to appear
as if it came from the software developer. Once the patch is installed, the
attacker is in. 

1 7-4 Employee personal information 

Policy: The human resourcesdepartmentmust never releasepersonal
informationaboutanycurrentor formeremployee,contractor,consultant,



temporaryworker,or intern,exceptwith prior expresswritten consentof
the employee or human resources manager. 



Explanation/Notes:Head-hunters,private investigators, and identity
thievestargetprivate employeeinformation suchas employeenumbers,
social security numbers, birth dates, salary history, financial data
including direct deposit information, and health-related benefit
information. The social engineermay obtain this information so as to
masqueradeas the individual. In addition, disclosingthe namesof new
hires may be extremelyvaluableto information thieves.New hires are
likely to comply with any requestby personswith seniority or in a
position of authority, or anyone claiming to be from corporate security. 

1 7-5 Background checks 
Policy: A backgroundcheck should be required for all new hires,
contractors,consultants,temporaryworkers,or internsprior to anoffer of
employment or establishing of a contractual relationship. 

Explanation/Notes:Becauseof cost considerations,the requirementfor
backgroundchecksmay be limited to specific positionsof trust. Note,
however, that any person who is given physical access to corporate offices
may be a potential threat.For example,cleaningcrews have accessto
personneloffices, which gives them accessto any computersystems
locatedthere.An attackerwith physicalaccessto a computercaninstall a
hardware keystroke logger in less than a minute to capture passwords. 

Computerintruderswill sometimesgo to theeffort of obtaininga job asa
meansof gaining accessto a target company'scomputersystemsand
networks.An attackercaneasilyobtainthenameof a company'scleaning
contractorby calling the responsibleemployeeat the target company,
claiming to be from a janitorial companylooking for their business,and
thenobtainingthe nameof the companythat is currentlyproviding such
services. 

POLICIES FOR PHYSICAL SECURITY 
Thoughsocialengineerstry to avoidshowingup in personat a workplace
they want to target, thereare times when they will violate your space.
Thesepolicieswill help you to keepyour physicalpremisessecurefrom
threat. 

18-1 Identification for non employees 
Policy: Delivery people and other non employeeswho need to enter
companypremiseson a regularbasismusthavea specialbadgeor other



form of identificationin accordancewith policy establishedby corporate
security. 



Explanation/Notes:Non employeeswho need to enter the building
regularly (for example, to make food or beveragedeliveries to the
cafeteria,or to repair copying machinesor install telephones)shouldbe
issueda specialform of companyidentification badgeprovidedfor this
purpose.Otherswho needto enter only occasionallyor on a one-time
basis must be treated as visitors and should be escorted at all times. 

18-2 Visitor identification 
Policy: All visitors must present a valid driver's license or other picture
identification to be admitted to the premises. 

Explanation/Notes: The security staff or receptionist should make a
photocopy of the identification document prior to issuing a visitor's badge.
The copy should be kept with the visitor's log. Alternatively, the
identification information can be recorded in the visitor's log by the
receptionist or guard; visitors should not be permitted to write down their
own ID information. 
Social engineers seeking to gain entrance to a building will always write 
false information in the log. Eventhoughit's not difficult to obtainfalse
ID and to learn the nameof an employeehe or she can claim to be
visiting, requiringthat the responsibleemployeemust log the entry adds
one level of security to the process. 

18-3 Escorting visitors 
Policy: Visitors must be escorted or in the company of an employee at all
times. 

Explanation/Notes.: One popular ruse of social engineers is to arrange 
to visit a company employee (for example, visiting with a product
engineeron thepretextof beingtheemployeeof astrategicpartner).After
beingescortedto the initial meeting,the socialengineerassureshis host
that he can find his own way back to the lobby. By this meanshe gains
the freedomto roam the building and possiblygain accessto Sensitive
information. 

1 8-4 Temporary badges 
Policy: Company employees from-another location who do not have their
employee badges with them must present a valid driver's license or other
picture ID and be issued a temporary visitor's badge. 



Explanation/Notes: Attackers often pose as employees from a different
office or branch of a company to gain entrance to a company. 
 



1 8-5 Emergency evacuation 
Policy: In anyemergencysituationor drill, securitypersonnelmustensure
that everybody has evacuated the premises. 

Explanation/Notes:Securitypersonnelmustcheckfor any stragglersthat
maybe left behindin restroomsor office areas.As authorizedby the fire
departmentor other authority in chargeof the scene,the security force
needsto be on the alert for anyonedepartingthe building long after the
evacuation. 

Industrialspiesor sophisticatedcomputerintrudersmaycausea diversion
to gain accessto a building or securearea.One diversion used is to
releasea harmlesschemicalknown as butyl mercaptaninto the air. The
effect is to createthe impressionthat there is a naturalgas leak. Once
personnel start evacuation procedures,the bold attacker uses this
diversion to either steal information or to gain accessto enterprise
computersystems.Another tactic usedby information thievesinvolves
remainingbehind, sometimesin a restroomor closet,at the time of a
scheduledevacuationdrill, or after setting off a smoke flare or other
device to cause an emergency evacuation. 
 
18-6 Visitors in mail room 
Policy: No visitors should be permitted in the mail room without the
supervision of a company worker. 

Explanation/Notes:The intentionof this policy is to preventan outsider
from exchanging, sending, or stealing intracompany mail. 

1 8-7 Vehicle license plate numbers 
Policy: If thecompanyhasa guardedparkingarea,securitystaff shall log
vehicle license plate numbers for any vehicle entering the area. 

1 8-8 Trash Dumpsters 
Policy: TrashDumpstersmust remainon companypremisesat all times
and should be inaccessible to the public. 

Explanation/Notes:Computerattackersand industrial spies can obtain
valuableinformationfrom companytrashbins.The courtshaveheld that
trash is consideredlegally abandonedproperty,so the act of Dumpster
diving is perfectly legal, as long as the trash receptaclesare on public



property.For this reason,it is importantthat trashreceptaclesbesituated
on 
 



company property, where the company has a legal right to protect the
containers and their contents.   

POLICIES FOR RECEPTIONISTS 
Receptionistsareoften on the front lines when it comesto dealingwith
social engineers,yet they are rarely given enoughsecurity training to
recognizeand stop an invader. Institute these policies to help your
receptionist better protect your company and its data. 

19-1 Internal directory 
Policy: Disclosure of information in the internal company directory
should be limited to persons employed by the company. 

Explanation/Notes: All employee titles, names, telephone numbers, and
addresses contained within the company directory should be considered
Internal information, and should only be disclosed in accordance with the
policy related to data classification and Internal information. 

Additionally, any calling party must have the name or extension of the
party they are trying to contact. Although the receptionist can put a call
through to an individual when a caller does not know the extension, 
telling the caller the extension number should be prohibited. (For those
curious folks who follow by example, you can experience this procedure 
by calling any U.S. government agency and asking the operator to

provide an extension.) 

19-2 Telephone numbers for specific departments/groups 
Policy: Employees shall not provide direct telephone numbers for the
company help desk, telecommunications department, computer
operations,  or system administrator personnel without verifying that the
requester has a legitimate need to contact these groups. The receptionist,
when transferring a call to these groups, must announce the caller's name. 

Explanation/Notes: Although some organizations may find this policy
overly restrictive, this rule makes it more difficult for a social engineer to
masquerade as an employee by deceiving other employees into
transferring the call from their extension (which in some phone systems
causes the call to appear to originate from within the company), or
demonstrating knowledge of these extensions to the victim in order to
create a sense of authenticity.



 



1 9-3 Relaying information 
Policy:Telephoneoperatorsandreceptionistsshouldnot takemessagesor
relay information on behalf of any party not personallyknown to be an
active employee. 

Explanation/Notes:Social engineersare adept at deceiving employees
into inadvertentlyvouchingfor their identity.Onesocialengineeringtrick
is to obtainthetelephonenumberof thereceptionistand,on a pretext,ask
the receptionist to take any messages that may come for him. Then, during
acall to thevictim, theattackerpretendsto beanemployee,asksfor some
sensitiveinformationor to performa task,andgivesthemainswitchboard
number as a call back number. The attacker later calls back to the
receptionistand is given any messageleft for him by the unsuspecting
victim. 

19-4 Items left for pickup 
Policy: Before releasingany item to a messengeror other Unverified
Person, the receptionist or security guard must obtain picture
identificationandenterthe identification information into the pickup log
as required by approved procedures. 

Explanation/Notes." One social engineering tactic is to deceive an
employee into releasing sensitive materials to another supposedly
authorized employee by dropping off such materials at the receptionist or
lobby desk for pickup. Naturally, the receptionist or security guard
assumes the package is authorized for release. The social engineer either
shows up himself  or has a messenger service pick up the package. 

POLICIES FOR THE INCIDENT REPORTING GROUP 
Every companyshouldsetup a centralizedgroupthat shouldbe notified
whenany form of attackon corporatesecurityis identified.What follows
are someguidelinesfor setting up and structuringthe activities of this
group. 

20-1 Incident reporting group 
Policy: An individual or groupmustbe designatedandemployeesshould
beinstructedto reportsecurityincidentsto them.All employeesshouldbe
provided with the contact information for the group. 



Explanation/Notes:Employeesmustunderstandhow to identify a security
threat,andbe trainedto reportany threatto a specific incidentreporting
group. It is also important that an organization establish specific
procedures and authority for such a group to act when a threat is reported. 

20-2 Attacks in progress 
Policy: Wheneverthe incidentreportinggrouphasreceivedreportsof an
ongoing social engineering attack they shall immediately initiate
procedures for alerting all employees assigned to the targeted groups. 
Explanation/Notes:The incident reportinggroupor responsiblemanager
shouldalsomakea determinationaboutwhetherto senda companywide
alert.Oncetheresponsiblepersonor grouphasa goodfaith belief that an
attackmay be in progress,mitigation of damagemustbe madea priority
by notifying company personnel to be on their guard. 
 



Security at a Glance 

The lists and charts reference version of following provide quick social
engineering methods discussed in Chapters 2 to 14, and verification
procedures detailed in Chapter 16. Modify this information for your
organization, and make it available for employees to refer to when an
information security question arises. 

IDENTIFYING A SECURITY ATTACK 
These tables and checklists will assist you in spotting a social engineering 
attack. 

The Social Engineering Cycle   

ACTION  / DESCRIPTION 

Research 
May include open source information such as SEC filings and annual
reports, marketing brochures, 
patent applications, press clippings, industry magazines,  Web site
content. Also Dumpster diving. 

Developing rapport and trust
Use of insider information, misrepresenting identity, citing those known
to victim, need for help, or authority. 

Exploiting trust  
Asking for information or an action on the part of the victim. In reverse
sting, manipulate victim to ask attacker for help. 

Utilize information
If the information obtained is only a step to final goal, attacker returns to
earlier steps in cycle till goal is reached. 

 



Common Social Engineering Methods 

Posing as a fellow employee 

Posing as an employee of a vendor, partner company, or law enforcement 

Posing as someone in authority 

Posing as a new employee requesting help 

Posing as a vendor or systems manufacturer calling to offer a system
patch or update 

Offering help if a problem occurs, then making the problem occur,
thereby manipulating the victim to call them for help 

Sending free software or patch for victim to install 

Sending a virus or Trojan Horse as an email attachment 

Using a false pop-up window asking user to log in again or sign on with
password 

Capturing victim keystrokes with expendable computer system or
program 

Leaving a floppy disk or CD around the workplace with malicious
software on it 
 

Using insider lingo and terminology to gain trust 

Offering a prize for registering at a Web site with username and password

Dropping a document or file at company mail room for intraoffice
delivery 

Modifying fax machine heading to appear to come from an internal
location 

Asking receptionist to receive then forward a fax 



Asking for a file to be transferred to an apparently internal location 

Getting a voice mailbox set up so call backs perceive attacker as internal 

Pretending to be from remote office and asking for email access locally 
 



Warning Signs of an Attack 

Refusal to give call back number 

Out-of-ordinary request 

Claim of authority 

Stresses urgency 

Threatens negative consequences of non compliance 

Shows discomfort when questioned 

Name dropping 

Compliments or flattery 

Flirting 

Common Targets of Attacks 
TARGET TYPE  / EXAMPLES 

Unaware of value of information
Receptionists, telephone operators, administrative assistants, security
guards. 

Special privileges 
Help desk or technical support, system administrators, computer
operators, telephone  system administrators. 

Manufacturer / vendor
Computer hardware, software manufacturers, voice mail systems vendors.

Specific departments
Accounting, human resources. 

Factors That Make Companies More Vulnerable 
to Attacks 



Large number of employees 

Multiple facilities 

Information on employee whereabouts left in voice mail messages 

Phone extension information made available 

Lack of security training 

Lack of data classification system 

No incident reporting/response plan in place 
 



VERIFICATION AN D DATA CLASSIFICATION 
These tables and charts will help you to respond to requests for
information or action that may be social engineering attacks. 

Verification of Identity Procedure 
ACTION  / DESCRIPTION 
Caller ID  
Verify call is internal, and name or extension number matches the identity
of the caller. 

Callback
Look up requester in company directory and call back the listed extension.

Vouching
Ask a trusted employee to vouch for requester's identity. 

Shared common secret 
Request enterprise-wide shared secret, such as a password or daily code. 

Supervisor or manager
Contact employee's immediate supervisor and request verification of
identity and employment status. 

Secure email
Request a digitally signed message. 

Personal voice recognition
For a caller known to employee, validate by caller's voice. 

Dynamic passwords
Verify against a dynamic password solution such as Secure ID or other
strong authentication device. 

In person
Require requester to appear in person with an employee badge or other
identification. 

Verification of Employment Status Procedure 
ACTION  / DESCRIPTION 



Employee directory check
Verify that requester is listed in online directory. 

Requester's manager verification
Call requester's manager using phone number listed in company directory.

Requester's department or workgroup verification
Call requester's department or workgroup and determine that requester is
still employed by company. 
 



Procedure to Determine Need to Know 
ACTION  / DESCRIPTION 

Consult job tide/ workgroup/ responsibilities list
Check published lists of which employees are entitled to specific
classified information. 

Obtain authority from manager
Contact your manager, or the manager of the requester, for authority to
comply with the request. 

Obtain authority  from the information Owner or designee
Ask Owner of information if requester has a need to know. 

Obtain authority with an automated tool
Check proprietary software database for authorized personnel. 

Criteria for Verifying Non-Employees 
CRITERION  / ACTION 

Relationship 
Verify that requester's firm has a vendor, strategic partner, or other
appropriate relationship. 

Identity
Verify requester's identity and employment status at the vendor/partner
firm. 

Nondisclosure 
Verify that the requester has a signed nondisclosure  agreement on file. 

Access 
Refer the request to management when the information is classified above
Internal. 

Data Classification 
CLASSIFICATION  / DESCRIPTION / PROCEDURE 

Public
Can be freely released to the public



No need to verify. 

Internal
For use within the company

Verify identity of requester as active employee or verify nondisclosure
agreement on file and management approval for non employees. 
 



Data Classification (Continued) 
CLASSIFICATION / DESCRIPTION / PROCEDURE
Private 
Information of a personal nature  intended for use  only within the
organization 

Verify identity of requester as active employee or only within non
employee with the organization, authorization. Check with human
resources department to disclose Private information to authorized
employees or external requesters. 

Confidential 
Shared only with people with an absolute need to know within the
organization

Verify identity of requester and need to know from designated
information Owner. Release only with prior written consent of manager,
or information  Owner or designee. Check for nondisclosure agreement
on file. Only management personnel may disclose to persons not
employed by the company.
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listen, voicing their concern and objection over my unfair treatment and
the hyperbole created by those who sought to profit from the "The Myth
of Kevin Mitnick."



 I have had the extraordinary fortune of being teamed up with best-selling 
author Bill Simon, and we worked diligently together despite our different
work patterns. Bill is highly organized, rises early, and works in a 
deliberate and well-planned style. I'm grateful that Bill was kind enough 
to accommodate my late-night work schedule. My dedication to this
project 
and long working hours kept me up well into the early morning that 
conflicted with Bill's regular working schedule. 

Not only was I lucky to be teamed with someone who could transform 
my ideas into sentences worthy of a sophisticated reader, but also Bill is 
(mostly) a very patient man who put up with my programmer's style of 
focusing on the details. Indeed we made it happen. Still, I want to
apologize 
to Bill in these acknowledgments that I will always regret being the 
one, because of my orientation to accuracy and detail, who caused him to 
be late for a deadline for the first and only time in his long writing career. 
He has a writer's pride that I have finally come to understand and share; 
we hope to do other books together. 

The delight of being at the Simon home in Rancho Santa Fe to work 
and to be pampered by Bill's wife, Arynne, could be considered a
highlight 
of this writing project. Arynne's conversation and cooking will battle in 
my memory for first place. She is a lady of quality and wisdom, full of
fun, 
who has created a home of warmth and beauty. And I'll never drink a diet 
soda again without hearing Arynne's voice in the back of my mind 
admonishing me on the dangers of Aspartame,

Stacey Kirkland means a great deal to me. She has dedicated many hours 
of her time assisting me on the Macintosh to design the charts and
graphics 
that helped give visual authority to my ideas. I admire her wonderful 
qualities; she is truly a loving and compassionate person who deserves
only 
the good things in life. She gave me encouragement as a caring friend and

is someone who I care deeply about. I wish to thank her for all her loving 
support, and for being there for me whenever I needed it. 



Alex Kasper, Nexspace, is not only my best friend, but also a business 
partner and colleague. Together we hosted a popular Internet talk radio 
show known as "The Darkside of the Internet" on KFI AM 640 in Los 
Angeles under the skillful guidance of Program Director David G. Hall. 
Alex graciously provided his invaluable assistance and advice to this book

project. His influence has always been positive and helpful with a kind
ness  and generosity that often extended far beyond midnight. Alex and I 
recently completed a film/video to help businesses train their people on 
preventing social engineering attacks. 



Paul Dryman, Informed Decision, is a family friend and beyond. This 
highly respected and trusted private investigator helped me to understand 
trends and processes of conducting background investigations. Paul's 
knowledge and experience helped me address the personnel security
issues 
described in Part 4 of this book. 

One of my best friends, Candi Layman, has consistently offered me sup
port  and love. She is truly a wonderful person who deserves the best out 
of life. During the tragic days of my life, Candi always offered
encouragement 
and friendship. I am fortunate to have met such a wonderful, 
caring, and compassionate human being, and want to thank her for being 
there for me. 

Surely my first royalty check will go to my cellular phone company for 
all the time I spent talking with Erin Finn. Without a doubt, Erin is like 
my soul mate. We are alike in so many ways it's scary. We both have a
love 
for technology, the same tastes in food, music, and movies. AT&T 
Wireless is definitely losing money for giving me all the "flee nights and 
weekend" calls to her home in Chicago. At least I am not using the Kevin 
Mitnick plan anymore. Her enthusiasm and belief in this book boosted 
my spirits. How lucky I am to have her as a friend. 

I'm eager to thank those people who represent my professional career 
and are dedicated in extraordinary ways. My speaking engagements are 
managed by Amy Gray (an honest and caring person who I admire and 
adore) David Fugate, of Waterside Productions, is a book agent who went 
to bat for me on many occasions before and after the book contract was 
signed; and Los Angeles attorney Gregory Vinson, who was on my
defense 
team during my years-long battle with the government. I'm sure he can 
relate to Bill's understanding and patience for my close attention to detail; 
he has had the same experience working with me on legal briefs he has 
written on my behalf. 

I have had too many experiences with lawyers but I am eager to have a 
place to express my thanks for the lawyers who, during the years of my 
negative interactions with the criminal justice system, stepped up and 
offered to help me when I was in desperate need. From kind words to



deep 
involvement with my case, I met many who don't at all fit the stereotype 
of the self-centered attorney. I have come to respect, admire, and
appreciate
the kindness and generosity of spirit given to me so freely by so many. 
They each deserve to be acknowledged with a paragraph of favorable 
words; I will at least mention them all by name, for every one of them
lives 
in my heart surrounded by appreciation: Greg Aclin, Bob Carmen, John



Dusenbury,ShermanEllison, OmarFigueroa,CarolynHagin, Rob Hale,
Alvin Michaelson,RalphPeretz,Vicki Podberesky,DonaldC. Randolph,
Dave Roberts, Alan Rubin, Steven Sadowski, Tony Serra, Richard
Sherman,Skip Slates,Karen Smith, Richard Steingard,the Honorable
Robert Talcott, Barry Tarlow, John Yzurdiaga, and Gregory Vinson.

I very much appreciatethe opportunity that JohnWiley & Sonshas
given me to author this book, and for their confidencein a first-time
author.I wish to thankthe following Wiley peoplewho madethis dream
possible:Ellen Gerstein,Bob Ipsen,Carol Long (my editor and fashion
designer), and Nancy Stevenson.

Otherfamily members,personalfriends,businessassociateswho have
given me adviceand support,and havereachedout in many ways, are
importantto recognizeand acknowledge.They are: J. J. Abrams,David
Agger, Bob Arkow, Stephen Barnes, Dr. Robert Berkowitz, Dale
Coddington,Eric Corley, Delin Cormeny, Ed Cummings,Art Davis,
Michelle Delio, SamDowning, JohnDraper,Paul Dryman,Nick Duva,
Roy Eskapa,Alex Fielding,Lisa Flores,Brock Frank,SteveGibson,Jerry
Greenblatt,Greg Grunberg,Bill Handle,David G. Halt, Dave Harrison,
Leslie Herman,Jim Hill, Dan Howard, SteveHunt, Rez Johar,Steve
Knittle, Gary Kremen, Barry Krugel, Earl Krugel, Adrian Lamo, Leo
Laporte, Mitch Leventhal,Cynthia Levin, CJ Little, JonathanLittman,
Mark Maifrett, Brian Martin, ForrestMcDonald, Kerry McElwee, Alan
McSwain,Elliott Moore, Michael Morris, EddieMunoz, PatrickNorton,
ShawnNunley, BrendaParker,Chris Pelton,Kevin Poulsen,ScottPress,
Linda and Art Pryor, Jennifer Reade,Israel and Rachel Rosencrantz,
Mark Ross, William Royer, Irv Rubin, Ryan Russell, Neil Saavedra,
Wynn Schwartu,PeteShipley,JohSift, Dan Sokol, Trudy Spector,Matt
Spergel,Eliza AmadeaSultan, Douglas Thomas,Roy "Ihcker, Bryan
Turbow,Ron Wetzel,Don David Wilson, Darci Wood, Kevin Wortman,
Steve Wozniak, and all my friends on the W6NUT (147.435 MHz)
repeater in Los Angeles.

And my probation officer, Larry Hawley, deservesspecial thanks for
giving me permissionto act asadvisorandconsultanton security-related
matters by authoring this book.
And finally I must acknowledge the men and women of law enforcement.
I simply do not hold any malice towards these people who are just doing
their jobs. I firmly believe that putting the public's interest ahead of one's
own and dedicating your life to public service is something that deserves
respect, and while I've been arrogant at times, I want all of you





to know that I love this country,andwill do everythingin my power to
help makeit the safestplacein the world, which is preciselyoneof the
reasons why I've written this book. 

FROM BILL SIMON 
I have this notion that there is a right person out there for everyone; it's 
just that some people aren't lucky enough ever to find their Mr. or Ms. 
Right. Others get lucky. I got lucky early enough in life to spend a good 
many years already (and count on spending many more) with one of 
God's treasures, my wife, Arynne.. If I ever forget how lucky I am, I only 
need to pay attention to how many people seek and cherish her company. 
Arynne--I thank you for walking through life with me. 

During the writing of this book, I counted on the help of a loyal group 
of friends who provided the assurance that Kevin and I were achieving
our 
goal of combining fact and fascination into this unusual book. Each of 
these people represents true and loyal value and knows he or she may be 
called on as I get into my next writing project. In alphabetical order: Jean
Claude  Beneventi, Linda Brown, Walt Brown, It. Gen. Don Johnson, 
Dorothy Ryan, Guri Stark, Chris Steep, Michael Steep, and John Votaw. 

Special recognition goes to John Lucich, president of the Network 
Security Group, who was willing to take time for a friend-of a-friend 
request, and to Gordon Garb, who graciously fielded numerous phone 
calls about IT operations. 

Sometimes in life, a friend earns an exalted place by introducing you to 
someone else who becomes a good friend. At literary agency Waterside 
Productions, in Cardiff, California, Agent David Fugate was responsible 
for conceiving the idea for this book, and for putting me together with 
co-author-turned-friend Kevin. Thanks, David. And to the head of 
Waterside, the incomparable Bill Gladstone, who manages to keep me 
busy with one book project after another: I'm happy to have you in my 
corner. 

In our home and my office-at-home, Arynne is helped by an able staff 
that includes administrative assistant Jessica Dudgeon and housekeeper 
Josie Rodriguez. 



I thank my parents Marjorie and I. B. Simon, who I wish were here on 
earth to enjoy my success as a writer. I also thank my daughter, Victoria. 
When I am with her I realize how much I admire, respect, and take pride 
in who she is.
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